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CHAPTER 1

1.1 RN

X BRBEVE AR R AN E B A B Z A0, IRERE U - RO ROEME « A Uge - 3t
PLH] - BRI EOR, IEERCNEOR AT RTVEFEH - 2 BRE B E SRR R X R EEROR
FLIEShBOR A= bR . ik S 58 T Fmina 1T, BiiRSSEREEATRLCETE
AR, ENSMSH IR T AR ORI T 2 - A REE 2, OF
N&S%ﬁﬁ\%ﬁiﬁ\&@%ﬁﬂ\ﬁ&@ﬁ\ﬁ%%%\%ﬁﬂxﬁﬁﬁﬁ%ﬁgﬁﬁ%%ﬁﬂ
KNI -

HERIGRNAEE, RETHEE . %4 B T RS HIEORP A I8 . HEARE X R
BEN 2 A ERIEEA R, TIEAR0AT TS EERTE AN EAS e, & XERBE IR A — PR AT
By, RAAEEERERG T DXREEN FHASHIR G A - R, XIRBEREBEME| RIERMETEN, AKIEE
SBEER Ear, TPR D REERA, FEAMEM - @k RerXIREEREMEILS], KBS R
P AN [X SR EE N 2 R A BRI, LUIRSS B E « HUsEE | O A ARFE A

Ve —K BA BRI AR R - QU RRAT, SURSRAT B AL Z 1) Bl 5 B AL BOR BB ST AR
R, FEXREESUEAFANIT R BORTA RN L, AWTECH T2 F KRBEBORIR T+ 2L (B P ERL R
AAREARPIMERAS, SCRpE SR SR SEROR 22 2 P A AE SN AL & 3 A 2 - TUORER AT X BRBE A
ET M7 BERLH TR XREEAR TR, B ARRSEE - AR XREEF & 2 [Tkt 75
HERSTET R, PR KRB HEVMEF 5 ——WeCross, LUMZHEEEIT AL « LA MBI A 25 X £
BEfS RIS AR A1

WeCross & R SOU XERBEAT WV IRAF B, R BR T 2[RI X ERBE AT 9 e Jm O AT (S Be Se el ok, ok
PE—IPIRR A XREE 2 AR RO - BRssty - Ol . ZetlflE2ERME SECTEELRE
T AR R R T 28 - VR AR X IREE H BRI 1%, WeCross AL 125 LZHIR . BRED
FIFIMHEEE S R, HERAARTEEIIR, WOl Kbk MR Z 15 B S 5100 H 3 .

1.2 KB

o PEHERXH (WeCross Router)
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o ##1E (WeCross Console)
- A TR E
- BAEEER, AXARAER
+ % SDK (WeCross Java SDK)
- WeCross/F A& TEAL, {FF% % i F WeCross
- BT A& FEEAPPY, RS —AHHEED
- 5 HE R, B S
» BEEFIR (Resource)
- BFhXIEE EANARS
- BIE BY- B EE S 8RR
o BEHEEACES (Stub)
— BSHERS AR X IR EE TSR
— B B P FC B Stub 5 R R A X SRR 2
- FISCO BCOSTHRAL EFISCO BCOS Stub - Fabric AL & Fabric Stub
+ TPath (Interchain Path)
- PSR BTIR A ME—HRIA
— BSHERR HARYBIPath RE 15 SK % FH R A R X BRBE |
- FEREASCE F R Path B FE Fpath
o BHESX
- ZFEEET BB HAE, TEAEEEES X
- B X EME—FRA, BlTPathH % — (payment.stub3.resource-dfffpayment)

[E25:3531 Eih gz 3585 Eihiga
ik

| wiEa | | @D |

LU I WEE—"

IPath: payment.stub3.resouce-d

WeXross Java SDK WeXross Java SDK WeXross Java SDK
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1.3 BL R

o WeCross H ¥+
e WeCross'E M

1.3. HEHH 5


https://mp.weixin.qq.com/s/w0APEAonFXbOoinMJipPAA
https://fintech.webank.com/wecross
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CHAPTER 2

REFF RS

2.1 v1.0.0-rct

(2019-12-30)
The
o BEAXHREE
— &AL FISCO BCOS
— J&PT Fabric
o Gi—HEO. ESRERR RS PRI BERIRIERR TR SRS — 1 API
o BREIESK: BEHERS AT E BhROR A I K B AR R X B
o ZXHYRIUE: [AIFISCO BCOSHIBER ST Z 1, RERIEAL 5 F 555 FMerkleilE A
ZeHy

o BBEERRE. XFEAFIXIRBEMARSS, W XHREEMRAMEZ O MTR—ME, BUEE, FRIEE
SR FH AR B

o PSHESDK: Javaif 5 HUAPL, FHZi— R O A AR EE A 15 5K
o BHIG: TTHERERIELSE, JTEETERMAEER
TH
o B5HES KIERMA
+ % AFISCO BCOSHIFabric I F B HEZE A B A

2.2 v1.0.0-rc2

(2020-04-07)
g
o IFET: FH KA Si—HRouter & ¥
o HTLCEHS: SCFF[Fl/SAAHE L Al ZTHTLC &4 58 AU BEAR K
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* Stubffff{t: FISCO BCOS StubZIFabric Stubifiidjarfl 7 5] A
o Z2AH: WeCross SDKFIRouter Z 8] FH TLS HSGE
o BHEDemo: SCHFHLIETE E WeCross Demo, 458 11 B 5 4 1 FH
CF
o BREREL. BHEAHGERERS A
o BHESYY. BHEANIMSECEIITLR EERBIRE N F A BEEE
o FEESCHE: RECEFIETLS LUMHTLCA BT, Stubfr & REFRIK /AL & I
o R BEREBRIZA « BB MR DUSGIE A2 U 7 1E B g 1 Bl & 1

2.3 THEF

2.3.1 F#WeCross

Bt =M7ra, RIEMEIAE R S ER T T -
AL L NE

bash <(curl -sL https://github.com/WeBankFinTech/WeCross/releases/download/
—resources/download_wecross.sh)

A2 A TE (RBEmERER)

# BN N#imastern
bash <(curl -sL https://github.com/WeBankFinTech/WeCross/releases/download/
—sresources/download_wecross.sh) -s

# NEEES
bash <(curl -sL https://github.com/WeBankFinTech/WeCross/releases/download/
—resources/download_wecross.sh) -s -b release-rc2

HR3: FHTE
« ENBIR: Sl T, MDs
o github release ( NEBFIAR) WeCross.tar.gz)
FEh N R

’tar —-zxvf WeCross.tar.gz

fRIElE, BEX FNEE&wWeCross/ M.

2.3.2 F#WeCrossi=Hl &

RIRERBE=FTT 3, ARG MR IR A E T =0T -
T LT

bash <(curl -sL https://github.com/WeBankFinTech/WeCross—-Console/releases/download/
—sresources/download_console.sh)

72: WA TE (REHFERX)

8 Chapter 2. BFiRA
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# TN T Eimastern X
bash <(curl -sL https://github.com/WeBankFinTech/WeCross—-Console/releases/download/

—sresources/download_console.sh) -s

¢ THEEST
bash <(curl -sL https://github.com/WeBankFinTech/WeCross—Console/releases/download/
—resources/download_console.sh) —-s -b release-rc2

T3 FHTE
« ENBIR: Sl T E, MDs
o github release (" NEEHTHIAH WweCross—Console.tar.gz)
FoI MR E

tar —-zxvf WeCross-Console.tar.gz

T#JE, HX TN &WeCross—Console/ Nk

2.3. T#HERF 9


https://www.fisco.com.cn/cdn/wecross-console/releases/download//v1.0.0-rc2/WeCross-Console.tar.gz
https://www.fisco.com.cn/cdn/wecross-console/releases/download//v1.0.0-rc2/WeCross-Console.tar.gz.md5
https://github.com/WeBankFinTech/WeCross-Console/releases
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CHAPTER 3

KBS BWeCross T INEFREAFIASRECE , LN P HEHE T HE A TWeCrossIZEE -

3.1 | ESK
3.1.1 Wi

WeCross il 51 & FE & 1 Stub 5 2 £ 551, [FIES1E AN Web ServerBE ERPCHHARSS . N T RELRIEARSS Y
M, REMHABEERE -

BE [ RREE [ FFLE
CPU | 1.5GHz | 2.4GHz

N7 | 4GB SGB
o | 4% 8
o | 2Mb 10Mb

3.1.2 IFFHIFE

e Ubuntu 16.04 )24 I
e CentOS 7.2 L I
o MacOS 10.14 ) L I

3.1.3 4Kt

WeCross{ENJavalll B, F5 B Z2ETaval MR 135
« IDKS 2D E
o Gradle 5.0 L I

WeCrossHEfit T Z Ml A B H P s AR LS XS AR K fflopenssl, curl, expect, A NHEATE

11
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# Ubuntu
sudo apt-get install -y openssl curl expect tree

# CentOS
sudo yum install -y openssl curl expect tree

# MacOS
brew install openssl curl expect tree

3.2 HEAL

K demo 5 FE—1WeCross 5 7% M 4%, £ HFISCO BCOSHIHyperledger Fabric[X SREE - 18 1 WeCross1%
MG, XANEREE LRI TERNE . DIIRAEWeCross 1 R HE -

fylw" Jﬂhx ? A _}:><f \ i
——/» s =/ » :
o | S L i
FISCOBCOS : Hyperledger Fabric

| router-8250 | router-8251
@ bcos_userl H—P @~ fabric_admin

@ fabric userl

A} | A}

P fabric_userl

o
=
=
0
e
m

3.2.1 ¥#Demo

# TE
curl -LO https://github.com/WeBankFinTech/WeCross/releases/download/resources/demo.
—tar.gz

# R
tar -zxvf demo.tar.gz
cd demo

# FEE
bash build.sh # FEHf10-309 80/

BRI BEEFdemoM 4L FIZEFE . FISCO BCOSHFabricif i % H FIWeCross RouterfHi%E - (i AY,
EZ, 3 AWeCrosst&E#l &)

12 Chapter 3. HR#EA[]
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[INFO] Success! WeCross demo network is running. Framework:

FISCO BCOS Fabric
(4node pbft) (first—-network)
(HelloWeCross.sol) (abac.go)
|
\ I
WeCross Router <—-————————-— > WeCross Router
(127.0.0.1-8250-25500) (127.0.0.1-8251-25501)

WeCross Console

Start console? [Y/n]

3.2.2 #H{ERSHE BT

BERR
ARG, FlistResourcesfii & E WeCrossBiE ML HIFTE BR - FIEEIE M HR
 payment.bcos.HelloWeCross
- YR FFISCO BCOSHE L ffJHelloWeCross.sol 547

» payment.fabric.abac

— %I R TFabricM 4% _E flabac.go B4

[WeCross]> listResources

path: payment.bcos.HelloWeCross, type: BC0S2.0, distance: 0
path: payment.fabric.abac, type: Fabricl.4, distance: 1
total: 2

BEIKF
H1istAccountsfii @B H WeCross Router [ CAFFERIMK T, A F BTRS FIAR R - FE AT 484

[WeCross]> listAccounts

name: fabric_userl, type: Fabricl.4

name: fabric_default_account, type: Fabricl.4
name: bcos_userl, type: BC0S2.0

name: bcos_default_account, type: BC0S2.0
total: 4

BAEBUR: payment.bcos.HelloWeCross
Y. call path kP& #EOH (ZHIIR)
i FHelloWeCross &2\ H i get 2 [

[WeCross]> call payment.bcos.HelloWeCross bcos_userl get
Result: [Talk is cheap, Show me the code]

G ¥JF: sendTransaction path REMERMFIF #HOH (ZEIIR)
Vi i HelloWeCross &4 H Hset#2 1

[WeCross]> sendTransaction payment.bcos.HelloWeCross bcos_userl set Tom
Txhash : 0x21a412aleb5239f2da9d40d09d11ce0107a5d82d113flecb315f2aa5bd3cclOcd
BlockNum: 2

Result : [Tom] // ¥Tom%setiffz

(continues on next page)

3.2. HREAE 13
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&L

[WeCross]> call payment.bcos.HelloWeCross bcos_userl get
Result: [Tom] // FRget, TomCset

BAIEUR: payment.fabric.abac
BEBR: call path KP4 EO% (BEFIER)
Vi Fabac &4\ ) query % 1

[WeCross]> call payment.fabric.abac fabric_userl query a
Result: [90] // ¥FlRquery, affEHN90

E¥JR: sendTransaction path REMEERIFIER #O% (ZEIIFE)
Vi FHabac B 2N Binvoke s 1

[WeCross]> sendTransaction payment.fabric.abac fabric_userl invoke a b 10
Txhash : db44b064c54d4dc97£01cdcd013cae219£7849¢c329£38ee102853344d8£0004d
BlockNum: 5
Result : [

[WeCross]> call payment.fabric.abac fabric_userl query a
Result: [80] // FiRquery, afI{HZSALS0

WeCross Consoles& % T WeCross Java SDKFH & W ES N FH - RS 45155, 7] 2 T"WeCross Java
SDKIF & B 2 FIE N, 85— g4 O 6 S M8 b i BTR 31T E -

3.2.3 BRIk

WeCrossk 15 7 i [F] B 5 2 S B 1 S A BE 2 (R B 7= i) SR 7 L, 4n K B Pfoms:

bcos-sender fabric-userl i E
700 BFER o0 | EEHEMAL

1
bcos-receiver | fabric-admin
1
1
1

rledger Fabric

S | L

: —i router-8251

-

°

c

(=g

o
TN
o

N

(5

(=)

AT A ht1c_config. shTEMAHRELE , FH R EFERENK .

# EWIRdemo CIEIETTEE, HTEdemotR B FHUT, FEN S84
bash htlc_config.sh

PSRRI P ABE ~ TP - UK P, PISRHE BB 5% o & H il g WeCrosst2 ] & 1] 3 —
MRS, Z Grouterss B BN TEAUE FEFK -

(fE2 SIS

14 Chapter 3. HEA[]
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PSRRI TR AE B HE () P i BT R R IR IR 2, R2CJE ., router H B LIS BE £ K
o W ERTIRE (BCOSETHIKIRSE)
BCOSTl| ZErouter-8250, [Bh5 HiEEREH &

cd ~/demo/WeCross—Console

bash start.sh

# BB RE

[WeCross]> call payment.bcos.htlc bcos_sender balanceOf |
—0x2b5ad5c4795c026514£8317c7a215e218dccdéect

Result: [O0]

# OIEERIKIER

[WeCross]> newHTLCTransferProposal payment.bcos.htlc bcos_sender
—bea2dfec011d830a86d0fbeeb383e622b576bb2cl15287bla86aacdbala387ell
—9dda9a5e175a919ee98££0198927b0a765e£96c£917144b589%0bb8e510e04843¢c true
—0x55f934bcbele%9aef8337£5551142a442fdde781c,,
—0x2b5ad5c4795c026514£8317c7a215e218dccdéct 700 2000010000 Admin@orgl.example.com
—Userl@orgl.example.com 500 2000000000

# Wt

Txhash: a0c48eb7dlca3a01ddf3563aeb6al829£23dd0d778e7de2ce22406d1e84bal0f
BlockNum: 6

Result: create a htlc transfer proposal successfully

[WeCross]> quit # BHIHFIEHIG

o WEFEHERAIRZE (Fabricll R T EIKIRZR)
Fabricll Zrouter-8251, JB5h5 HEEAEHIE

cd ~/demo/WeCross—Console-8251

bash start.sh

# SEEE RN R

[WeCross]> call payment.fabric.htlc fabric_admin balanceOf Userl@orgl.example.com
Result: [0]

# OISR

[WeCross]> newHTLCTransferProposal payment.fabric.htlc fabric_admin
—bea2dfec011d830a86d0fbeeb383e622b576bb2cl15287bla86baacdbala387ell null false
—~0x55f934bcbele%9aef8337£5551142a442fdde781c,
—0x2b5ad5c4795¢c026514£8317c7a215e218dccdbct 700 2000010000 Admin@orgl.example.com,
—Userl@orgl.example.com 500 2000000000

# it

Txhash: 0x40ae8e2e284de813£8b071e0261e627ddc4d91e365e63£222638db9%1a70d05a
BlockNum: 7

Result: create a htlc transfer proposal successfully

B HE B R R

A B HE RO SEIR RS, route FIATIT L, F o2 MBS HERRIK . — KBS HERRIK A7 7£5-255 )
LHRIE, T EERT W 25 5E AOTPS I &5 B RKRE (14 BE -

HIRIKEE R
FE4- B B WeCross {2 il & B B 7 f& B 21K -
« EINBCOSHE LB = HMCE KA

cd ~/demo/WeCross—Console
bash start.sh

[WeCross]> call payment.bcos.htlc bcos_sender balanceOf |
—0x2b5ad5c4795c026514£8317c7a215e218dccdoef
Result: [700]

* A ifHyperledger Fabricht b Bt P20 &0

3.2. HREAE 15
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cd ~/demo/WeCross—-Console-8251
bash start.sh

[WeCross]> call payment.fabric.htlc fabric_admin balanceOf Userl@orgl.example.com
Result: [500]

3.3 FhHM

ASCENBUF T, — PP HEE— 5 PR RS AR R R B BE [ 45

S | /e 5
i ] ~ |

. FISCOBCOQS ; Hyperledger Fabric
router-8250 ! " router-8251

. @w» bcos_userl d—_—l’ @ fabric_admin

@ fabric_userl ! @ fabric_userl

___________ -

3.3.1 PRI E

AR S SRR I RS B P ) 5 RS -
- BSEERRE. SXHRBET SR, HOULEE, ERETES X, NREEEERIEL
- BEEEHIG . AR AT 5 W FL Ui

16 Chapter 3. HR#EA[]
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router-8250

router-8251

rpc: 8250 .

rpc: 8251
p2p: 25501

[m]
o
=
17y ]
-3
M

BELI~/wecross/ B N AGHT

mkdir -p ~/wecross/ && cd ~/wecross/

¥’ % WeCross Router

T #WeCross, FWeCrossH ) T EAEMEBHERE, HoashBREEEE -

N#WeCross

WeCross &8 T AMBSHER A T B, BT U an st T T (RE = R E0750, ATARIE M4 ER8
EFAEN T T E) |, BF T EESEIH RweCross/H -

bash <(curl -sL https://github.com/WeBankFinTech/WeCross/releases/download/
—resources/download_wecross_rc2.sh) -s -b release-rc2

A P B I P

cd ~/wecross
vim ipfile

ARG R E T A BRI —ipfile UM, KT AR A SRR 1B BN AR RIS
(FATIX 4 ipHlihh: rpetii i p2p¥id) - EHHRILERAI8250, 8251,25500, 255013 LA &
i -

127.0.0.1:8250:25500
127.0.0.1:8251:25501

FHWeCrossH FJ build_wecross.sh A B T IS HE RS T -

# —f FORIHNEIA

bash ./WeCross/build_wecross.sh -n payment -o routers-payment —-f ipfile

# DI N ER

[INFO] Create routers-payment/127.0.0.1-8250-25500 successfully

[INFO] Create routers-payment/127.0.0.1-8251-25501 successfully

[INFO] All completed. WeCross routers are generated in: routers-payment/

3.3. FehdHMW 17
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TEA:
o -n TREBEHE D XIRATT (zone id), FEHES [XE T zone idEAT[X 73, AT LABRAE L2544 9K -
« o TREHMIHIMIE SR, HAEZHF NER— M ESHERH -

o f ¥5E T BRI WeCross 5 5E 1 %1%, BlFEipHitt, rpc¥in D, p2pii H, A HE Brouter H )
[N EPES

TErouters-payment H 5% N AL T B9 BS54 % FH

tree routers-payment/ -L 1
routers—-payment/

127.0.0.1-8251-25501
127.0.0.1-8252-25502

cert

AR RE R B E SR NAWR, l127.0.0.1-8250-25500 0%

# BRM1ipER, ZHRERTE KR jarf

tree routers-payment/127.0.0.1-8250-25500/ -I "1lib"
routers-payment/127.0.0.1-8250-25500/

—— add_account.sh # AR R A

— add_chain.sh # DXRBENCE S O AR

— apps

L WeCross. jar # WeCrossiH jarty

—— build_wecross.sh

— conf # ECEHHEZR
— accounts # KFECEH®
— application.properties
— chains # DORBERCE H®, ZANFEMEE, FEIbHRTH#HTIE
— log4j2.xml
— ca.crt # FRIUEP
I— ssl.crt # BEHERS R
—— ssl.key # EEHERS AL
—— node.nodeid # BRI nodeid
L wecross.toml # WeCross Router-FJt&E i

—— create_cert.sh # UEAS AR A
—— download_wecross.sh

— plugin # T E S, BAHREB R
bcos-stub-gm. jar
bcos-stub. jar

fabric-stub. jar

— start.sh # JashR
L— stop.sh # fEIERIR
J2 B 5 BE s Y

# JABI router-8250
cd ~/wecross/routers—payment/127.0.0.1-8250-25500/
bash start.sh # &1k : bash stop.sh

# ]88 router-8251
cd ~/wecross/routers—-payment/127.0.0.1-8251-25501/
bash start.sh # fF1L: bash stop.sh

h

WeCross booting up .........
WeCross start successfully

18 Chapter 3. HR#EA[]
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WMRBHHFM, #E8250, 25500 HEEH 5 H

netstat -napl | grep 8250
netstat —-napl | grep 25500
|
|

netstat -napl grep 8251
netstat -napl grep 25501
¥ & WeCrosstz il &

WeCrosste fit T 5 #l &, A P #4175 & F1fs - 7l 3 Bl Aouild_console.shi& i —
“NMWeCrossT& il & -

T WeCrosstZHl &

PUTW N 2T FE GREL=F =0, RIEMEIREFE SN ARHAT TE) |, TEHEER
TmAHE R NMERHweCross—Console H3K -

cd ~/wecross/

bash <(curl -sL https://github.com/WeBankFinTech/WeCross-Console/releases/download/
< resources/download_console-rc2.sh) -s —-b release-rc2

BLEEH G

cd ~/wecross/WeCross-Console

# BUERE router IR TLSIER, WEMM routers—-payment /cert/sdk B3 N1

cp ~/wecross/routers—-payment/cert/sdk/x conf/ # f%: ca.crt- node.nodeid-~ ssl.

—crt~ ssl.key

# BLEES G

cp conf/application-sample.toml conf/application.toml # [HlEEH GRS HNE, I
WRFABIANRLE, B GEEZR AR 2501, Bl routerfRPCHG

HE

5 F5 T WeCross INIPAN YR L AR EGAELE , 7F H1T 5 2 WeCross-Console/conf/application.toml, ¥
W, = S B

R BRI &

bash start.sh

ERIR N I T EE, Eidhelp Al EE S G H B

Welcome to WeCross console(v1.0.0-rc2)!
Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.

MR ThEE

# BEEEEN routerS B X EHR A RIBERAY
[WeCross]> supportedStubs
[BCOS2.0, GM_BC0OS2.0, Fabricl.4]

# BHEHG
>

[serverl]> g

G S S SO G a4 o
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3.3.2 BAXHEE

SEAL T WeCrossHIERE , W ER—&ELMX BT T, HELFRE—EERRRAOR - AT a5
o FEABCOSHE: Frrouter-8250 FIEAN, ELE A5 & %K
o BE A Fabrich®: fFrouter-8251 LA, BLEAR 5 & LMK

RN zone:payment-——-—-——————— y

*—pe

A e

Vs "\-""{,-c{ \
(/-- =

=

.H'm'/"

FISCOBCOS ; Hyperledger Fabric

router-8250 router-8251

@ fabric_userl

' s '

| @w» bcos_userl 4———* @ fabric_admin
@ fabric_userl

o
=]
-
7
e
[i»

P X Bk

TN X EEERT, 5848 HHBCOSHFabricBE 5 &t 2 -

£ #BCOSHE

i CHTEEIFIIFISCO BCOSHE, 1HBkf ILER 5>, B AT E HelloWeCross & 4HF 4 »
FISCO BCOS'E /i #{t T —HEFEHERIBAR, 7 WL AFLHFISCO BCOSIER A B 145
TP ER T -

o A FEEE

# BIERIEE

mkdir -p ~/wecross/bcos && cd ~/wecross/bcos

# TN#build chain.shiE7ZR
curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/v2.4.0/build_
<~chain.sh && chmod u+x build_chain.sh

# AR 4777 5 KR B

# fEfiscoHFTHUAT NHEMTES, HFAl—3 BB 4T i HIFTScotE - 1IHTARYLAIM30300~30303, 20200~
20203, 8545~8548¥ VR H M G -

# MAPITHII S HALL completeds WRHITHES, B & nodes/build. logXFHHEFRER. -
bash build_chain.sh -1 "127.0.0.1:4" —p 30300,20200, 8545

< REIBTE T A
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bash nodes/127.0.0.1/start_all.sh

BERIIESHERLTHANEA ML . &N IE# Hnetstat —an | grep tcpl &l 28
f130300~30303, 20200~20203, 8545~8548%% 25 # G -

try to start node0
try to start nodel
try to start node2
try to start node3
nodel start successfully
node2 start successfully
node0 start successfully
node3 start successfully

R HelloWeCross &4

1B ITFISCO BCOSHE i &5 R & HelloWeCross 52Y, #Hi] & 122 B 6 3 WL 'E 7 SCRA I B B0 &

HelloWeCross.solfy T~/wecross/routers-payment/127.0.0.1-8250-25500/conf/
chains-sample/bcos/

BEH G 2R B R BHelloWeCross. sol, IREIFIELHINEAEZ J5 HWeCrossHr & H 75 2 H
2o FEAPIRA T

< TG

# REEEHE
cd ~/wecross/bcos/nodes/127.0.0.1/
bash download_console.sh

# IR G EE T

# T EASKHB G O, RS 82020 0BT SN R channledii H

cp —n console/conf/applicationContext-sample.xml console/conf/applicationContext.
—xml

# BEERISIED
cp ~/wecross/bcos/nodes/127.0.0.1/sdk/* console/conf/

o BIaA
FfrelloweCross &P N EEH G H3 (HFISCO BCOSHIFEHI &%)

cp ~/wecross/routers-payment/127.0.0.1-8250-25500/conf/chains-sample/bcos/
—HelloWeCross.sol console/contracts/solidity/

- FEhEHIE

bash console/start.sh

i TN AME BRIAB ST BNERE conf /applicationContext . xml 7 & O B & & 75 1E i

Welcome to FISCO BCOS console(1.0.9)!
Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.

| \ \ / \ / \ / \ | \ / \ / o

N/ \

| $5555555 \$S5SSS|  SSSSSS\| SSSSSS\| $SS855\ | $555S55\]  $SSSSS\| 5858

S\ 555558\

BEE | S5 | S5___\$S| 55  \$S| 55 | S | SS__/ 551 85 \$$] S5 | S
S1 85 \&%

(continues on next page)
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[E2))
5SS N\ | $$ \$s \ | $$ [ $S | S8 | $$ $S1 S8 [ 85 | 8
=5 \$$ \
| 55558 | $$ _\$SSSSS\| SS | s$ | $s | $$$$SSS\| $9 1 ss s
8 _\$55555\
| $$ PSS Nl oSS oss_/ NI SS__/ $$ | $S__/ $S1 $S__/ NI $5_/ $
=S NI $S
BEE |55\ \$$ 55 \$% 55 \$8% $% BEE 55 \$% 55 \$8
=5 \$$ $S
\$$ \$SSSSS \$55558 ACEEEEE \$5555$ \$555588 ACEEEEE ACEEEE
LS \$55558
. BREEY
[group:1]> deploy HelloWeCross
contract address: 0x19a70c01e801d3cac241deb5f11686e3aalled63b
[group:1]> quit # BHEHIG
FfHelloWeCross & 2L R TR, FEEPTRAHH:
contract address: 0x19a70c01e801d3cac241de5f11686e3aa0led63b
¥ #Fabrics
77 [ FabricBEFIFEE, WeCrossfi it T Fabric# ffidemot& FEHI A -
mkdir -p ~/wecross/fabric && cd ~/wecross/fabric
# F#EFabricbfdemots @RI
curl -LO https://github.com/WeBankFinTech/WeCross/releases/download/resources/demo.
—tar.gz
tar -zxvf demo.tar.gz
cp demo/fabric/x ./
# IERE
bash build.sh # &HE, T bash clear.sh JFEH bash build.sh
BT, EEFabriclE &N AemaiTIRE
docker ps
AIERE BRI
CONTAINER ID IMAGE .
s COMMAND CREATED .
— STATUS PORTS NAMES
3b55£9681227 dev-peerl.org2.example.com-mycc—1.0-
—26c2ef32838554aac4f7ad6£f100aca865e87959c9al26e86d764c8d01£8346ab "chaincode -
—peer.add..." 13 minutes ago Up 13 minutes .
— dev-peerl.org2.example.com-mycc-1.0
2d8d660c9481 dev-peer0.orgl.example.com-mycc—1.0-
—»384£11£484b9302df90b453200cfb25174305fce8f53f4e94d45ee3b6cablce? "chaincode -
—peer.add..." 13 minutes ago Up 13 minutes .
— dev-peer(0.orgl.example.com-mycc-1.0
b82b0b8dccOf dev-peer(0.org2.example.com—-mycc—1.0-
—15b571b3ce849066b7ec74497dal3b27e54e0df1345daff3951b94245ce09c42b "chaincode -

—peer.add..." 14 minutes ago Up 14 minutes
— dev-peer(0.org2.example.com—mycc—-1.0

(continues on next page)
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[E2))
441caB8ad93fc hyperledger/fabric-tools:latest .
. "/bin/bash" 14 minutes ago
- Up 14 minutes cli
de0d32730926 hyperledger/fabric—-peer:latest .
. "peer node start" 14 minutes ago
— Up 14 minutes 0.0.0.0:9051->9051/tcp peer0.org2.example.com
ad98565bfab7 hyperledger/fabric—-peer:latest .
. "peer node start" 14 minutes ago
- Up 14 minutes 0.0.0.0:10051->10051/tcp peerl.org2.example.com
bf0d9p0c54bf hyperledger/fabric—peer:latest .
. "peer node start" 14 minutes ago
- Up 14 minutes 0.0.0.0:8051->8051/tcp peerl.orgl.example.com
p4118a65f01la hyperledger/fabric-orderer:latest o
. "orderer" 14 minutes ago
- Up 14 minutes 0.0.0.0:7050->7050/tcp orderer.example.com
fcflbfel7dbe hyperledger/fabric-peer:latest -
[ "peer node start" 14 minutes ago
- Up 14 minutes 0.0.0.0:7051->7051/tcp peerO.orgl.example.com
#: ABCOS#
Il

TErouter F N I F 8 LA SRk - kP ECE G, FEE MmN LS, o]
Hrouter’k & X R AIHE L

AIIBCOSH:
P& Hlk - /] FH T iaiecos2 . 0 BT HIBE & T 5

# UIHREBEXN routerfIHE T
cd ~/wecross/routers—-payment/127.0.0.1-8250-25500/

# PR R BcosIk . Mk 2RA! (Bcos2.0) , K4 (bcos_userl)
bash add_account.sh -t BC0S2.0 -n bcos_userl

# EEAEMEZ

tree conf/accounts/bcos_userl/

i HTbeos_user] 304 HSRATE -

conf/accounts/bcos_userl/

I: account .key
account.toml

A INFabriclk &
FrBC B A A T Fabricl . 4R B AEE L AT 5

# FMAAR FabriclkF: WKPEE! (Fabrici.4) , P& (fabric_userl)
bash add_account.sh -t Fabricl.4 -n fabric_userl
cp ~/wecross/fabric/certs/accounts/fabric_userl/+ conf/accounts/fabric_userl/ # %

Il FabricBRIES, BAEHMIES%S (BHEREA) BT

# BEEMHER

tree conf/accounts/fabric_userl/

A R fabric_user] UM H R -
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conf/accounts/fabric_userl/

account.crt
account.key
account.toml

fic B ¥ ABCOS#%

FrouteriN N T B A IBERCE
A R S
P B ESER A B3, H add_chain.sh BIAZEcon £ B 5 4 iibcos A BL E SCHFHELE -

cd ~/wecross/routers—payment/127.0.0.1-8250-25500
bash add_chain.sh -t BCOS2.0 -n bcos # -t HEERAl —n FEEHEXRT

# BEAEMHEZ

tree conf/chains/bcos

AR H G T

conf/chains/bcos
L stub.toml # chainlfit &

MEPATR I & Hitloperator: chain type: BCOS2.0 path: conf/chains/bcos, WHE
?}L MR, HEEFEITHRTR -

JE RFEREIES - HHULEFRES -
L EBCOST /55
MBCOS™TT 540 #8 UL sdk AIE 5

’cp ~/wecross/bcos/nodes/127.0.0.1/sdk/* conf/chains/bcos/

R E

’vim conf/chains/bcos/stub.toml

W SRFEFISCO BCOSEER H AR Z BN E , IRAFS158]— S BN Y S eE, #HEID AL, nlERE
277 S0 channelii 120200, MIECEWT:

[chain]
groupIld 1 # default 1
chainId = 1 # default 1

[channelService]

caCert = 'ca.crt'
sslCert = 'sdk.crt'
sslKey = 'sdk.key'
timeout = 300000 # ms, default 60000ms
connectionsStr = ['127.0.0.1:20200"']
Wi B 5 B BT IR

fEstub. toml XIFHEL EHelloWeCross & 2 BHR{E B, LIt ESHER RAES T R 52 - HRFEEPE
RICH EZ G B -

E R B E T, © %8 IFISCO BCOSH il & #F & T — THelloWeCross® £V, Hidik
ﬁUOxl9a7OcOle8Old3cacZ41de5fll686e3aa01e463b,4%EtﬂKMﬁE)\contractAddress¢H
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[ [resources]]
# name cannot be repeated

name = 'HelloWeCross'

type = 'BCOS_CONTRACT'

contractAddress = '0x19a70c01e801d3cac241de5f11686e3aalled63b’
SEENE

FEAL T LREIPER, A4 CAESEM [ bcosHERELE, HIEM T — M EANHIE, K& Mstub. tomlX
BFAAF « 27 AR 1 R AL & 1 A

[common]

name = 'bcos'

type = 'BCOS2.0' # BCOS
[chain]

groupId = 1 # default 1
chainId = 1 # default 1

[channelService]

caCert = 'ca.crt'

sslCert = 'sdk.crt'

sslKey = 'sdk.key'

timeout = 300000 # ms, default 60000ms
connectionsStr = ['127.0.0.1:20200"']

# resources is a list
[[resources]]
# name cannot be repeated

name = 'HelloWeCross'

type = 'BCOS_CONTRACT'

contractAddress = '0x19a70c01e801d3cac241de5f11686e3aalled63b’
B h B

JE 5 185 B P e L U 8 B B -

cd ~/wecross/routers—payment/127.0.0.1-8250-25500

# EHWeCrossEEREMHARITIL, FEEFIL
bash stop.sh

# EFE
bash start.sh

REHK

tail -f logs/info.log |grep "active resources"

RSN H OISR, cerl + ciBH

2020-04-24 20:07:20.966 [Thread—-4] INFO WeCrossHost () - Current active resources:
—payment .bcos.HelloWeCross (local)
2020-04-24 20:07:30.973 [Thread-4] INFO WeCrossHost () - Current active resources:
—payment .bcos.HelloWeCross (local)
2020-04-24 20:07:40.980 [Thread-4]

)

—payment .bcos.HelloWeCross (local

INFO WeCrossHost () - Current active resources:

B2 A\Fabrickk
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AN

FeErouter HIRN I T lasE L& Z R - P ECE LS, wE BSHE M S AN FSE L AL 5, o]
Hirouterik & X R AIHE L

N Fabricli &
it BRI R T MFabricl . AR BIRNEEL AL 5

# P EN N routerf HE N
cd ~/wecross/routers—-payment/127.0.0.1-8251-25501/

# FMAAER Fabri MPECE: WHPER (Fabricl.4) , P4 (fabric_admin)
bash add_account.sh -t Fabricl.4 -n fabric_admin # EAFabrichi, THEEE 1 adminlii
cp ~/wecross/fabric/certs/accounts/fabric_admin/x conf/accounts/fabric_admin/ # %

N FabricBEfRES, BRBES%E (BhEEA) =1

# router-8250 FHLE MK E S AT H
cp -r ~/wecross/routers—payment/127.0.0.1-8250-25500/conf/accounts/fabric_userl,,
—conf/accounts/

# M ZE conf/accountsHE T

tree conf/accounts

HAETECE 7K, %5 trouterd Z [(BCOSIEE X 22 5, WA BC EBCOSHIMKF - Ik BLE 5 A
BETCR, router(d] H IR &2 5 EARRIHIEE « LALEH -

conf/accounts
fabric_admin

account.crt
account.key
account.toml

fabric_userl

account.crt
account.key
account.toml

fit & # A\ Fabric#t

Frouteris N T B A IBERCE -
A B B
P B SR A B3, H add_chain.sh BIZAZEcon £ B 5 T 4 lifabric FIEL & SO HELR -

cd ~/wecross/routers—payment/127.0.0.1-8251-25501
bash add_chain.sh -t Fabricl.4 -n fabric # -t HEEA -n TR e A

# BEEMHEZ

tree conf/chains/fabric

AR H R G T

conf/chains/fabric
L— stub.toml # chainlfit &4

fﬁé?ﬂﬁﬁﬁ]%ﬁ'ﬁﬁoperator: connection type: Fabricl.4 path: conf/chains//
fabric, WRPUTHIEE, FEEFREITHRT -

il & FabricTi S5
B E$
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cp ~/wecross/fabric/certs/chains/fabric/+ conf/chains/fabric/ # UWETEEUINESE (5
BEHE ) ET

B E

vim conf/chains/fabric/stub.toml

WA (HALBIARIE)

[fabricServices]
channelName = 'mychannel'
orgName = 'Orgl'
mspId = 'OrglMSP'
orgUserName = 'fabric_admin'
orgUserAccountPath = 'classpath:accounts/fabric_admin'
ordererTlsCaFile = 'orderer-tlsca.crt'
ordererAddress = 'grpcs://localhost:7050"
[peers]
[peers.orgl]
peerTlsCaFile = 'orgl-tlsca.crt'
peerAddress = 'grpcs://localhost:7051"
[peers.org?2]
peerTlsCaFile = 'org2-tlsca.crt'
peerAddress = 'grpcs://localhost:9051"

He B 15 B B

vim conf/chains/fabric/stub.toml

MW, fabriclEd B T — D% F Nmycclichaincode, WA Fmyccll B N EEERIR, FHEGEN
TEWeCross 4% 1 #t VR FH -

[ [resources]]
# name cannot be repeated
name = 'abac'
type = '"FABRIC_CONTRACT'
chainCodeName = 'mycc'
chainLanguage = "go"
peers=['orgl', 'org2']

SEHRACE

FER T BRI IF% A CETEM T fabricHEERE, HiEM T — T ENKIE, &ZEHstub.
toml AT « S5 A IRBCE i R BC & 1A

[common]
name = 'fabric'
type = 'Fabricl.4'

[fabricServices]
channelName = 'mychannel'
orgName = 'Orgl'
mspId = 'OrglMSP'
orgUserName = 'fabric_admin'
orgUserAccountPath = 'classpath:accounts/fabric_admin'
ordererTlsCaFile = 'orderer-tlsca.crt'
ordererAddress = 'grpcs://localhost:7050"

[peers]
[peers.orgl]
peerTlsCaFile = 'orgl-tlsca.crt'

(continues on next page)
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(£ ET0)
peerAddress = 'grpcs://localhost:7051"
[peers.org2]
peerTlsCaFile = 'org2-tlsca.crt'
peerAddress = 'grpcs://localhost:9051"

# resources is a list
[ [resources]]

# name cannot be repeated

name = 'abac'

type = 'FABRIC_CONTRACT'

chainCodeName = 'mycc'

chainLanguage = "go"

peers=['orgl', 'org2']
=Rl
JE B B s T O i R
cd ~/wecross/routers—-payment/127.0.0.1-8251-25501
# FHWeCrossEEREMARIFIL, FEEFIL
bash stop.sh
# EFE
bash start.sh
REHE
tail -f logs/info.log |grep "active resources"
ARSI SR ERERIR, ctrl + ciBH
2020-04-24 20:30:30.444 [Thread-2] INFO WeCrossHost () - Current active resources:
—payment .bcos.HelloWeCross (remote), payment.fabric.abac(local)
2020-04-24 20:30:40.458 [Thread-2] INFO WeCrossHost () - Current active resources:
—payment .bcos.HelloWeCross (remote), payment.fabric.abac(local)
2020-04-24 20:30:50.469 [Thread-2] INFO WeCrossHost () - Current active resources:

—payment .bcos.HelloWeCross (remote), payment.fabric.abac(local)

3.3.3 1 FH 5 B IR

2, CEETURRBENYE, KT REG A BBRESIE - &3 ] 5 T WeCross Java
SDKF % B LB FER -
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A

A
o« /1

~

FISCOBCOS ; Hyperledger Fabric

i router-8250 router-8251
@ bcos_userl 4———* @ fabric_admin

@™ fabric_userl

@ fabric_userl

o
=
-
7
e
[i»

BEhEHE
EH G EEN R router-8250

e zone: payment

S SV SV R R

cd ~/wecross/WeCross—Console

# BEEESR router-8250, BRACHE, BEHERFEYH

vim conf/application.toml

# BoEHl G

bash start.sh

BE KR
HAERIE, HlistResourcesfii B H WeCrossEE M 4% HHFIPTE BE - A& 2IH WA BE
 payment.bcos.HelloWeCross
- ¥R TFISCO BCOSHE I HHelloWeCross.sol &2

» payment.fabric.abac

— %R FFabricf 4% I ffabac.go &%)

[WeCross]> listResources

path: payment.bcos.HelloWeCross, type: BC0S2.0, distance: 0
path: payment.fabric.abac, type: Fabricl.4, distance: 1
total: 2

BEWKF
Ff1listAccount sii4 & WeCross Router - EFZERINK 7, 45 AE SRR FH AR R P A T4 E

[WeCross]> listAccounts

name: fabric_userl, type: Fabricl.4
name: bcos_userl, type: BC0S2.0
total: 2

BAERTR: payment.bcos.HelloWeCross

3.3. FehdHMW
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WHIR: call path KP4 BA% (ZHUIER)
i FHHelloWeCross &2\ H Fget [

[WeCross]> call payment.bcos.HelloWeCross bcos_userl get
Result: [Talk is cheap, Show me the code]

E%F: sendTransaction path REMERAIIE HO% (SHIIR)
] FlHelloWeCross & 2\ H Hset$% [

[WeCross]> sendTransaction payment.bcos.HelloWeCross bcos_userl set Tom
Txhash : 0x21a412aleb5239f2da9d40d09d11ce0107a5d82d113flecb315f2aa5bd3ccOcd
BlockNum: 2

Result : [Tom] // FHTom&bsetifZ

[WeCross]> call payment.bcos.HelloWeCross bcos_userl get
Result: [Tom] // F{Rget, TomCset

BAERTR: payment.fabric.abac
HHIR: call path IKPF% #O% (BEIIR)
Vi Flabac &2 ) query#2 1

[WeCross]> call payment.fabric.abac fabric_userl query a
Result: [90] // #iRquery, afffE}90

E¥%JR: sendTransaction path IREMERMFIER H#HO% (ZHIIFR)
Vi Fabac &4V H Ainvoke s I

[WeCross]> sendTransaction payment.fabric.abac fabric_userl invoke a b 10

Txhash : db44b064c54d4dc97£f01cdcd013cae219£f7849¢c329f38ee102853344d8£f0004d
BlockNum: 5
Result : (]

[WeCross]> call payment.fabric.abac fabric_userl query a
Result: [80] // ﬁ‘/}*’\query, affI{EZS 80

KE, IREEFTER T WeCross M4 FIAL - FHIEMEFEHIIRE LN WeCrossH T REHI T f# - Tk,
YR A] LAZE T WeCross Java SDKHF & B2 (IS TERN H , IS5 — A8 O X & FheE 0BT IR 1T HE -
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cHAPTER 4

BRAEFM

4.1 BB

KT8 WeCross Router L E: -

411 BLESWH

WeCross Router FIRLE N Tconf HEXF, 534:

o FilE (wecross.toml) : BClERouteriZH%E(EE

» #MlE (chains/<chain_name>/stub.toml) : BCEEBEZRX N XREE . 55 L BRE
BLE R B SR T -

# XEconf HR MRERBLESH, RouterfLEER T W, 24| bcostfabric

log4j2.xml // BEREXH, THEN

chains

fabric
L— stub.toml
wecross.toml

4.1.2 XA E

FHE N conf/wecross.toml, FLEREIUT:

[common]
zone = 'payment'
visible = true

[chains]
path = 'classpath:chains'

(continues on next page)
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[rpc] # rpc ip & port

address = '127.0.0.1"

port = 8250

caCert = 'classpath:ca.crt'

sslCert = 'classpath:ssl.crt'

sslKey = 'classpath:ssl.key'
[p2p]

listenIP = '0.0.0.0"

listenPort = 25500

caCert = 'classpath:ca.crt'

sslCert = 'classpath:ssl.crt'

sslKey = 'classpath:ssl.key'

#
#
#
#
#

peers = ['127.0.0.1:25501"]
threadNum = 500

[[htlc]]
selfPath = 'payment.bcos.htlc'
accountl = 'bcos_default_account'
counterpartyPath = 'payment.fabric.htlc'
account?2 = 'fabric_default_account'

BHRSHEEES LB ED, 49 73)2& [common] ~ [chains] -~ [rpc] -~ [p2p] Bl [test], ZHNEE
T SR

e [common] EHAE

- zone: FATH; BEHESXARIASE; EE —MPESHELL S/ O — 1 EEEE S X
— visible: Fi/R; FTWAE; FREA S BIEEHE D X T BRI S AR BE o X AT I

e [chains] B E

- path: FHFER; BERCEAIMR E; WeCross % B3k N EN#EA M EERILE

o [rpc]RPCHIE

address: FATH; RPCARSSWENTHAE, (B H X E N AYLIPHIE

— port: A WeCross RouterfNJRPCHii [1; WeCross Java SDK ¥ FHRouter ¥ [

s [p2p] AMEE

threadNum: p2pZEAE%L, BAIA500
e [htlc]htlchlE (%)

— selfPath: ZAHBEDE AThtlc &2 BHRIAZ
— accountl: A AL E Fhtlc &2 RI0K -
— counterpartyPath: ZANHIFLE [htle &2 BN T 7 G 4B

caCert : FAFEH,; WeCross RoutertRIE+ i 1%
sslCert : FfFH#:; WeCross RouterilEF i3
sslKey : FfFH#; WeCross RouterfAH 1%

listenIP: “F4F & ; P2PARSS WlTHtl; —M59°0.0.0.0°

listenPort : #&A!; P2PRZS MW I; WeCross Router [B] 52 #2H B 1 K
caCert : F1fFH; WeCross RouterfRilF 13 %15

sslCert : “FHFH#; WeCross RouterilE 3 %1%

sslKey : FfFH; WeCross RouterfAH 12

peers: FAFEREUZH,; peerdl|FK; TFE LAHERE A WeCross Routerd!| 7

32
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— account2: AJFHNF Fhtle &R -

1. WeCross/i &/ B} 2 #lconf H 3% 8 & Hclasspath, 5 At B T 1 % 12 1 FF 3k Fclasspath:, M
Plcon £ AAENT H 3K -

2. [p2p] ELEWH AIUEHFIAAA P LUB S create_cert.shAIARAE Y, -
3.

#1813 build_wecross.shill AR A AW H , R4 E BB T wecross . toml, EFEP2PHIALD
B, HPEEEMREXEIA Nchains .

4.1.3 HRLE

BT B Routery FE 8P X BREEAIAC & -
o J8EHEYZ (chains/<chain_name>/stub.toml N, it HE&<chain name>f8EHEE)
« SXRETHIRHIEE (fEstub. toml FELE)
o HREE FHRESSBEERTIE TEstub. comlFELE)

WeCross/2 /G & fEwecross . toml F TR EMchainsMR ER P EBHTERN—R EBx, HxLH
Hchainf%F, AR EHFAEANFENEE, REE0EEE HR Fstub. toml XK -

H 5l WeCross S FFHIStubB Y a1 #E . FISCO BCOSHFabric -
FISCO BCOS

B5%.  (FEAFISCO BCOS 2.0)

Fabric

5% (£ A\Fabric 1.4)

4.2 BEHE

EH 5 EWeCross EEZ X ERZ A T E, TilidWeCross-Java-SDK 5 WeCross 54585 {0 T 7 B #2
SEERNT BB SRR S U E K - BRI HEEENGS, SRS ERYR, SRERE, MU
JFTE HIISON-RPCHE [ i 4 -

421 BEHIEWmL

EHIGWLA MK, TEHLSMZENGS -

=Bk =R = IE R M R EP RN A

o 184 BAERPUTHIERIEM S, OFFKBUEHE RIRIE#, BRRIRREESE, EhHaisLiA
FHISON-RPCE: O, KL 5ISON-RPCEA R4 - RN 520 LA Htab#h 2, H HFF
B ETRERIFEATES -

« BAHXRMWSE: B HHZOTENSE, L5 8UNSHE S RS -
5ISON-RPCH; A [F] 44 fin & S A\ S EUFER U E B 57 BL TR B2 5 TSON-RPC API -
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EHEA S

WeCrossfZtil 69 T A A FER, R At TR EAREHATE, kBRI ES TR, 1)
AL—1K, HH . commandA DI FTIE W L HH 4

4.2.2 HHMAHE

HE L

< REER

— listResources: BB HKIRIIFE

— detail: BFH FIRFERG

— listAccounts: BEMF IR

— supportedStubs: EEERE Frouter STRFHE A HERTY

- call: VAHBELBIR, HTEWR, xR

— sendTransaction: K%y, FATHULHE EBIR, ik H3k
o BEHERRIK

— newHTLCTransferProposal: BIEFEKIRZR

LA 4

o VIR B IRSEB: WeCross. getResource
o VA BSIRUBIE O [resource].[command]

4.2.3 kR

e Ctrl+A: JEIEBNEITTE

s Ctrl+E: JEIBEENEITRE

e Ctrl+R: HREAMDN L4

o 1 [AETYEDT e

o Lo IJE DN R A

s tab: HEhHhE, IFFmS - R WiEA U AKEEEE SN2

4.2.4 ¥ G MR
LER—NEHE TSN, BEESEMASPITHSER, HAELSEBRIITER, BUTERS
H2k.

o FHAER: G REFROBTER, TSI Eison T 20EE -

o BERZERL G A REENRMPUTEE R, LI B json AT R -

o« RAT: £ 4 B9f A JEFIISON-RPCE: R, JRAR S %X .
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4.2.5 BH EHESBIT

HE: QIESM: TEWeCrossig % Ll o

IREE I &

AT A download_console. shIREUEH| G -

cd ~ && mkdir -p wecross && cd wecross

# RBFERIG

bash <(curl -sL https://github.com/WeBankFinTech/WeCross—-Console/releases/download/
s resources/download_console.sh)

AT G, &4 iweCross—Console B3k, ZEMUNF:

— apps
L wecross-console.jar # #filE jarf)
— conf
': application-sample.toml # BLEIREISCHE
log4j2.xml # HERE M
— download_console.sh # RIS HI G A
L 1ib # MRIKH jarfd B
— logs # HEXH
L— start.sh # JABhAR
BEEEHE

EHI G BCE N conf/application—toml, BEENEHIGHIFRICE

cd ~/wecross/WeCross—Console
# FEIOE sample

cp conf/application-sample.toml conf/application.toml

# BEE router TR TLSIET, NEM K routers-payment /cert /sdk Hx N1
cp ~/wecross/routers-payment/cert/sdk/« conf/ # f%: ca.crt- node.nodeid~ ssl.
—Ccrt~ ssl.key

# ILE

vim conf/application.toml

Bl & 5 #6531 router i3E 1

[connection]
server = '127.0.0.1:8250' # XN routerfipHlrpctiH
sslKey = 'classpath:ssl.key'
sslCert = 'classpath:ssl.crt'
caCert = 'classpath:ca.crt'
RS &

fEWeCross B BRIEN T, BihiEH &

cd ~/wecross/WeCross—Console
bash start.sh

# i N R(E B RAF A

(continues on next page)

2. BHE 35



../tutorial/setup.html

WeCross Documentation, % 7 v1.0.0-rc2

Welcome to WeCross console(1.0.0-rc2)!

Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.

4.2.6 @S
DUF BT B 55 EURME 35t & MO U5 3 LASIRRBE B vl o 571 -

help

i \helpaiEh, BEEHIGFTER

B

[WeCross]> help

S
quit Quit console.

supportedStubs List supported stubs of WeCross router.
listAccounts List all accounts stored in WeCross router.
listLocalResources List local resources configured by WeCross,,
—server.

listResources List all resources including remote resources.
status Check if the resource exists.

detail Get resource information.

call Call constant method of smart contract.
sendTransaction Call non-constant method of smart contract.
genTimelock Generate two valid timelocks.

genSecretAndHash Generate a secret and its hash.

newHTLCTransferProposal

Create a htlc transfer agreement.

checkTransferStatus
WeCross.getResource
—assign it to a custom variable.

Check htlc transfer status by hash.

Init resource by path and account name, and_

[resource] . [command] Equal to: command [path] [account name].
E:
o help Tl /REEFMLME LE: e LA

« BREAEFMSHERN AR, BAGS -hEi-helpBFH - I

[WeCross]> detail -h

Get the resource information
Usage: detail [path]

supportedStubs

B Rrouter = B SLRF AR 5113 -

[WeCross]> supportedStubs
[BCOS2.0, GM_BCOS2.0, Fabricl.4]
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listAccounts

BoRrE ERERINK 513 -

name: fabric_userl, type: Fabricl.4

name: fabric_default_account, type: Fabricl.4
name: bcos_userl, type: BC0S2.0

name: bcos_sender, type: BC0S2.0

name: bcos_default_account, type: BC0S2.0
total: 5

listLocalResources

i Rrouterfit & H 5 5% BTIR -

[WeCross]> listLocalResources
path: payment.bcos.htlc, type: BC0S2.0, distance: 0

path: payment.bcos.HelloWeCross, type: BC0S2.0, distance: 0
total: 2

listResources

5 WeCross 5 8 (B A H L B 1 85 8 BYIRFI P P R B R -
[WeCross]> listResources

path: payment.bcos.htlc, type: BC0S2.0, distance: 0

path: payment.bcos.HelloWeCross, type: BCOS2.0, distance: 0

path: payment.fabric.htlc, type: Fabricl.4, distance: 1
path: payment.fabric.abac, type: Fabricl.4, distance: 1
total: 4

status

BEEBERIRORE, BLESEETEZ routerd -
ZH
o path: BEBEGTURIRIR -

[WeCross]> status payment.bcos.HelloWeCross
exists

detail

BEBREFIRFEMAER .
ZEL
o path: FEHEFIRIRA -

\D

[WeCross]> detail payment.bcos.HelloWeCross
ResourceDetail{
path="'payment.bcos.HelloWeCross'
distance=0",
stubType="'BC0S2.0"',
properties={
BCOS_PROPERTY_CHAIN_ID=1,

(continues on next page)
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BCOS_PROPERTY_GROUP_1ID=1,
HelloWeCross=0x708133d132372727ce3848al6d47ab4ddaf77698c

b
checksum="0xb452£3d12c91b6cd93e083a518d2ea2cffbcf3d8b971221a5224f07a3bebedla’

}

[WeCross]> detail payment.fabric.abac
ResourceDetail{
path="payment.fabric.abac',
distance=1",
stubType="'Fabricl.4"',
properties={
PROPOSAL_WAIT_TIME=120000,
CHAINCODE_TYPE=GO_LANG,
CHANNEL_NAME=mychannel,
CHAINCODE_NAME=mycc
}I
checksum="c77f0ac3ead48d106d357ffe0725b9761bd55d3e27edd8ceb669ad8b470a27bc8"

}

call

WHERESNNITE, NEIOIRESER, ~A&3L5 -
2
o path: BEBERIRIRA -
e accountName: 5% MK, router EECE MK % (listAccountsfid ] &if]) -
e method: HHITT1EL -
o args: ZEFIFE -

[WeCross]> call payment.bcos.HelloWeCross bcos_userl get
Result: [Talk is cheap, Show me the code]

sendTransaction

WHERSNNTIE, B RE, FERXLS -
ZHL
o path: BSBEEBTIRFRIA -
« accountName: XZH%4M, router I HACE HIMK 4% -
s method: G474 -
. args: ZEFIFEK .

[WeCross]> sendTransaction payment.bcos.HelloWeCross bcos_userl set hello wecross
Txhash : 0x66£94d387df2bl6bea26e6bcf037c23f0£13db28dc4734588de2d57a97051c54
BlockNum: 2219

Result : [hello, wecross]

genTimelock

PEHERRIKAHB A&, AR A1 22 42 SP B VA RO TR -
ZH
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o interval: B [A][A]FR)

[WeCross]> genTimelock 300
timelockO: 1586917289
timelockl: 1586916989

genSecretAndHash

EHERRIKRHB v <, AR DRI E R A .

[WeCross]> genSecretAndHash
secret: afdlc0f9c2f8acc2cled839ef506e8e0d0b4636644a889f5aa8e65360420d2a9
hash : 66ebdllec6cc289aebe8c0e2455501e58a5191410043519960d26027£749¢c54f

newHTLCTransferProposal

FrE—DET ISR B & AR B HERIKIE R, 1% an & P SR BE R B 9% Y 7 a0l 0T -
£t
o path: PSBEERRMKBTIRIRIA -
« accountName: BT/ %% i frrouter FHACE I 4 -
o args: REBR, BFEMFENKIKER -
- hash: ME—FRIR, RES,
- secret: FRRTHIMEAERB
- role: 81, ZiELJi-true, 5577 -false KT TENE Asecret, £ 5 JTsecretf&null -
— sender0: & EEJT I BT 45 A& 7oA R BE F ARtk
— receiver0: &7 BB B RMUE TR N BE AR
— amountQ: & TS AT
— timelock0: AL 7 FAFB I [A]
— senderl: 2577 BB &5 HAETEN N BE F ik
— receiverl: 2577 BT & RMUE TR N BE AL
— amountl: 257 AT
— timelockl: 25 J7 AR [A], /NT &S J7 RIS A 8]

[WeCross]> newHTLCTransferProposal payment.bcos.htlc bcos_sender
—88bbceadbbece573c6c35¢cb3£1a2237b£380dfbbf9155082d5816344cdac0185 null false
—Admin@orgl.example.com Userl@orgl.example.com 200 2000010000,
—0x55f934bcbelef%9aef8337£5551142a442fdde781c_,
—0x2b5ad5¢c4795¢c026514£8317c7a215e218dcedbecf 100 2000000000

Txhash: 0x244d302382d03985eebcclf7d95d0d4eef7££2b3d528fdf7c93ef£fa%94175e921
BlockNum: 2222
Result: [create a htlc transfer proposal successfully]

checkTransferStatus
RIERZES (Hash) EifhtlcEHIRS -

S

o path: FEHEGTIRIRIA -
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 accountName: 2 HZEZM, router FECE K4 -
» method: BATT1EL -
* hash: ®IKRES .

[WeCross]> checkTransferStatus payment.bcos.htlc bcos_sender
—dchbdf73ee6fdbe6672142c7776c2d21ff7acc6£f0d61975e83c3b396a364bee93
status: succeeded!

4.2.7 THA <L
WeCross.getResource

WeCrossT"“rEl SERM T —1EIEE, #iT T getResource BWIIAM— M EEETTIRLH, H BEMR(ELS —
MEE . XHEEREHR— S RRAAFUBEE DR, ANERE %t/)\%‘ﬁiﬂﬁ\ﬁi‘%ﬁi/}_ﬁbw

# myResource & HE L HZ RS
[WeCross]> myResource = WeCross.getResource payment.bcos.HelloWeCross bcos_userl

# O] LR S RE BHRARRAI (B 2R 2 &, B R B AR — 1 B5 BE BT IR SE (]
[WeCross]> path = payment.bcos.HelloWeCross

[WeCross]> myResource = WeCross.getResource path bcos_userl

[resource].[command]

LR — R EVRSER S, R LUET . commandf) AR, A EREBVRRUBIEE D -

# BN RS, Ed capiE ] LUE BIBEW U R AP E A &

[WeCross]> myResource.

myResource.call myResource.status
myResource.detail myResource.sendTransaction
status

[WeCross]> myResource.status
exists

detail

[WeCross]> myResource.detail
ResourceDetail {
path="'payment .bcos.HelloWeCross',
distance=0",
stubType="'BC0S2.0"',
properties={
BCOS_PROPERTY_CHAIN_ID=1,
BCOS_PROPERTY_GROUP_ID=1,
HelloWeCross=0x9bb68£32a63e70a4951d109£9566170£26d4bd46
}I
checksum="'0x888d067b77cbb04e299e675ee4b925fdfd60405241ec241e845b7e41692d53b1"'
}
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call

[WeCross]> myResource.call get
Result: [hello, wecross]

sendTransaction

[WeCross]> myResource.sendTransaction set hello world

Txhash : 0x616a55a7817£843d81£f8c7b65449963£fc2b7a07398b853829bf85b2e1261516F
BlockNum: 2224

Result : [hello, world]

4.3 AR

NT FHERFEH, WeCrossHE it TFE FIMIA, BIAAL T WeCross B HE M MR B X N (W: ~/demo/
routers-payment/127.0.0.1-8250-25500/), ANEETENHX LUl MOEA N 48 -

4.3.1 BEIA

start.sh

Rl Astart . shHl TR WeCrossikss, JABNTREH HISERESE B F A start.out ™ -

’bash start.sh

T

’Wecross start successfully

R H -

WeCross start failed
See logs/error.log for details

4.3.2 {FE1EHIA

stop.sh
{ZIEI AR st op . shH T% 1k WeCross iR 55 -

’bash stop.sh

4.3.3 ¥EWeCrossfiZ<

build_wecross.sh

A 1 WeCross 5 5 1% FH W 2%

Usage:

-n <zone id> [Required] set zone ID

-1 <ip:rpc-port:p2p-port> [Optional] "ip:rpc-port:p2p-port" e.g:"127.0.
—0.1:8250:25500"

-f <ip list file> [Optional] split by line, every line should,
—be "ip:rpc-port:p2p-port". eg "127.0.0.1:8250:25500"

(continues on next page)
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(£ ET0)

-c  <ca dir> [Optional] dir of existing ca

-0 <output dir> [Optional] default <your pwd>

-z <generate tar packet> [Optional] default no

-T <enable test mode> [Optional] default no. Enable test resource.
-d <dependencies dir> [Optional] dependencies dir, default './deps'
-h call for help

e.g

bash build_wecross.sh -n payment -1 127.0.0.1:8250:25500

bash build_wecross.sh —-n payment -f ipfile
e —n: TREBEHES XITR
o -1: ALk, TREEM—TEHEREH, 5-£%—, $47, : 192.168.0.1:8250:25500
o —f: A%, TREEMENERERE, 5-1"0%—, 217, AAEZT, fi:
192.168.0.1:8250:25500

192.168.0.1:8251:25501

192.168.0.2:8252:25502

192.168.0.3:8253:25503

192.168.0.4:8254:25504

o —o: AL, EEBHEMEEMER, Bikvecross/

o —z: Ak, HXE, WAERBHERBENESED, HEENEEENES

o —T: A, HRE, ERAESEER HA SN B

e —h: A[i%, FTEIUsage

4.3.4 FInk AR

add_account.sh
A add_account . shH T router B84 € X HLBE K 7 -
L@ -hEE R BE R

Usage:

-t <type> [Required] type of account, BC0S2.0 or,
—Fabricl.4

-n <name> [Required] name of account

-d <dir> [Optional] generated target_directory,
—default conf/accounts/

-h [Optional] Help

o —t: WRFRA REUEMERE, WBCOS2.0, GM_BCOS2.0HFabricl.4
e -n: FREKF%, KZHMER, AR AFRRKS
o =d: kP HX, B\EEconf/accounts
AEEEE AFRRIE %, BAEREEEE (BIER, i EBrouter, ihrouterEEINEME) -
*+ BCOS2.0 kAL E
e Fabricl.4 K ECE

4.3.5 ANIETE N BERA

add_connection.sh

A add_connection. shfH T ZErouter 0I5 E X B BE A ERENT &

42 Chapter 4. #{EF M



WeCross Documentation, A 7 v1.0.0-rc2

Usage:

-t <type> [Required] type of account, BC0S2.0 or,
—Fabricl.4

-n <name> [Required] name of account

-d <dir> [Optional] generated target_directory,
—~default conf/stubs/

-h [Optional] Help

o —t: EEERA FEEUEMER, WIBCOS2.08(Fabricl.4
o -n: EEL, KPEK
o —d: EEEEHZ, EIAERTEconf/stubs/ T
AEEEE AFERRIET %, BRREEEE (BIER, i EBrouter, itrouterEENEAE) -
» BCOS2.0 EABLE
o Fabricl 4 #EABLE

4.3.6 DIEP2PIEF A

create_cert.sh

BEP2PIE B Kcreate _cert . shH T OIEEP2PIEP 34 - WeCross RouterZ [A] 38 W 7 Z1E 5 FH Tl
W, REEEMEca. crtRUEF AWeCross Router B 12 4 R 7% -

LA - EERHUEER:
Usage:

-C [Optional] generate ca certificate

—-C <number> [Optional] the number of node certificate,
—generated, work with '-n' opt, default: 1

-D <dir> [Optional] the ca certificate directory,
—work with '-n', default: './'

-d <dir> [Required] generated target_directory

-n [Optional] generate node certificate

-t [Optional] cert.cnf path, default: cert.cnf

-h [Optional] Help

bash create_cert.sh -c¢ -d ./ca
bash create_cert.sh -n -D ./ca -d ./ca/node
bash create_cert.sh -n -D ./ca -d ./ca/node -C 10

o o Hfflcalt . REEM T calE$, ABEERT FIES -
o n: ERCTAIES -

BL&-n, FEELEMT MIEHIEE -

Al &-n, fEEcalEHHL -

TEREHIH H % -

8 cert .cnfHIBETE

A A

4.4 BEHSDK

WeCross router[f] Ml Z % | FT7E FIUBIEE L, FF& 3 7] DLl 1S SDK SEIRX £z O g p s R F -
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4.41 FIRESK

HE:
o javafit A
3k JIDK8ELL |
* WeCrossfikR%5E8E
22 WeCrossHiHE A

4.4.2 Javap 5| ASDK

B 1t gradlesmaven’| ASDKEjavalii F

gradle:

compile ('com.webank:wecross—java-sdk:1.0.0-rc2"')
maven:

<dependency>

<groupId>com.webank</groupId>

<artifactId>wecross—-java-sdk</artifactId>

<version>1.0.0-rc2</version>
</dependency>

4.4.3 FHAE
R

try {
// WA service

WeCrossRPCService weCrossRPCService = new WeCrossRPCService();

// W Resource

WeCrossRPC weCrossRPC = WeCrossRPCFactory.build(weCrossRPCService) ;

Resource resource = ResourceFactory.build(weCrossRPC, "payment.bcos.
—HelloWecross", "bcos_userl"); // RPCiRE, TtEMpath, HBNIKP Z#AE, resource

// PRI resourcei T A
String[] callRet = resource.call ("get"); // call HOARES SEIFE
System.out.println((Arrays.toString(callRet)));

// FAWIIENIF ) resourcei T H

String[] sendTransactionRet = resource.sendTransaction("set", "Tom"); //,
—sendTransaction HHOKEL ZEI|E
System.out.println((Arrays.toString(sendTransactionRet)));

} catch (WeCrossSDKException e) {
System.out.println("Error: " + e);

}

4.5 WeCross Java SDK API

SDK AP P ARKA, —FERPCIEH, —MERIRED, Hr R DR XRPCE LT T #%5% -

44 Chapter 4. #{EF M


https://openjdk.java.net/
../tutorial/setup.html

WeCross Documentation, & i v1.0.0-rc2

4.5.1 APIFI|$#

« RPCHH

RemoteCall supportedStubs();

RemoteCall listAccounts();

RemoteCall listResources(Boolean ignoreRemote);

RemoteCall detail(String path);

RemoteCall call(Request request);

RemoteCall call(String path, String accountName, String method, String. .. args);

RemoteCall sendTransaction(Request request);

RemoteCall sendTransaction(String path, String accountName, String method, String... args);
BREE

Resource ResourceFactory.build(WeCrossRPC weCrossRPC, String path, String accountName)

boolean isActive();

ResourceDetail detail();

TransactionResponse call(Request request);

String[] call(String method);

String[] call(String method, String. .. args);
TransactionResponse sendTransaction(Request request);
String[] sendTransaction(String method);

String[] sendTransaction(String method, String. .. args);

4.5.2 RPCH: O f##T
supportedStubs

foRrouter B SLRFRIE RS 3 -

R EME

e StubResponse - IR A,
— version: String- WA 5
errorCode: int - JRAME

message: String- HEIRHE

data: Stubs - XFFRIGELESIE

4.5. WeCross Java SDK API 45



WeCross Documentation, % 7 v1.0.0-rc2

javasr i

// WIARP CSEH
WeCrossRPCService weCrossRPCService = new WeCrossRPCService();
WeCrossRPC weCrossRPC = WeCrossRPCFactory.build(weCrossRPCService);

// WHRpcHEED, HEj R FE A

StubResponse response = weCrossRPC.supportedStubs () .send();

I - ZJEijavarslil, =& KWL WeCrossRPCHI IR -

listAccounts

BoRPrE R ERIK P SIE -

iR B {E

e AccountResponse - R £

— version: String- %N

errorCode: int - RS
message: String- FERTH B

data: Accounts - Bt & RIK 31 %

javasr i

AccountResponse response = weCrossRPC.listAccounts () .send();

listResources

o Rrouterfit & 5 5% BTIR -

B

e
%

» ignoreRemote: Boolean - s& 15 ZHEILFE]

iR EME

* ResourceResponse - TN A,
— version: String- FRAS
errorCode: int - JRAM

message: String - HIREE

- data: Resources - BLEIBEIRSIER
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javarrfl

ResourceResponse response = weCrossRPC.listResources (true) .send();

detail
IREUBE RS -
ZH
* path: String - EHE B IRFRMA
IR [EM{E

* ResourceDetailResponse - e R,
- version: String- RS

errorCode: int - RS

message: String - FERTH B

- data: ResourceDetail - FiIRIFERF

javasR {5

ResourceDetailResponse response = weCrossRPC.detail ("payment.bcos.HelloWeCross

—") .send () ;

call(£Z%0)
WHERAY, THEREERE, RES -
SH

» path: String - EHE B IRFRR
* accountName: String - Mtk = 44
* method: String- VLI ELiOWRES

iR [E{E

e TransactionResponse - MR )
— version: String- FRAS

errorCode: int - RS

message: String- FRTH B

data: Receipt - AL F
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javarrfl

TransactionResponse transactionResponse =
weCrossRPC
.call(
"payment .bcos.HelloWeCross", "get")
.send () ;

call(i %))

HREREEN, NEMEERE, ~%%5 -

B

* path: String - BHEFIRIRIA

* accountName: String - M 24

e method: String - WHRIFIE

e args: String... - A|BSHT|FE

iR EME

e TransactionResponse - MR E)
— version: String- RS

errorCode: int - RS

message: String - HIREE

data: Receipt - YR

java R

TransactionResponse transactionResponse =
weCrossRPC
.call(
"payment .bcos.HelloWeCross", "get", "key")
.send () ;

sendTransaction(7C5%%)
HHEREAY), SRS, X5 -
SH

» path: String - EHEFIRRR
* accountName: String - Mk 7 44
* method: String - WHRIFIE
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iR [E{E

* TransactionResponse - ﬂrﬂﬁj@
- version: String- FRAS
errorCode: int - JRAME

message: String - FERTH B

data: Receipt - LS

javasrfil

TransactionResponse transactionResponse =
weCrossRPC
.sendTransaction (
"payment .bcos.HelloWeCross", "set")
.send () ;

sendTransaction(7 £ £{)

FRERESY), SEEERE, &5 -
ZH

* path: String - EHEEFIRIRRA

* accountName: String - I = 24

* method: String- VLI ELiOWRES

e args: String... - A|ZBSHT|E

R EME

* TransactionResponse - ﬂrﬂﬁj@
- version: String- WA 5
errorCode: int - R

message: String- IR B
— data: Receipt - AR

javazrfil

TransactionResponse transactionResponse =
weCrossRPC
.call(
"payment .bcos.HelloWeCross", "set", "value")
.send () ;
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4.5.3 BFURE O @HT

ResourceFactory.build
W — 1> BT IR
ZH

e weCrossRPC : WeCrossRPC - RPCEEf
e path: String - BHEKIRIRR

* accountName: String - Mtk 7= 44
R [E{E
* Resource - E‘é%@fﬁ(}ﬁ%ﬁﬂ

javazrfil

// WIELRP CSLA
WeCrossRPCService weCrossRPCService = new WeCrossRPCService();
WeCrossRPC weCrossRPC = WeCrossRPCFactory.build(weCrossRPCService) ;

// A B IRSE B

Resource resource = ResourceFactory.build(weCrossRPC, path, accountName) ;

¥ - ZJaHjavarnffl, 248 £ WG Resource 7S -

isActive

REERIRA, true:m[ik, false:ANA[IA

R [E{E
* bool - fﬂ?/ﬁ%?&

java R fi

bool status = resource.isActivel();

detail

IRBUBR I -

50 Chapter 4. #{EF M




WeCross Documentation, & i v1.0.0-rc2

R EME
e ResourceDetail - RIFEE

java R

ResourceDetail detail = resource.detail();

=
3
mf
o)
[ayay
o>

84, NEHEEERTE, IR -

* request: Request<TransactionRequest> - TR

iR [E{E

e TransactionResponse - MR )
- version: String- %N

errorCode: int - RS

message: String- R B

data: Receipt - AL F

javasr i

TransactionResponse transactionResponse = resource.call (request);

call(£ &%)
RSN, NEMERE, F&%5 -
ZH
e method: String - VAR AE
iR [E]

e String[] - AR
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javarrfl

String[] result = resource.call ("get");

call(FH 5 %0)
WA, THEMEERES, A5 -
S

* method: String- AT
e args: String. .. - AJASHF|F

REME
e Stringl] - AR

java R

String[] result = resource.call ("get", "key");

sendTransaction
HREREEY, SHUEHERT, x5 -
S
* request: Request<TransactionRequest> - BN
REME

e TransactionResponse - MR

— version: String- FRAS

errorCode: int - RS

message: String- R B

- data: Receipt - LR

javasr i

TransactionResponse transactionResponse = resource.sendTransaction (request);

sendTransaction(7C5%%)

FARERESY), SEEERE, x5 -
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* method: String- LR ELiOWRES
R [EME
e String[] - PSR

java R {3

String[] result = resource.sendTransaction("set");

sendTransaction(# Z%{)
WHEREGY), 2EETERE, £5%85 -
ZH

* method: String - WHRIFIE

e args: String. .. - AJZASEFIFE
R [EHE
* string[] - AR

javasr i

String[] result = resource.sendTransaction("set", "value");

4.5.4 RPCIR A

2 — P RPCFEEI RS, IR BT RN G A6 Serror B IREGE R T BL, 4T BUR TS
« errorCode: HHAEFIRIZFH HIFIRRT, LAUNEEEL
* message: X[ IXFHIR 1 TR] B JHIA T AT & -

PIREEIR RS B o R AR 2 SCARTR -

W)
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CHAPTER D

PSHREEN

5.1 ££A FISCO BCOS 2.0

WeCross BCOS stub & WeCross Router )4, itRouterE %1% AFISCO-BCOSHIRE ST » FTIZIH LS

N
o FlFgmIE
s IR
s kP ECE
- BHEAN

HE: FISCO-BCOSHRATEE >=v2.4.0

5.1.1 9w

git clone https://github.com/WeBankFinTech/WeCross—-BCOS—-stub.git

cd WeCross—-BCOS-stub
bash gradlew build -x test

WeCross-BCOS-stubZf i3 4= i 7 1144
o [EE
o JEEZ

dist/apps
bcos—-stub-gm. jar # EZE
bcos-stub. jar # AEE TR

5.1.2 W%

WeCross Routerf/stubffi {75 Z i Aplugin H3K, T4 Arouterf,

2B\ ZFEFISCO-BCOS stub:
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plugin/
|-— bcos-stub-gm. jar # [EEAE
| -— bcos-stub. jar # AEEZIET

"—— fabric-stub. jar

HPaERRT R, TTLLEfTRE, B#ftplugin B3R FAEME -
: Hrouter PHECE T W MERIMEML:, 4R, 2SFBEHRK .
WeCrossTRIE TR &

5.1.3 WAL E

stubfEFHIBLE XX Nstub. toml, 1EM:
o B BIRE R
o MEESDKERER., SHHITRXE

Y

LR e

conf/stubs/bcos/
|-— ca.crt

|-— sdk.crt

| -— sdk.key

"—— stub.toml

BB
stub i {4 FBCE i stub . tom AR L F-Br i 3

[common] # EAICE
name = 'bcos' # stublilBAH
type = 'BC0OS2.0" # stubE® GM _BCoS2.0 Hi#E BCOS2.0°, GM_BC0S2.0 EHHK

™, Bcos2. o EEZRTY

[chain] # FISCO-BCOS HERIE

groupld = 1 # EHirrsco-BcosHEHid, BIAAI

chainId = 1 # EREFIScO-BCOSHEId, BRIANI
[channelService] # FISCO-BCOS B

caCert = 'ca.crt' # MRIUEP

sslCert = 'sdk.crt' # sdkiE$

sslKey = 'sdk.key' # sdkfhA

timeout = 5000 # SDKIE KBRS (]

connectionsStr = ['10.107.108.46:3304','10.107.108.17:3304"] # BRI
# [[resources]] BHFFIFE
[ [resources] ]

name = 'htlc' # FIRAR

type = 'BCOS_CONTRACT' # WIHEM, BCOS CONTRACT

contractAddress = '0x7540601cce8b0802980f%ebfTacee22bbdd3c22" # AZHAE
HE:

* BCOS Stub = il AR &R B
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5.1.4 kP ELE
WeCross P T32 5%4% , BCOS stub> Frpemflpl 2 B RIS 2304 .

AL E B

WeCross Routerllk FRCE i T'conf/accounts/ HE - BN FHREMERAECE, FRAKS ARER
FHRAW, BT ERE&account . toml AL E UM DU BLE SCHE P ECE FIFAEA S, FAVEH ST AT A
HpemB FEpl 24§ -

/1 =B

conf/accounts/

| -— bcos_pem

| |-— 0x5399e9ca7b444afb537a7a9de2762d17c3c7£f63a.pem

| '—— account.toml

|—— bcos_pl2
|-— 0x0ed9d10el1520a502a41115a4fc8b6e3edb201940.p12
'—— account.toml

EEERGIREE TR, KA PR3 579: beos_pem ~ beos_pl12

BB

// account.toml

[account]
type = 'BCOS2.0'
accountFile = '0x15469c4af049c6441f6ef3f8d22d44547031ebea.pl2’
password = '123456"

s type: IRFEA, GM_BCOS2.08#EBC0S2.0, GM_BCOS2.0F /RERIKF, BCos2. 0K RIEE
Ik
[AE}

e accountFile: FAEA A
* password: pI23HFE, pem CIFR 28

5.1.5 BHEESY

BCOS Stubl1 555 & 20 O 75 280 £ 1 g =

function funcName (string[] params) qualifier public returns(stringl[])
B

function funcName () qualifier public returns(stringl])

HelloWeCross &Rl

pragma solidity 70.4.24;
pragma experimental ABIEncoderV2;

contract HelloWeCross {
string[] ss = ["Talk is cheap", "Show me the code"];

function set (string[] memory _ss) public returns (string[] memory) {
sSs = _ss;
return ss;

}

function getAndClear () public constant returns(string[] memory) {

(continues on next page)
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string[] memory _ss = ss;
ss.length = 0;
return _ss;

}

function get () public constant returns(string[] memory) {
return ss;

}

5.1.6 %5

WeCross-BCOS-stub

FISCO BCOS 555 %
FISCO-BCOS JavaSDK 314
FISCO-BCOS Console 31

5.2 £ Fabric 1.4

WeCross Fabric Stub & WeCross RouterfJf{4:, 1ERouterB & AFabric 140985086 - HE S AFE:
o AR
o ABLE: HTH AN HIFabric 1.4%%
o IKFELE: HTHMERNKF AR5

5.2.1 2%

ERTIEES

e irouterfsy | BRIA Z23EFabric 1436, %25 H & Nrouter N HpluginH¥%:

tree plugin
plugin/
— fabric-stub—-XXXXX. jar

Foh#
T EdE

’curl —LO XXXX fabric-stub-XXXXX.jar

LRI

’mv fabric-stub-XXXXX.jar router/plugin/

&E: Hrouter FELE T W MR, WFmR, 2SBUBR3HKRK-

5.2.2 IkFPECE
Frouter P L H Fabriclk ', A P Al fEsdkH 8 Erouter AN B S K355 -

58 Chapter 5. BHEHEA


https://github.com/WeBankFinTech/WeCross-BCOS-stub
https://fisco-bcos-documentation.readthedocs.io/zh_CN/latest/docs/installation.html#fisco-bcos
https://fisco-bcos-documentation.readthedocs.io/zh_CN/latest/docs/sdk/java_sdk.html
https://fisco-bcos-documentation.readthedocs.io/zh_CN/latest/docs/manual/console.html

WeCross Documentation, A 7 v1.0.0-rc2

SRR E
Fe & SER K A 80N, FEaccounts H3EH

accounts/ # routerfillk P HXE, FrEIKFH
AR B3R R
L fabric_admin # HRZRINIIKF 4, sSDrk&EL S, faErAl
TR 44
account.toml # M P ECE SO
E user.crt # FabricfHPIUET
user.key # FabricfIH P FAEH

H A account.toml Ik 7 EE B SO

[account]
type = 'Fabricl.4' # SRR T
mspid = 'OrglMSP' # P AL PIMSP 1D
keystore = 'user.key' # IRPREASI 2T, $RM 5 SCHEAEIR] B & T RIRAEASC

signcert = 'user.crt' # RPIERAT, RS ICHHER B 3R FHEH30

(33

FLE VIR
A AL EHESR

xxx fabric_admin,

5 DU = 30

Pfabric-sample/first-networkMcrypto-config A, BL&EEA— Mk EIAT
o ZHLE Orgl /Y Admin

# BIOLHPRE, 8N user.key

cp ~/demo/fabric/fabric-sample/first-network/crypto-config/peerOrganizations/orgl.
—example.com/users/Admin@orgl.example.com/msp/keystore/*_sk accounts/fabric_admin/
—user.key

# BEOUHFIET, &N user.crt

cp ~/demo/fabric/fabric-sample/first-network/crypto-config/peerOrganizations/orgl.
—example.com/users/Admin@orgl.example.com/msp/signcerts/*.pem accounts/fabric_
—admin/user.crt

o ZICHE Orglf Userl

# PEULHPRAEH, W8N user.key

cp ~/demo/fabric/fabric-sample/first-network/crypto-config/peerOrganizations/orgl.
—example.com/users/Userl@orgl.example.com/msp/keystore/*_sk accounts/fabric_userl/
—user.key

# PEOLFHPET, 48 user.crt

cp ~/demo/fabric/fabric-sample/first-network/crypto-config/peerOrganizations/orgl.
—example.com/users/Userl@orgl.example.com/msp/signcerts/*.pem accounts/fabric_
—userl/user.crt

Y R O B A

éﬁ?ﬁ account.toml

cd account/xxxxx
vim account.toml
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[account]
type = 'Fabricl.4'
mspid = 'OrglMSP'
keystore = 'user.key'
f
signcert = 'user.crt'

# RAWEGRZTF
# MR XTNARIMsP 1D
# WP RS, FR1a5 e SCEFETR] B ST IFAEE ST

# WRPIEB 2T, fRIA 5 HSCHAER B 3T BIES 3T

5.2.3 EANLE

TErouter H AL Estub, {FrouterBEMS [EHA RN HEAN AOSE, 1A BE L BFIR

TEE
Bl & SERCHIstubdl R, FEstubs HEH

stubs

X, TER st upfbER B T ALE

L— fabric

E, SRR R
orderer-tlsca.crt
orgl-tlsca.crt
org2-tlsca.crt
stub.toml

# routerfstublitE H
# WstubfIBF, LZFAMEETE

# ordereriEf
# BN peerfiEf 1, HNE
# THEERpeerfiEH 2, HME
# stubbit &3

HH stub.toml 4 stub FIALE

[common]
stub = 'fabric'
type = 'Fabricl.4'

[fabricServices]

channelName = 'mychannel'
orgName = 'Orgl'
mspId = 'OrglMSP'
orgUserName = 'fabric_admin'
orgUserAccountPath = 'classpath:accounts/fabric_admin'
ordererTlsCaFile = 'classpath:/stubs/fabric/orderer-tlsca.crt'
ordererAddress = 'grpcs://localhost:7050'
[peers]
[peers.orgl]
peerTlsCaFile = 'classpath:/stubs/fabric/orgl-tlsca.crt'
peerAddress = 'grpcs://localhost:7051"
[peers.org2]
peerTlsCaFile = 'classpath:/stubs/fabric/org2-tlsca.crt'
peerAddress = 'grpcs://localhost:9051"

# resources is a list
[ [resources]]
# name cannot be repeated

name = 'HelloWeCross'
type = 'FABRIC_CONTRACT'
chainCodeName = 'mycc'
chainLanguage = "go"
peers=['orgl', 'org2"']

[ [resources]]
name = 'HelloWorld'
type = 'FABRIC_CONTRACT'
chainCodeName = 'mygg'

(continues on next page)
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chainLanguage = "go"
peers=['orgl', 'org2']

BLE IR
A AL ERESR

XXXXx

P8 IUEEUE$

Plfabric-sample/first-networkHcrypto-confighffl

# ¥l ordereritd

cp ~/demo/fabric/fabric-sample/first-network/crypto-config/ordererOrganizations/
—example.com/orderers/orderer.example.com/msp/tlscacerts/tlsca.example.com-cert.
—pem stubs/fabric/orderer-tlsca.crt

# Il peer.orgl WP

cp ~/demo/fabric/fabric-sample/first-network/crypto-config/peerOrganizations/orgl.
—example.com/peers/peer0.orgl.example.com/tls/ca.crt stubs/fabric/orgl-tlsca.crt
# I peer.org2z WP

cp ~/demo/fabric/fabric-sample/first-network/crypto-config/peerOrganizations/org2.
—example.com/peers/peer0.org2.example.com/tls/ca.crt stubs/fabric/org2-tlsca.crt

Y R T B A

cd stubs/fabric
vim stub.toml

. HREE
[common]
stub = 'fabric' # It stub BF, XTJ'F_;Zipath':F‘E/‘]{Zone}
<./ {stub}/{resource}fJstub
type = 'Fabricl.4' # SRR T
. i B
[fabricServices]
channelName = 'mychannel'
orgName = 'Orgl' # FRE— WG
mspId = 'OrglMSP' # MM AIHFMSP 1D
orgUserName = 'fabric_admin' # PE) admin KP4
orgUserAccountPath = 'classpath:accounts/fabric_admin'# M P e A IR O
HladminlF B &
ordererTlsCaFile = 'classpath:/stubs/fabric/orderer-tlsca.crt' # ordereriEF4
7, TR 5 I ECE SR H SR ATIES
ordererAddress = 'grpcs://localhost:7050" # ordererfjurl
[peers] # peersfIF
[peers.orgl]
peerTlsCaFile = 'classpath:/stubs/fabric/orgl-tlsca.crt' # peer.
—orgliEH4, fam5HHECE R B 3T HIEH
peerAddress = 'grpcs://localhost:7051
! # peer.orglfJURL
[peers.org2]
peerTlsCaFile = 'classpath:/stubs/fabric/org2-tlsca.crt' # peer.
—org2iEH 4, TS HWECE AR B 3 T HIIES
peerAddress = 'grpcs://localhost:9051
— # peer.org2fJURL
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« ACEB5HE BTN

# resources is a list

[ [resources]]
# name cannot be repeated
name = 'HelloWeCross'

<ﬂ{resource}¢ﬁmresource
type = 'FABRIC_CONTRACT'
chainCodeName = 'mycc'
chainlLanguage = "go"
peers=['orgl', 'org2"']

[[resources]]
name = 'HelloWorld'
type = 'FABRIC_CONTRACT'
chainCodeName = 'mygg'
chainLanguage = "go"
peers=['orgl', 'org2']

# WR%, SN ipath/H{zone}/{stub}/

# BHRT, BARIAT
# chaincode®&
# chaincodeRIEES
# MchaincodeX N FpeersdlF, 7 [peers] F

t B RIREE
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CHAPTER O

& Fift

6.1 WeCross Stubf@f-H %

AEE N BB X AWeCrossH 52 22 & A2, 7 7] LUIR 48 A # A2 SE 8 — > WeCross [X. 3
HEstubfdff, @ 1%3E 4 A WeCross -

T fig:
o JavafiiEih 5

WeCross {5 FJavaSE T, 2 A B X BRGE R 223 Frlavahl R USDK,  E3R & A G B & Javatf &
VAR
* GradlefJ@E T2

WeCrossZH {48 H i {# I Gradle#t {10 %, K LB € F 7 8215 1 F Gradle, mavenfgik 24 [F] 4
SR, AP UL EITHRR -

6.1.1 /& Gradleli g

Gradle i 77 2
« Stub APIFE X
* Java SDK, [XIHEJavahiiISDK
o HABME, B0 omlfi#T TE

// Gradle KR
dependencies {
// stubfZHE X Jar
implementation 'com.webank:wecross—java-stub:1.0.0-rc2'
// BCOS JavaSDK
implementation 'org.fisco-bcos:web3sdk:2.4.0"'
// toml SUHFENT
implementation
'com.moandjiezana.toml:toml45:0.7.2"

(continues on next page)
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&L

/7 B
}

WrEGradle T2, F HfFbuild.gradle PN -
Gradlefit &2 %: WeCross-BCOS-Stub build.gradle

6.1.2 LA

Stubff i L IAAH
 StubFactory
* Account
» Connection

¢ Driver

StubFactory

StubFactory I g

o INHestuplEfE, faEHiFRT

+ $&fitAccount - Connection ~ DriverS&47l L A M
HABHIN@StublE A #3147 BE L Wecross RouteriA AN E:!
StubFactory##HE X

public interface StubFactory ({

/xx QIEDrivertf® +/

public Driver newDriver () ;

/4% fENTConnectionfit & stub. toml, Bl connection % +/
public Connection newConnection (String path);

/4% fENTAccountlBt Baccount. toml, Blf#Account¥ % +/

public Account newAccount (String name, String path);

}

BCOS Stubsrff:

/*x @StublEfE, HHIFREL: BCOs2.0 =/
@Stub ("BCOS2.0")
public class BCOSStubFactory implements StubFactory {

@Override

public Driver newDriver () {
// BlEIREIBcOSDriverkt 4

}

@Override

public Connection newConnection (String path) {
// fENTstub. tomlliiE, AEIR[EIBcOSConnect ion¥ %

}

@Override
public Account newAccount (String name, String path)

// fENTaccount . tom1ME P ELE, BIEIREIBCOSAccountX TS

{

(continues on next page)
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(B2 7))

Account

Account @é‘ﬂ&)ﬁ ﬂ\%ﬂ s H TT%%Z °
B OE

public interface Account ({

Jxx WRPETR +/
String getName () ;

/xx MRFRA «/
String getType () ;

/xx WA +/
String getIdentity () ;
}

AccountFHStubFactory¥f FnewAccount MO, H 7 ZMATHCE 4 Al Account¥f £
¢ Account newAccount (String name, String path)
- name: K2R
— path: Bt B X fFaccount . toml FT{E H K EE
I F R E XL Fconf/accounts/ B3R, AIMIECEZ MKF, 810 KPETHRMATH>.

# B3R, conf/accounts/WP &R/
conf/accounts
L— beos # KPR : beos
0x4c9e341a015ce8200060a028ce45dfead8bf33el5.pem # BCOSFAPH LI
account.toml # account.tomlfil'E {F

# account.tomlN%
[account]

type = "BCOS2.0" # WA, WP XA, S5¥1FescubiEifE LR BRIF—3

accountFile = '0x4c9e341a015ce8200060a028ced5dfea8bf33el5.pem' # & RN S 4
PR

account . tomLEEHTIFER] LIS BCOS Stub account.tomlfi# T
BCOS Stub7 1

public class BCOSAccount implements Account {

/xx BER +/

private final String name;

Jrw KRB </
private final String type;

/e N«
private final String publicKey;

/*+ BCOSTMFANI S, H%4, MBI ENFNASFER «/

private final Credentials credentials;

(continues on next page)
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&L

public Credentials getCredentials () {
return credentials;

}

/xx HAEEO </

Connection

ConnectionH T

o NDriveri@fti— A #ERE O, SXREETEH

o IRIELBEBIRY ., BFZEConnection T IR AL AT M EL & SO NS
BOE X

public interface Connection {

/xx RIEFEOERGKIREE «/

Response send(Request request) ;

/xx FREUHIRSIR, BRYIRAEstub. tomI 3UHFALE +/
List<ResourceInfo> getResources|();

}

®OyI%R
» getResources

IR RS IZ, BHRAEConnection W IG LI N %L, FRI/RStub AT A [A] ) X HRBE B A -
* send

FRALGE— M A£G K4 1 44 Driver FH, DriveriZ B8 K R H K S EUF 510 4 AiRequest, I Fsend$#
[, iX[AResponseXf 5, Responsefl &iREAIE « $HiR(E B LLSGREINZ -

/*% RequestiBRMFR, WEERRUEGEHERARE +/
public class Request {

/o ERERE, AP EENL, KOARRPIXKREFRK «/

private int type;
/xx ERNE, FIMEIERSE, AP EEUFIILTR </
private byte([] data;

/o ERBTR </
private ResourcelInfo resourcelInfo;
}

/+% ResponselR[EMEN S, M &R - $HRMIALISOREINZ «/
public class Response {

/xx IREPRE +/

private int errorCode;

/wx IREFRANAR «/

private String errorMessage;

/x+ IREINZE, FRALERREIZE, ATLURFIIERES G «/
private byte([] data;

(continues on next page)
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&L

/xx BRIRAR «/

public class ResourcelInfo {

/xx BHRAI </

private String name;

/o BHREA, HPEEENL +/
private String stubType;

/o BONEYE, AP BEESL +/
private Map<Object, Object> properties = new HashMap<Object, Object>();

}

ConnectionFStubFactory¥} §newConnect ionfz O B3, MEHTELE 4 A{Connection X 5
* Connnection newConnection (String path)
— path: Bt B X stub. toml Ii7E H R HE
AL E stub. toml
« EARE: WK KE
 SDKECE: #fa{llavaSDK, 5XHEESE
o BURSIFR. [XEREERT LTI A BRS 3
FFECEBINL T stubs/H3%, AILECEZL Pstub, &P stubl THMAF H3 -

# HELEM), conf/stubs/stub®&W/
conf/stubs/
L— becos # stub®Mi: bcos
L— stub.toml # stub.tomlfl& I
# HASUHIIR, than: RSO

stub. tomlENTIIER] LIS F%BCOS Stub stub.toml 1
BCOS =1l

/+#+ Request typefE X, FAFHEENL +/
public class BCOSRequestType ({
// call
public static final int CALL = 1000;
// sendTransaction
public static final int SEND_TRANSACTION = 1001;
/7 FREUR B 5
public static final int GET_BLOCK_NUMBER = 1002;
// W BlockHeader
public static final int GET_BLOCK_HEADER = 1003;
// IRBE FyMerk1elERd
public static final int GET_TRANSACTION_PROOF = 1004;
t

public class BCOSConnection implements Connection {
/#» BCOS SDEM%, WHRKRERED +/
private final Web3jWrapper web3jWrapper;
/*% HDriverifMG— LA N, MIEARNERKI D H 5 XREETERLE «/
@Override
public Response send(Request request) |
switch (request.getType()) {
/%% calliER */
case BCOSRequestType.CALL:
/#*# handle call request #*/

(continues on next page)
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&L

/++ sendTransactionig>K +/
case BCOSRequestType.SEND_TRANSACTION:
/ %+ handle sendTransaction request x/
/xw FREXHL </
case BCOSRequestType.GET_BLOCK_HEADER:
/ %+ handle getBlockeHeader request x/
/xx FRBURE «/
case BCOSRequestType.GET_BLOCK_NUMBER:
/#% handle getBlockNumber request x/
/xx REL FiMerk1elEBH +/
case BCOSRequestType.GET_TRANSACTION_PROOEF:
/#*% handle getTransactionProof request */
default:
/#*% unrecognized request type */

}

/xx RRIRSIER «/

@Override

public List<ResourceInfo> getResources () {
return resourceInfolist;

BCOS stub.toml7= {7

[common] # EALE
name = 'bcos' # &P, WA
type = 'BC0S2.0' # WML, fEAFET, S5¥EMFestublEEE L HIRTRFE—EL

[chain] # BCOSHEEME
groupld = 1 # default 1
chainlId = 1 # default 1

[channelService] # BCOS JavaSDKELE
caCert = 'ca.crt'
sslCert = 'sdk.crt'
sslKey = 'sdk.key'
timeout = 300000 # ms, default 60000ms
connectionsStr = ['127.0.0.1:20200', '127.0.0.1:20201', '127.0.0.1:20202"]

[ [resources] ] # RWIRECE Y F#
name = 'HelloWeCross' 'ﬁ?/}?g%
type = 'BCOS_CONTRACT' # WJRZKAY, BcosE?
contractAddress = '0x8827ccalf0f38b861b62daecbd7llefe92ale3602' # Sl

Driver

Driver#&Stub5 WeCross Router & ELFJA M, FiREFE:
o RIEZL5)
o YRR )
o GRS X HR
o BWIER 5
o HAhThEE
BEOE X
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public interface Driver ({

VEZ: callEE%?sendTransactionf%ﬂ?,ﬂi[]?ﬂtrue,;iﬁﬂi?ﬂﬂi[]false */
public boolean isTransaction (Request request);

/++ fBiEBlockHeader AR +/
public BlockHeader decodeBlockHeader (byte[] data);

Jox PIRECHREESHISR +/

public long getBlockNumber (Connection connection);

/++ RE{Block Header =/
public byte[] getBlockHeader (long blockNumber, Connection connection);

/o FENTAE G 3K, VB R BE N cal180# sendTransaction =/
public TransactionContext<TransactionRequest> decodeTransactionRequest (byte[]
—data) ;

Jox WAL, BWIER +/
public TransactionResponse call (
TransactionContext<TransactionRequest> request, Connection connection);

/o WHEN, ZHER «/
public TransactionResponse sendTransaction (
TransactionContext<TransactionRequest> request, Connection connection);

/xx KRB G, H B GHATRE +/
public VerifiedTransaction getVerifiedTransaction (
String transactionHash,
long blockNumber,
BlockHeaderManager blockHeaderManager,
Connection connection);

Oy
» isTransaction 5= &5 N1H KA 5
- ZRI\%:
* Request request: 75 3KXf 5
- IR[EE:
# request HcallEl & sendTransaction& 3Kk [Eltrue, 75NI3R [Flfalse
* getBlockNumber FXE 4 Fij X 5 15 &
- ZHI\F*:
# Connection connection: ConnectionX 5, % i£1%3K
- R[EE
w IR, SUEFRIRIREX 3R = B2 2R
o getBlockHeader ZRHUX BRIE R, XL FFIL ) 3t &R
- 2RI E:
* long blockNumber: 5

% Connection connection: Connection¥f %, K i£iHK

- REME
w FIMCRIX HRSLEGRE, IR Enull R R IRE X H L8 m 0, AT LA F decodeBlockHeader K
E{ES S SOE
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* decodeBlockHeader AT X HLLEE, IR A1 X k%5

- ZHIE:
+ byte[] data: [FFIMLEIIX BRLEHR
- IR[E{E
# [XHRLBlockHeader A 5, iR [Elnull 7 AT X BRSL B 2 I
X ek 5d 5

public class BlockHeader {
/e KIREE «/
private long number;
/+x = XHhash +/
private String prevHash;
/x+ RKHthash */
private String hash;
/wx REMR, BWIERAS </
private String stateRoot;
/x XGMR, BWIERREE S «/
private String transactionRoot;
/xx LHEHIR, FIEKRZHEH +/

private String receiptRoot;

e call

o sendTransaction sendTransactionScallBEORLY, FEHEHTEWEIRS, BiELERXS, BN
XHREERAS

- ZH*
x TransactionContext request: 15K _ N3, FREER 5 R ERETE, &5
# Connection connection: Connection¥ 5, & %£1EK

- IRENE
x TransactionResponse: 1% [A] % 5

- EE:

% sendTransaction$® O Z X[ R B 52 5 #1750 F, & 4 X S 85 523 77 =0/ B AN
[, BCOS>kFMerklelil: B 177 20058 5 58 2 IR G AT 35 0k

// VBRI
public class TransactionRequest {
Jxx FH o/
private String method;
/xx BEC «/
private String[] args;
}

// IRER B

public class TransactionResponse {
// REPRE, oA, HABRIRERHRTY
private Integer errorCode;
// BERER
private String errorMessage;
// XShhash, sendTransactionfHAL
private String hash;
// REREE, LHENXREES, sendTransact ionfHRL
private long blockNumber;
// IREIEER
private String[] result;

(continues on next page)
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// HERETNZE, RIS HHENSE
public class TransactionContext<TransactionRequest> {
// RoER
private TransactionRequest data;
/7 WKP, ATRS5ES
private Account account;
// EREERE, TR XEER
private ResourcelInfo resourcelInfo;
/7 KERSLVEHES, PRI BCELER
private BlockHeaderManager blockHeaderManager;

}

/7 RPELESR
public interface BlockHeaderManager ({
// RECHHTHR S
public long getBlockNumber () ;
// FREUX RS, PHEE(E
public byte[] getBlockHeader (long blockNumber) ;

e getVerifiedTransaction 5 UEZE 5 & B 615, HF HREZ S5 WERSRE S, BiIERX 5
YsendTransaction ) /7 LR FF—Ek -

- 2RI
* String transactionHash: %€ S5hash
* long blockNumber: 38 5 FT £ [X $ 151 [
# BlockHeaderManager blockHeaderManager: [X HSLEHIZS, FREUX ek
* Connection connection: & 515K
- REME
* VerifiedTransaction] 5t

public class VerifiedTransaction {
/x LHFTERE */
private long blockNumber;
Jx* /Aﬁ;]']hash */
private String transactionHash;
/xx SEHRARELMEE +/
private String realAddress;
/x THERNER +/
private TransactionRequest transactionRequest;
/xx SEIREIN G «/
private TransactionResponse transactionResponse;

BCOS/R 1
X BLANSERERIBCOSStub A £ 72 5y BN A2, 14 Driver5 Connection AU ME, DL AEBCOSH 4nfAl#
1738 538 -

¢ BCOSDriver

@Override
public TransactionResponse sendTransaction (
TransactionContext<TransactionRequest> request, Connection connection) {

TransactionResponse response = new TransactionResponse () ;

(continues on next page)
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&L

try {
ResourcelInfo resourcelInfo = request.getResourcelnfol();
/xx BUEINENE, BCOSIERL HTHEXLSE, SH%Bcos Stub.tomllLE +/
Map<Object, Object> properties = resourcelnfo.getProperties();
/o FREVELIHNE +/
String contractAddress = (String) properties.get (resourceInfo.getName());
/wx RBUHH I */
Integer groupld = (Integer) properties.get (BCOSConstant.BCOS_RESOURCEINEFO__
<GROUP_1ID) ;
/xx IRIEETA +/
Integer chainId = (Integer) properties.get (BCOSConstant.BCOS_RESOURCEINFO__
—CHAIN_ID);
/xx REURE +/
long blockNumber = request.getBlockHeaderManager () .getBlockNumber () ;
BCOSAccount bcosAccount = (BCOSAccount) request.getAccount();
/% IRBUFLAEH % account . tomlBlE +/

Credentials credentials = bcosAccount.getCredentials();

Jwx XHBER HHcredential sRERIE B ITITERL «/
String signTx =
SignTransaction.sign (
credentials,
contractAddress,
BigInteger.valueOf (groupld),
BigInteger.valueOf (chainId),
BigInteger.valueOf (blockNumber),
FunctionEncoder.encode (function)) ;

// FiERequestBE
TransactionParams transaction = new TransactionParams (request.getDatal(),
—signTx) ;
Request reg = new Request ();
/#++ Request®RH! SEND TRANSACTION x/
req.setType (BCOSRequestType.SEND_TRANSACTION) ;
/xx ZELTSONFHIL +/
req.setData (objectMapper.writeValueAsBytes (transaction));
/++ Connection sendXiEVER +/
Response resp = connection.send(req);
if (resp.getErrorCode() != BCOSStatusCode.Success) {
/++ ConnectionmBREIFHE «/
throw new BCOSStubException (resp.getErrorCode (), resp.
—getErrorMessage () ) ;

[

}
/*x ARBUREIRSE S EIEN, EHBFSIC I byte ] */
TransactionReceipt receipt =
objectMapper.readValue (resp.getData (), TransactionReceipt.class);

// MerklelE#], WA T hash KA FIEH, KW H FH

verifyTransactionProof (
receipt.getBlockNumber () .longValue (),
receipt.getTransactionHash(),
request.getBlockHeaderManager (),
receipt) ;

/xx HAWTE, WHERE ./

} catch (Exception e) {
/e FHEE «/
response.setErrorCode (BCOSStatusCode.UnclassifiedError) ;
response.setErrorMessage (" errorMessage: " + e.getMessage());

(continues on next page)
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&L

return response;

e BCOSConnection

public class BCOSConnection implements Connection {
/%% BCOS JavaSDK SEBIGINHE +/
private final Web3jWrapper web3jWrapper;

@Override
public Response send(Request request) |
switch (request.getType()) {
case BCOSRequestType.SEND_TRANSACTION:
/*% type: SEND_TRANSACTION x/
return handleTransactionRequest (request) ;
/xx HMicasehi */

}
/e RIEZLGERIIE +/

public Response handleTransactionRequest (Request request) {
Response response = new Response();

try {
/xx BELTSONFIML, RIFIMARENF KRS «/
TransactionParams transaction =
objectMapper.readValue (request.getData (), TransactionParams.

—class);

Jax BTG */

String signTx = transaction.getDatal();

/++ JAFBcos RPCEEZ G, HEUEH LI EMerk1elFi] +/

TransactionReceipt receipt = web3jWrapper.
—sendTransactionAndGetProof (signTx) ;

/x LG EHAIEAE «/
if (Objects.isNull (receipt)
|| Objects.isNull (receipt.getTransactionHash())
|| "".equals (receipt.getTransactionHash())) {
throw new BCOSStubException (
BCOSStatusCode.TransactionReceiptNotExist,
BCOSStatusCode.getStatusMessage (BCOSStatusCode.
—TransactionReceiptNotExist));

}

/xx TEHPITR +/
if (!receipt.isStatusOK()) {
throw new BCOSStubException (
BCOSStatusCode.SendTransactionNotSuccessStatus,
StatusCode.getStatusMessage (receipt.getStatus()));

}
Jwx SEHIEWHIT +/

response.setErrorCode (BCOSStatusCode. Success) ;
response.setErrorMessage (BCOSStatusCode.
—getStatusMessage (BCOSStatusCode. Success)) ;
/o REIEGE, Boson T FIML «/
response.setData (objectMapper.writeValueAsBytes (receipt) ) ;
} catch (Exception e) {

Jex SFEHEIEDL +/

response.setErrorCode (BCOSStatusCode.HandleSendTransactionFailed);

response.setErrorMessage (" errorMessage: " + e.getMessage());
(continues on next page)
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}

return response;

6.1.3 A pfJar

Stubff T BT B4 fishadow jar A l#iweCross RouterEfFH, ZEGradle? 5| Ashadowif

(530
shadowffi{{¥ H: Gradle Shadow Plugin
* 5| Ashadowd

plugins {
// HAWESR

id 'com.github. johnrengelman.shadow' version '5.2.0'

* ININFT sk

jar.enabled = false
project.tasks.assemble.dependsOn project.tasks.shadowJar

shadowJar {
destinationDir file('dist/apps')
archiveName project.name + '.Jjar'

// EAITEEH

o HATbuild#R(E

’bash gradlew build

dist/apps HERAERK jar XHF

6.1.4 S

WeCross-BCOS-Stub
WeCross-Fabric-Stub
WeCross 314

74
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CHAPTER /

PHEERSS

7.1 A E R B E

M7 I 852 (hash time lock contract, htle) REWSSEINPH 5 A4 B 2 8] BT 7= AR 504t - WeCrossi
T Solidity ik FiGolanghft it 2 Fhtlcdk 38 54, 2 ThtlcF: R & 20 7] DUR AT & & T AR B R 1
htlc R &2 - AZFT7 LIFISCO BCOSHIBAC001 %t = FHyperledger Fabricf*ledgerSample 7|, {87~ 40
AT SE PR 5% A B 1Y) T 7 LA

T:: Hyperledger Fabric B 7 & LB A, A KB — 1 IRFIKZR -

7.1.1 HERTE
ZRMET B, TEEL B FHEBRT SLI UG HERIBIE2, X518 WeCross% il & 01 5
HEFRIRIE R, router2IRIBTER(E B B Bh oAU BERL K -

o HF2E WeCrossFI#E | &

o DUAR 77 A& B router

o FEEP 1 WeCrossT= il &, 43 AEHE M Trouter

FISCO BCOSHjHi M &

< HESY

e ¥fconf/chains-sample/bcos/htlc HEK FHIBAC001.sol -~ HTLC.sol L &ZBACHTLC.sol 3 #4:#%
M ZEBCOSTEHI G Hcontracts/solidity

o FEBACHTLC.so0l

[group:1]> deploy BACHTLC
contract address: 0xc25825d8c0c9819e1302b1cd0019d3228686b2b1l

. BB
AT {8 B bac T EL5E LB 7 9 % BURAECEERL
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git clone https://github.com/Shareong/bactool.git

cd bactool

gradle build

# LEEFEMT AEN, Fca.crt, sdk.crt, sdk.key #%|dist/confAX, FAREERFE LA
EconfH¥X Fapplication.xml, W\K}ﬂﬂﬂjﬁi}\ﬁ/ﬂpemiﬁﬁﬂﬁf

# RABSWAITHE™, fEdist B THUT

java -cp 'apps/*:1ib/%:conf' Application init 100000000

# HiBACH AL, DU A A g
assetAddress: 0x1796f3f195697c38bedaaaaz27e¢424d05£359calf

owner: 0x55f934bcbelef%9aef8337£5551142a442fdde781c

o BRI TS R, BT IE A T R B R AR I A B TR B A 2

# ZHC WL, SRACE L, BAEET

java —-cp 'apps/x:1lib/x:conf' Application approve_
—0x1796£3£195697c38bedaaaaz27e424d05£359calf |
—0xc25825d8c0c9819e1302b1cd0019d3228686b2b1 1000000
# BT

approve successfully

amount: 1000000

o B A (B 2RI IAIL 75 208 BT 78 LI RO ATT T2 07 B R A B[R] B8 2 i ik (R AF 21 B TG A
BRI 52 -

# FEFISCO BCOSHEMIBEHIT, WA EFabriclIEN& N fabric_htle, ZJE¥ LU ZIEFIWIMGIEERS
call BACHTLC 0xc25825d8c0c9819e1302b1cd0019d3228686b2b1 init [
S "0x1796£3f195697c38bedaaaa27ed24d05£359ca0f", "fabric_htlc"]

Hyperledger FabricHi k&

. PEULEER

# KEdockerBisid

sudo docker ps -algrep cli

0523418f889d hyperledger/fabric-tools:latest

# BEYAIN T routerB HE, BEEMEENR|Fabriclchaincode BN

sudo docker cp conf/chains-sample/fabric/ledger 0523418£f889d:/opt/gopath/src/
—+github.com/chaincode/ledger

sudo docker cp conf/chains-sample/fabric/htlc 0523418£889d:/opt/gopath/src/github.
—»com/chaincode/htlc

s WEBEYY

# AR

sudo docker exec -it cli bash

# GIEREY, W4 N ledgerSample

peer chaincode install -n ledgerSample -v 1.0 -p github.com/chaincode/ledger/

# Wat

peer chaincode instantiate -o orderer.example.com:7050 —--tls true —--cafile /opt/
—gopath/src/github.com/hyperledger/fabric/peer/crypto/ordererOrganizations/
—example.com/orderers/orderer.example.com/msp/tlscacerts/tlsca.example.com-cert.
—pem -C mychannel -n ledgerSample -1 golang -v 1.0 -c '"{"Args":["init","HTLCoin",
—"htc","100000000"]}"' —-P 'OR ('\''OrglMsSP.peer'\'','\"''Org2MSP.peer'\'"')"

# BEMKS R

peer chaincode query -C mychannel -n ledgerSample -c '{"Args":["balanceOf",
—"Admin@orgl.example.com"] }"'

# Wi NZ N 100000000

o B AN ledgerSample & 238 B — MEE MK LI BT = B0 «
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# A S BRINEH admi nlik A58 5

peer chaincode invoke -C mychannel -n ledgerSample —-c '{"Args":|[
—"createEscrowAccount”,"1000000"]}"'" -o orderer.example.com:7050 —--tls true —--
—cafile /opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/
—ordererOrganizations/example.com/orderers/orderer.example.com/msp/tlscacerts/
—tlsca.example.com-cert.pem

o BB AT REBIEA

# RERETS

peer chaincode install -n fabric_htlc -v 1.0 -p github.com/chaincode/htlc/

# WML, TREHIRE XS J7 BT A 2 & A 07 HmE A I (A B A 2 ik

peer chaincode instantiate -o orderer.example.com:7050 —--tls true —-cafile /opt/
—gopath/src/github.com/hyperledger/fabric/peer/crypto/ordererOrganizations/
—example.com/orderers/orderer.example.com/msp/tlscacerts/tlsca.example.com-cert.
—pem -C mychannel -n fabric_htlc -1 golang -v 1.0 -c¢ '{"Args":["init",
—"ledgerSample", "mychannel", "0xc25825d8c0c9819e1302b1cd0019d3228686b2b1"]}"

# BELRMES

peer chaincode query -C mychannel -n fabric_htlc -c '"{"Args":["getTask"]}"

# HiHRZ N null

7.1.2 MR RIS E

fit B FISCO BCOS¥irouter
« ZEconf/chains/bcos/stub.toml 34 A BL B htlc IR

[ [resources]]
# name cannot be repeated

name = 'htlc'
type = 'BCOS_CONTRACT' # BCOS_CONTRACT or BCOS_SM_CONTRACT
contractAddress = '0xc25825d8c0c9819e1302b1cd0019d3228686b2b1l"'

* FEconf/wecross.toml 34 H IR EhtlcfE55

[[htlc]]

selfPath 'payment .bcos.htlc' #ZARHIELE MG A I A B BT IR BR 12

accountl = 'bcos_default_account' #Tﬁﬁaﬁrouterﬂ’ﬂaccounts H i@ﬂﬁ?bcos_
Hdefault_accot;lntﬂlfi)t|

counterpartyPath = 'payment.fabric.htlc' #3555 ARG A B[R] B R IR B 12

account2 = 'fabric_default_account' #ififREFrouterfaccounts HRELE T fabric_
Hdefault_accot;lnt}ﬂlfi)t|

it & Hyperledger Fabriclfirouter

[ [resources]]
# name cannot be repeated

name = 'htlc'

type = 'FABRIC_CONTRACT'
chainCodeName = 'fabric_htlc'
chainLanguage = "go"
peers=['orgl']

* fEconf/wecross.toml 34 BL Ehtlcf£5%

[[htlc]]
selfPath= 'payment.fabric.htlc' #3770 A RS E BUFTRES R
accountl = 'fabric_default_account' #HRCfFErouterfaccount s H R E T fabric_

qdefault_accountﬂl&)t|

(continues on next page)
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counterpartyPath = 'payment.bcos.htlc' # I B 0G5 I (B BT TR B S
account?2 = 'bcos_default_account' #%T%E,ErouterﬂgaccountsEi@ﬂ%Tbcos_
L»default_accounthFJ

AL A LB
71 router s 2 fEaccounts H 5k NECE A AE HINK, RO BS HESR 28 HURE R B HO%% Hi & 815 -

FISCO BCOSH] J7' 7= B ¥fbactool/dist/conf B & T FIFAEA AL E Frouterdii Flaccounts B 5%, HBX A 44
Hbcos, BLEITIEFENBCOSIK M ELE -

Hyperledger Fabric/H F 75 22 adminlik /7 it & l|router¥iiy iaccounts H 5%, H B 1% 5 44 Hfabric, AL E J71E
7 WFabricllk P ECE -

H A I router

’bash stop.sh && bash start.sh

7.1.3 KEBFHRIK

RIS B BE S IR A& 2 7 R FISCO BCOSHIF P, AT — 1> secret, TTH $$ hash = sha256(secret) $$
5&lnash, X5 Hyperledger FabricfH 7 RIS 5 5 th i i 4 HEE M OS50~ T LUK 8] 3 -

R NE
« FISCO BCOSHIH MK F -

- B PE O H % . 0x551934bcbele9aef83375551142a442fdde781c ( Fllbactool®] 14 14 B IR [H]
Howner#b {7 —30)

- BEPPHECE: 0x2b5ad5c4795¢02651418317¢7a215e218dced6bef  (FffH— A Hhlat1T)
FISCO BCOSH4MK&4H: 700
* Hyperledger FabricJ M - -
- Bt #E: Admin@orgl.example.com (adminfikF)
- BWFEE: Userl @orgl.example.com
* Hyperledger Fabric#41lk %1500
o M7 2afe76d15f32c37e9f219ffd0a8fcefc76d850fa9b0e0e603cbd64a2f4aa670d

o A7 FA4: e7d5c31dccbacae547bb0d84c2af05413994¢92599bff89c4abd72866f6ac5c6 (1 bf HH &
HL T S0E)

o ISFRIB0: A ALTT RIS A], BAfls

o WAL S 507N A, s
0. BHRBFEE RS0 > 1 + 300 > now + 300
OB IRIE R

Poak BE B OB O OB M O B IWeCross?®E il & O B OB OB KR KRR, KW E
% K fE BE 5 AN % BB X B 8 ., 1 © HNnewHTLCTransferProposal,
7/3 ﬁ( 2 El% : path, account < L’{‘ 7= ?F#z: & )”\K P //E ) s hash, secret,

role, sender(0, receiver(O, amountO, timelockO, senderl, receiverl, amountl, timelocklo
H: EF NS HELEATFEE -
o BEERG

# ARG di st B
bash start.sh

78 Chapter 7. BHHES


https://wecross.readthedocs.io/zh_CN/release-rc2/docs/stubs/bcos.html#id5
https://wecross.readthedocs.io/zh_CN/release-rc2/docs/stubs/fabric.html#id5

WeCross Documentation, & i v1.0.0-rc2

« FISCOBCOSH /* (&#277) OIEERIKIRZE

newHTLCTransferProposal payment.bcos.htlc bcos,,

—edafd70a27887b361174ba5b831777c76leb34ef23ee7343106c0b545ecl052f

—049db09dd9cf6fcf69486512c1498alfb6ealldl33b271aaadl893cd590cl6542a true
—~0x55£934bcbele%aef8337£5551142a442fdde781c_,

—0x2b5ad5c4795c026514£8317c7a215e218dccdéct 700 2000010000 Admin@orgl.example.com
—Userl@orgl.example.com 500 2000000000

» Hyperledger Fabricfi 7 (5577) QI@FEKER

newHTLCTransferProposal payment.fabric.htlc fabric

—edafd70a27887b361174babb831777c761eb34ef23ee7343106c0b545ec1052f null false
—0x55f934bcbele9aef8337£5551142a442fdde781c,,

—0x2b5ad5c4795¢c026514£8317c7a215e218dccdbct 700 2000010000 Admin@orgl.example.com,
—Userl@orgl.example.com 500 2000000000

F: R secretBAMREHELE, roleff Atrue; 25 fsecretff Anull, roleff Afalses
ZERHIA

M Z IR B S AR A T IR RFA D, AlEd WeCrossTZE Il G A, BE M BEICE &3k
« FISCO BCOSHI F#iA

[WeCross]> call payment.bcos.htlc bcos balanceOf |

—0x2b5ad5c4795¢c026514£8317c7a215e218dccdéect
Result: [700]

* Hyperledger FabricFH F ik

[WeCross]> call payment.fabric.htlc fabric balanceOf Userl@orgl.example.com
Result: [500]

T BRI AEZ S, BURTHARERMEEE, — MR 2E5~25s ekl -
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cHAPTER 10

X

10.1 Tk fCHs
10.1.1 MAE L

WeCross, HHIEHL T
* FISCO BCOS
* Fabric
WeCross—E7EEAR , FHBAH AH? —ERERAEIE
o BERMX (issue) > FHEFIRS > FF L > GTHIPR > & A -> WeCross |

10.1.2 X

o SStar! ! !
o $AZLHE(Pull Requests) -
o RRFFRZBUG
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