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BT BE_E AT 5258 5 B 7 S VK S IH £

o BE2.ONHEE . iE5%

¢ v2.0.0-rc1 Release Note

3.3.1 THEHRA

ey
1L B, AR IR RS, ERIREA AR SR S IR R BT
2. B AR (£, SR R R TR RS I S BURRE . By
% HRE R SIRIS I
S, [T S RRETCR I SR, Koy AT, RIS
LIITHERE -
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4. 5l Nevmedl JEMEAL: SCFRFTRARIEMNLG % .

5. FHREEP2P - AL [FD S 5T o KRB B .

1. LI —ZECRUDEAZIE DT M OMIE 52, ETCRUDEAGE LSS EY), KIESE [FSQLYS
AL IT & RE -

2. IFFL G FRERASEA - KR BRI A AT B E LFTAMOPTH S8 ANSE ML -
3. ALK REFALARAS, SCFFSolidity 0.5.2h5U A -
4. FHFERPCIEHR .
gy
L FREEINE, REFHEERS - FREEMEDREN, KiKeyManager [R5 #H1THHEH -

2. FHRENILA], B FIAPIEANLFIFIREE AN, LEANFIL4E B AN EUE U W AT 2 24
il o

3. FHRAURIESIE R, BT RV AR A# -
HAt
1 REEARREERE T A .
2. RAEERAL B BTN A X v SR AR, SCRF B B URF SRR ORI ST -

3.3.2 AU

3.3. v2.0.0-rci 15
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cHAPTER 4

AREE A 4EFISCO BCOSPT 75 AL B Z2EMAL B - A FIE T 7E L L ERF — 554717 55 FUFISCO BCOSEL A
B, F AP EIEFISCO BCOSERE AR -

4.1 HEHFISCO BCOSHE B 8 &

R DA & BB LHFISCO BCOSHE 1y 5 #:1E - f# FAbuild_chain.shifl AR 7E A IEHE — 54 T 4
HIFISCO BCOSHE, LlUbuntu 16.04 &% FIHRIE

R
o BRACDHXHEE EHIT AR, EERE WU A B .
o BERSHHAERIERD, Z%5XHE .
o AT B PRI R ER AS “fisco-beos i HI UM, FECentOS 741Ubuntu 16.04 4533 i -

4.1.1 HERIFE

o« TRAKH

build_chain.shI KK Topenssl, curl, FH FHEMIELSZE . & NCentOS, F FNHEMSH
Flapt B N yunBATRIA] - macOSHfTbrew install openssl curlBiA].

sudo apt install -y openssl curl

o QIEERIEH R

cd ~ && mkdir -p fisco && cd fisco

e F#build chain.shiR

curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/ curl -s_,
—https://api.github.com/repos/FISCO-BCOS/FISCO-BCOS/releases | grep "\"v2\.[0-9]\.
—[0-9]J\"" | sort -u | tail -n 1 | cut -d \" -f 4 /build_chain.sh && chmod u+x_,
—build_chain.sh

17
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4.1.2 FERBBHAT S B

FefiscoH & N AT M H M 8 &, A R — & B OB H4T 5 AUFISCOHE - E B R L 2%
f130300~30303, 20200~20203, 8545~8548%% V%A # HHH -

’bash build_chain.sh -1 "127.0.0.1:4" -p 30300,20200,8545

T fi:
o H orhpit Ui ¥8 & & W 3w O , 4 5 &p2p_port,channel_port,jsonrpc_port, H T % & F
fEjsonrpc/channelZXIA ST 127.0.0.1, FTFESMR 5 RIERIN-iS 3 -

2

WA PATHII 2 ALl completed. WIRMATHES, HKEnodes/build. log X fFH HIFEIRIE

o

Checking fisco-bcos binary...
Binary check passed.

Generating keys
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1l

Generating configurations...
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1l

[INFO] Execute the following command to get FISCO-BCOS console
bash <(curl -s https://raw.githubusercontent.com/FISCO-BCOS/console/master/tools/
—download_console.sh)

[INFO] FISCO-BCOS Path : bin/fisco-bcos

[INFO] Start Port : 30300 20200 8545

[INFO] Server IP : 127.0.0.1:4

[INFO] State Type : storage

[INFO] RPC listen IP : 127.0.0.1

[INFO] Output Dir : /home/ubuntul6/fisco/nodes

[INFO] CA Key Path : /home/ubuntul6/fisco/nodes/cert/ca.key

[INFO] All completed. Files in /home/ubuntul6/fisco/nodes

4.1.3 J33IFISCO BCOSH#
- BEIFTE TS

’bash nodes/127.0.0.1/start_all.sh

FEERITEHmEELUTEHNERMEN - &N # Anetstat —an | grep tcple & Hl 28
fJ30300~30303, 20200~20203, 8545~8548uR &M H HH -

try to start node0
try to start nodel
try to start node2
try to start node3

nodel start successfully
node2 start successfully
node0 start successfully
node3 start successfully
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4.1.4 foEtE
- REAEERE

’ps -ef | grep -v grep | grep fisco-bcos

EHEBAZERU NI L, MRARE 4, WHRERERD) (—Bim 5 H S 2w)

fisco 5453 1 1 17:11 pts/0 00:00:02 /home/fisco/fisco/nodes/127.0.0.
—1/node0/../fisco-bcos -c config.ini
fisco 5459 1 1 17:11 pts/0 00:00:02 /home/fisco/fisco/nodes/127.0.0.
—1/nodel/../fisco-bcos -c config.ini
fisco 5464 1 1 17:11 pts/0 00:00:02 /home/fisco/fisco/nodes/127.0.0.
—1/node2/../fisco-bcos -c config.ini
fisco 5476 1 1 17:11 pts/0 00:00:02 /home/fisco/fisco/nodes/127.0.0.
—1/node3/../fisco-bcos -c config.ini

4.1.5 oA HERH

o« WI'N, BET HnodeOHERE AT S5

’tail -f nodes/127.0.0.1/node0/log/log* | grep connected

HRRL S AN HEEEEE, WHIH AT LUE Hinode05 AN M1 AU HER -

info]2019-01-21 17:30:58.316769| [P2P] [Service] heartBeat connected count,size=3
info|2019-01-21 17:31:08.316922| [P2P] [Service] heartBeat connected count,size=3
info|2019-01-21 17:31:18.317105| [P2P] [Service] heartBeat connected count,size=3

s PUT TR ETES, REREAIN

tail -f nodes/127.0.0.1/node0/log/log* | grep +++

EREEREMERH ++++Generating seal, FARLIFRIER -

info|2019-01-21 17:23:32.576197],

—[g:1] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++Generating seal on,blkNum=1, tx=0,
—myIdx=2,hash=13dcd2da...

info|2019-01-21 17:23:36.592280],

—[g:1] [p:264] [CONSENSUS] [ SEALER] ++++++++++++++++Generating seal on,blkNum=1, tx=0,
—myIdx=2,hash=31d21lab7...

info|2019-01-21 17:23:40.612241]_,

—[g:1] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++Generating seal on,blkNum=1, tx=0,
—myIdx=2,hash=49d0e830...

4.2 B E K fEHEH G

E%%QLLMM$K%&HxDBam =9 ﬂﬁﬁtm%ﬁm\ﬁ%ﬁmAﬁ£% , BEfER
FIRB BT HEAEE - EH EI8FEHANEZ %X

4.2.1 HERKI

» Z¥openjdk
UbuntuffFH FE 2 %% Tava, CentOSTH T3, macOSH Torew cask install javai%%ﬂ%—o
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sudo apt install -y default-jdk

o FREUIEHI & B Ffisco HF

cd ~/fisco && bash <(curl -s https://raw.githubusercontent.com/FISCO-BCOS/console/
—master/tools/download_console.sh)

o UL G ECE S
T RASR RN SR BRI 20200780 AT RN B channledii H -

cp —-n console/conf/applicationContext-sample.xml console/conf/applicationContext.
—xml

« BLEEHGIES

cp nodes/127.0.0.1/sdk/* console/conf/

HE:
o IREHIGECEIER, [ERECentOS RS I Esh#EH & HELW 5
Failed to connect to the node. Please check the node status and the console configuration.

N H T CentOS R 4% H #f FIIDKIRA(Z S B S 6 5 K HREET SIUGERB), 1E M
Open]DK'E M Y Oracle’® M T %3 % $Java 851 LA ERARB AL PR 2 E %), &
R EEENERE

4.2.2 FEh¥EHl G
EE

cd ~/fisco/console && bash start.sh

Bt N dE B R HB IR B E R conf/applicationContext.xml HF 77 55 3 1 g & & 75 1

Welcome to FISCO BCOS console(1.0.3)!
Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.

—

| \ \ / N/ A \ | N/ N/ o
| $5555555 \$555881 $S85SS\1 $95855\ | $558839\ | $SS$5S8\1 $SS58S\ | $588$
e AY BEEEEEEEAN

| $S__ I 5S | SS__\$$| S35 \$s| 55 | S8 | $S__/ $$1 S8 \$s| 55 | S
=51 SS__\8$

I $s \ | $$ \$s A | $$ | S$$ | $$ $S1 0SS I
=5 \$$ \

| $SSS8 I SS _\$SSSSS8\| S5 __ | S5 | $S | $$55S88\1 s __ | $$ | S
=5 _\$5555%\

| $$ ZlSss_ b N $soss_/ NI oSS/ S8 | SS_/ $$1 85/ NI $S_/ s
e I W

| $$ | 55\ \$$ $5 \$s $5 \$s $S | $$ 55 \$s $5 \$s $
=5 \8$$ $9

\$$ \$55555  \$55558 \$55558 \$55558 \$55585S \$55558 \$5553
=$ \$55558
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4.2.3 FHEH & KBEE

# AREUE P AR
[group:1]> getNodeVersion
{
"Build Time":"20190121 06:21:05",
"Build Type":"Linux/clang/Debug",
"FISCO-BCOS Version":"2.0.0",
"Git Branch":"master",
"Git Commit Hash":"c213e033328631blb8c2ee936059d7126£d98d1la"

}

# RBUCT RHEERE R
[group:1]> getPeers
[

"IPAndPort":"127.0.0.1:49948",
"NodeID":
—"b5872ef£0569903d71330ab7bc85c5a8be03e80b70746ec33cafe27ccdf6£8a71£8c84£d8af9d7912

"
",

"Topic":[]
}I
{
"IPAndPort":"127.0.0.1:49940",
"NodeID":
—"912126291183b673c537153¢cf19pf5512d5355d8edea7864496c257630d01103d89%ae26d17740daeb

"
",

"Topic":[]
}I
{
"IPAndPort":"127.0.0.1:49932",
"NodeID":
—"db75abl6ed7afa966447c403ca258785323700d9f942babfa551dc67ed6822d88dallaleddad%b5lae

n
",

"Topic":[]

rb5bal068901fe:

d20cbc645c9a

afb8c64e9d20

4.3 EE K FHHelloWorld &%)

4.3.1 HelloWorld &%)

HelloWorld &AM ML, 98l get () flset (), AFRIVIEXE SN Ename . SAINEIT:

pragma solidity 70.4.24;

contract HelloWorld {
string name;

function HelloWorld() {

name = "Hello, World!";

function get () constant returns(string) {
return name;

function set (string n) {
name = n;

4.3. #BE K HAHelloWorld &4 21
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4.3.2 T2 HelloWorld &2

N R P RE AL, HelloWorldG AN E AR NE TEHI&F, AL TEH & HE Fsolidity/
contracts/HelloWorld.sol, &% NHEMSERERA

# TEEERIGRMA LTRSS FRE R R H] & £ 4
[group:1]> deploy HelloWorld
contract address:0xb3c223fc0bf6646959f254ac4ed4a77e355b50a344

4.3.3 i FHHelloWorld &%)

# BEAFHRE
[group:1]> getBlockNumber
1

ﬁﬁﬁget&ﬂﬁjﬁﬁlname SE lfULE’]/\I/’jf@ﬁJZIEdeployf AR [ HB3E
[group.l]> call HelloWorld 0xb3c223fc0bf6646959f254acd4eda7e355b50a344 get
Hello, World!

# BELRRE, RSN, BN getBEONERIKARE
[group:1]> getBlockNumber
1

# P set1Z & name

[group:1]> call HelloWorld O0xb3c223fc0bf6646959f254acd4ed4a’7e355b50a344 set "Hello,
—FISCO BCOS"

0x21dca087cb3e44£44£f90882071ecb6ecfcb500361cad36a52d39900ea359d0895

# HIREELHIHE, REENFEREHR, KRS EER
[group:1]> getBlockNumber
2

# WH getHE A KM name® &, BERERTEM
[group.1}> call HelloWorld 0xb3c223fc0bf6646959f254ac4edale355b50a344 get
Hello, FISCO BCOS

# BHEHIG
[group:1]> quit

e
1. FREBEA L)L AT LUE T deployByCNSHT4, THTE?E%E%E"]/E}?’U#&ZK%, AT S %X
2. WHEYET callByCNSTi4Y, FHRAARSHEIX
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CHAPTER D

2

AT/ B FIFISCO BCOSHRIE L FIF Z DAppHIZE AR MM R AV O &« IR, FALRAE T
TV I LR E R TR AR R -

5.1 ML

XIRBER D MR H AR — T TR, AFR R KRB RS, Wi KA L
PATRRE N - RECENIEREARFRIRAE, AT AE .

5.1.1 XM 4

X REE (blockchain) RZELFFM 2 EREM— S, EF A XTI INC CHEEEES
AblockchainfJHE&:, T2 Phchain of block ik —FhHEIELEM -

Chain of blocksZ i I X HIEIL MG (hash) EREXA— SR BESN A AVEERALT 0. DXCERBEN R H
ZIWEARL XA S, HEFE X Pehain of blockBUIELET , TR — A AT E A AR AR ZR & BOR
QI -

X ERBERAE —MAEN S EEASE N, Sl BRI RIE RN, AR OhiE « XELLE BN AT B s bk
AEELET, SSIAIE A ERGER A - FRONGE A A0 . BORZEM £, XKIRBER M A2 5
DAREENE - REESCEIRSE - A AR . HREE . BRI . HRE . BREANESMERER
AR IR AR B AR AR T 2% -

XEREERARFAEREIRT LR T, A G 713k HINBE . SUIIRIR - (R E 3 IR 2470
KA ROR I RTE, B EEORMEN B Z A AES, KREERORFI R AT
SEftE, FISCO BCOS[XIREEJR/ZF & X REEROREA b, LIERT 204 . 1EaE . "R . ZAE .
FEAAGRIT . SRR ESE T HIIAES, MLRESKEALE, FREHZ5 . FiEDE . To T HE

HEHTHHE -

LN

MAR A B, ATEEIKS - RHTKERE, FrRiclk. Xk BEEEDE . €2 51F
i, ZNSEHHEIFREFAILZE 0 KA B D2 msikR, DUEREEAXR, s
TERR, PRIEB S AL %4 . T XHREEE & SO A T AU ZIRA B — Mo 080K, 8

23
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WBER R XREGR LA« £ 77 HRNLH - BEESLY . FIREFES —RIIEORFFEIER, Arsesl—
B A BHETE - LUEHFLEMRHE TR .

KA BESHERNEFXR, 25, KF, HFRE-
X R

XL R JOFAD R RIRRSGH,  XREEAYEE— D XERFION“BIH R (genesis block) , JREEAERHIX
BRA<RERR, B RREER B, XA ST AR — XA hash(E 8, HhashBEIAHMA
DX R BB 2B OME— HORURTESL, TR A ARSI R BEIRSE Y, B J9“Blockchain™HI B [XIREE . 1§
TIRBRES ¥, SEE ERIER A AR E R, FLEMIAIE, R BEER— A KRB EE—
MR, M SEEANREERIE N ET, MMESPIRA SRS -

— D XREEABIRLE T KR AN KR, K& XREE, hash HIRBEZFS - IRERRE—
EEAGE, XKRERAS MR HEERIIRCEMHERNEER, RIEL IR, BADXRE
KNEHIAE, BEIIMSEHEERNR, —BAZKK, EIM~JLMT T ZH .

25

TN — B A ER RS RGPNERETE, HTHESY, WHAAED, P afMEaER,
DIEPRGE ", HATIMERR S, THMRAEUREWEIEA RS, BXE, THEIESE . AP iy
B S, HECHRRA 5%%, Z£2)8E (B3 sendRawTransactionS5 % 1) |, FHZE T
FIHIRYLHINEE, HUTH RS, S Hfe € FPIRESEdE, AR HITERIXRE,
REEIE — R BT, 25 RN EIA, AR SN E S T ESEM—EE -

WEE R DA RIE 2 E R HEI (receipt) F24&, TS — N HRFEXRE, HTRE LR
SPITERERKERWEERY . HAE . HFENgasESF o /7] LUERIZE Srhash e B Sy B, € ST
SR TERL, -

GBI HRN, B —F AT, T IREEE B8R, X7 @ iEskIr s 5
KL, ERABRclTIERA, 17 AREE SRIEIEROSEFAIREEEFRE, FASFERM
AFCRRE, ASSEUEIEE EAEE -

ik

AERAMK P EREOAT R X REER ST R, X P ARBREEN 7 - BREELIRIE— M -

FERAARDFAR AR XREE R, AP QR AFAAN, Lidhash B G 2] — P E— 9
nk A, XK, P FZAAHE B MR BRI A ERE B AN —E B X R
FEtgzS e, MRS AV EE A PR L0RdE, SRR IR 2 bRy <o Rk = -

MEREELAN, — MERSAWEIEE, EH LA T M-t ROV ENIKE, FREX
ANRIRELL  ZERICH - RIREEIRIRSG S . BREALNITE T, SlidX ik hn g — it
HIARE, ARIIRSEIR R T 2507 [m i FORS A8 B SRR, RIEB T 48 RR8IRE 5 A TR S
i, EH ALK BRPRSEIERS) - BRESLBHERN, EERFEH AR B IREM, FHE
BRI, — WA EEFRZE LR B PREEE -

AR

FISCO BCOS K H“MK AL /it BIBR T XERANAZ H RIS RSN, B2 E —RREE RS NBT
ERIIFFEZ R - BRES LTI R ERPIREEE, S IRWLHIEIA, SRR AL
e —2, FISEXMEREL, PrRIRR Oy it FORAs .

WREFEZ B RITEAE, (5 XHREE LA IRAF SRR RdE, BFEA R EEWREE, Eaead)
bR, RRESYIBITERFMERMAIEGE, BRES Y IUTE R & IRE IR — L5 E 2
528, NEIEIRIGYEHRERM T M -
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H— A, EPPRESEIETRE A A DR, BERNFSLalT, IWSEIEESFEEIK, IWRHE
AREBIRSS AR RER (Patricia Tree) , RASEIRHIMAE 20— K, RIE\EAFKIZRTFE,
AAPIRASEERA TR L, BRI AREIE CESE TR, D EERIRTRERR -

SR

AN HLR KR BEGUR AR O, TR, RIXREE - XERBEE N — D AURGE, AT LLEANFE R
REFRZE5TE . KFEIEZSPITERE, HEIARLITRELER . EXEREEE - EAMEENS
SEEREERR, FRE-ZME, FEENERERE, TSR SERERE, Fragr s
Gbr AR -

E=

T

TR T XIRBE RGP R RENE, A XEREE R L% B pOTH BL, AT AR — i q e RS 53| [XR
BERGM GRS - PHIZE - BERRIE, BEMRFEXER . 225 . IREFEIE, HFxE iRt s
SEPEAIEAE ERAE O o TR AIPRRR I ARSI, A — B ME—INodelD, LLRIEELEM 45 L AME
—

RIS RO S 5REMBROFR, AT AR A WET R BTSSR, WATA25
SRR, HONDKEITEXR - HOVRIEE RIE R R LSEAILIRERE . WET R AS 5k
W, FEPEEE, TR RT, ATLMMOSEIR RS B IR MEARSS - B A RFED XL U DRI S
FRESEGE, R — IR ) B R BRI (AL -

dIT o

N

LR

\|

FARBIETR AR R L %L R RE -
1 EHAERBD RGP EF LA T, Hovleader ZE —IGENK -
2. ZH5ERMAAATENAARENNEE, ATZREEBIEE, RYLeader’s HHIICHK -
3. EEEIRER S —EEME, RIEFTHE 2538 KRS RAGE — 20, TR .

[X R B8 AT LR SR YRR A BEE B TA/EEIER  (Proof of Work) &R iERH  (Proof of Stake) |
FHFEAGRUERA  (Delegated Proof of Stake) , LAJZHR&E % H 098 FPEFE 5 24 55 3 IHPBFT  (Practical
Byzantine Fault Tolerance) , Raft5, Foh—SegqivE iR LB H 2 RBENLECR A g F0 F iR JLA3E4R
FIEHITENA S, DEGEZ 2 RERELUMEREFNHIAR ) 3 -

FISCO BCOSH: RS R AL & T, PR f R B, YHTEEPBFTHIRaft, 580K & HrsL
ST RHUAE, R R AR .

it
o

AEES)

BRE A AT 19954 HINick Szabo & R H, T8 LIKLFHUE LIIRE B ahBUT R a4y, Hr st
BWESNLARIT RN, RAyRESS5HEME, BHEaV@LIINRR LSS, e e
BT, HERARERAIA -

FISCO BCOS;jz FI& R/ A AU T B =B - MNE UMM ERCH, (BT AT 2 REE - 22
1REE S DUPREES -

BREBLIM A ar A ET, 1A N B B AT TR SR L PR

TERANGRFERRK, #ATEEGARBENES, HiF, Bxli. ST LESTE
fsolidity,C++,java,go.javascriptrust®s , 15 5 FIEFRIEF & BAWLER M E - £a2EgllE, K
FAEREFRS L MEIGE L, St REERING, GAEROMREEERNZ S -
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HEAFEEFANS, BELLTFLBEENPIR, LAPRGY, FRSANSE - DHitatm
WAL REE], HAREREIA G BRE 2T (H & 2B O U7 R] H A& 29 BLARTERIEL
¥, BRI BT R R T O H SRR IR R A AR R, RESER RO BT T
NELIRFEIRR R 20, FEIRFS LM, A LSS EsEE, milkSsHEEAS RN
AR;, HAT AL BT R A )RR S 2 RIS

WP IHENHANEREERSONITERYE, RRRFHEREER TR, Za LM F HHEHEA -
BREA LRI

NIRRT RS, KREAGUAF A HIE - T PUTITEYUCE R GIRSAITSS, SO
NEWIER . SUIRETEER, RoFERRE, LEAMBL RSB EIXRERT L, HELS
HLHEd e, REGaN0R— M- IERRE SN RIS, SEMSNEEA 1SR
Ja . EAPLHITER NG A FE R MBI NT, HFRbiTER.

a2 et . FSMM—-SERXRERSG R, BUNNEFDERE, FBESLIFELE . RS
B - SR SCPE RS MRERRESEUNAE AR, BT LURPUERRBEAR A, DRIEEARR T A
ER—=NIE SR — & LRI TR SR — B, ST R T2 .

LRTTAT R SALLE A FEEVM, 2 HDocker, WebAssemblyZs, FISCO BCOS i SR B 5% FH
Bt BEETHZREX T ZVGRAIEVM, &SRR L R -

KR 5E&

B RALFIE R 52 & BT BALAOUS 2 S &, BBee R R Z AR B R (1912~1954) 2 H 19 —Fhah
SITREA, S REIXREESUN, IR LSCRAAINT - BhiL - 1830 . U1 Za R, IR MR
RENEIY . TP - EMEREERLIERE S, EEF —Erm A S ENMMR - IRE - 0%, X
BEARESCRFE 2R ML S B A 2 a8 R T, 5 A SRR ER R B AT T X 5 -

20144 f5 B X R 2 THRF R R BRI RER YN, FIEXHB A BEH s wIEN:, 7EX SRk
BRE R ARE (N 3aR, MLIEDRL, FLHEMISE, ZeMS) Eitb, B IS EE — gl %%
AN SHEY, ZEFEEEY) (The Ricardian Contract) , 7] LUFEFHE L&) SEH -

EARPITIE T AL B E LRI, RIAIRTAZ 72 5 2 e R R AR [A] 2 A R R B A\ R, R 45 AR
7, B B —T, —PaNEEMEE, EPOARNES TS LB IIT, mRITE42
DTEBRIEER, BUERE TRESFER BN RABTIR - P DUSALIRN R A 2 X SR A B 1 R SE it
BR AR — D EEREA -

5.1.2 BB &7

Pk BOE R XIRBER R A HE, BXRERE, AVEBE. ANEREETE NACA] LIBER a2 5 52 2
EAZS5NEE ARSI EE W MWD ERAN) e, AEREEEAEE K8
BEEH RIE L D EMIA— @RI, BUEN T SRR, S EIHRENEE, 1 ABKEEEERAL
A RERE, — B0 S Al &IR - IEROVEHEANLE], T AR BEHE t3f 5 g o v T -
FIONBRRRBEMNAREE - A - 28 - XHENTHRAMS HEE, 7E5E EARIER LAPIR T E R,
R T — R IPBFTSS 2T £ 77 Z R RIE IR FE A FRNLE], AR HAPOWIZT A= BERENLH], FIZEHL
TRARNS I, RSN - HHE—BERBEEN - A FIZ 87 AR AT LUt T Rigpfie -
BREBEAE AR KRBEEOR LSRR, BE S IEREA R ZORE, MARE - SMRBUIRILS R, W
SRl FE S DUCREMSEAREF R AL S5 - BREBEARRLE, MR T k58 R E LS5 0, i
[ R AT MVl A FRR R T 1)

PEfE
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PERETETR

Bt R R TEE BEFE R B LAY TPS (Transaction Per Second) , B R EFPEEAL TR FFHIAFIAL 5
B, TPSHE, ThEREMS o XHEEATURITERRFEPRER T TPSZAb, B TIARTIE, MG R/ NE

BRI SER TR 5 50 AR B KR BE 28 )5, 50 BE - B MIRE—RIIREE . SIBRIART B F RS
B, A0 LR RS — D XRFE100 8, R AMAMRIIAT Zo N X, Bl—4/Nif - SRAPBFTHRIAR
W, ATMER AR, — BB B RATEN, HiEa e lsHR.

W L& AR 7 ORI — € OTPSHIBRIAR SRR T, BESCRF £ D HRT G it fA] TAE - b —BoA R
HMIPBFTIGRBNAMN R SE, T RMBAEENAL, A e SETPS N, FAREEn. Bk H
T BENLECR RS R C KA R RN, 7T DABGEX A R -

HREMEAL

PERERIIEALE P T7 1,16 L5 /E  (Scale up) FISFATH /& (Scale out) - il EFRIRAER PR A BEIREAL
P RCE, WAGRAGHEGES), IR EAUERRE, RO RS . AT BiE R 5
EE RIFRIATY g, TRCRHS A - 2 RETFURBARBIAF « WSSTRAALHE, H25E SN
MEEBER, MEEAREE ZHIEK -

PERETEPRAIBIE ARG, BEPFECEINCPU - INTF - FRRERURS - SR SRR UIMHSC, HREETPSHIHEN,
NEFEERNET RN, FEEEHRE -

Zatk

ZRVERNMRERRTES, THEMEENHRAMG ELZ T 25X IERS . ERGZEE, HERITEM
BUL - AGBIE - BORBINAMIRE R, AL S5 2 10 7 B TR R - B ER . RS ENEE
RCH BT 0K~ FEALHIR 5 5 (W] -

G RESEREAROER, FEFLZSENDTRR, REZZEE, 2EMZ20T, e
BRI, R 2T HRESE, WFES5ENT LR, RERMZ4E .

HEADLH

HEANLFIFRETC I ZIIE RN NHEFIIMABEZ BT, FEB LS HHAR - BRAME, BURATEAR
W, FREEHETREEZE, AR EEHRTIE, RERET S FEET A
2, NS FEMHIAR DI AT AT SV ARH - NSRS, YU A ARKEEHEEICE
BE R AT REAE BARSS B, B ER— U017 AT LUEMIZINLAFIA .

R F2

B BE AN PR R AS[F] N G35 & FBURR A FIEGR 1L 5 i H], 4l m] LB S A48 E - 249N
AR VER . XBREIERE - RESEOH MBI TS BESAERBIR, RIELSFTFE, @a]InA
B 2 A PRI 1 A

WRSE D BLA A BT, Rl A A AT A A R PR 15 A3 #] (Role-Based Access Control) i, —~
SERIT R A NZEEHE, RHRIEN, NHAAE, sHEME, WEH, B TMAEIE] L
RIETREADZER, TEOENRESRERES:, fLURESSFEFITELALT, AL S%E
A ERRRE AT .

REAL LRI

ET XREEIE AL S5 R BRE S 5 5 H0 AL AR REE, DIERRAEAIGE, 2RI LER
B, PUMAE B OB EE 2, BB E R D ABERREFA R BIES T, DA AR
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AITFsR A H 23858 - anfirxr 32 BRI R TR, DU ER Ra B R MIREA, & —
RE A -

BRAACRITE SC DN E B, BORAEME RGTT RV SH, BE R/ MR, BURFEIRAEN, R
HOMSCER - frhE - A S KR - MBR - ME 24 am AR EHE, @ 0 FEEMNSUEEBE, ER
Bl S REREME, SINBEZARIMETT, NELEPHEFRITHTER.

FEBORE, ATLCRFIEAEGE, bS50 B 58 R S R B 5 7 SNl EdE 0 26 ], [FIRHAT LS|
ﬁ@ﬁﬁ%wiﬂﬁﬁﬁ\ﬁé%ﬁﬁﬁxﬁﬁz\ﬁﬁz\gﬁz%,Nﬁ%ﬁﬁ%ﬁﬁﬁm%ﬁ

Yy 2R

XM EZH TR R AU, YRR A RE M B )R T B, YE R R A e EA
ENZ5EEMSBERLE, AZS5HEHENS5EEMS LA GEERE, AKHRmEHE— 15T
A -

R 5 (RSB ABIR BT, 554 T BLBICEIAN F E 6005008, (MBS - BUR Bl anas
ERRTE B I 5 % A IR - (RSB HAMNEIE, FrasI i RIRS R s # AR
P T8 5 I T RE RS

KR R UM RO BE, W1 LUR AW BRSO SR, MRVE A gl A ) T e - AE D A RRACR TR 2L
FFAE R OBUR |, o B SRS AT R AR 0 B R 8 R B R AN [ R

YR
B L 3

SR HEEW R Z 2 5T A TIE, BUIHLH, ZaizE, WEHITE—-RINMRE, ZORHEA
Z5HHTHAN, TIEREE, W RIT 2 hadEd R, DURREWSHEEEM, Wafhe ettt
Q%ﬁ@%?%%ﬁ%ﬁ&%ﬁﬁoﬁﬁﬁﬁ@,%%ﬂ%ﬁ%%ﬂ%ﬂﬁﬁ%%%ﬁﬁ&ﬁﬁ#ﬁ@
7o

— M ERREER S BRI R XS 5 R HERRER R &, LRI, RIS RF IR
ELAMARMPEES, MELEYATTA, FENMS52EEHE, RS 5XHTha%, X
AR S LSS E BN RGEUE, ZRSMBEEVI ] EE —EE AR, ks M.
NRBATHEARE, HAEHHRSHRN, RIEFLAEHRE, @t T mEaEa LN, 21T
NSRlE, ik EE, WSHEE, ERIETRGIREE, ZRSNTRDRE T RS-

R SSEIREIHIRRER L, &5 5 HREMMAT S0 S XESE, A% 5 . 8RR
e, WRREERTEERCR, (IS5 0IFT, RG2S e R T IRE -

REFRE

FE— P XREE RGN REUP IR GG IRIE M BTIREAEARSS A - %% . NFF - BEETPAESE, dEITERsE
Ao B GRS ERIE RS . Thl M 48m DRI RS - A SR« 7B (A BCss, R REE — it
HIPLBAT I ELE MRS T, R HETXIRERRNIE, AFEIMREE . 2RSSR E,
HEECES, #FZ A EREE, EFTAMARE . wmOLI . HRS5HIIRSE, BrmilT
THREE, 6O#FEHR S SDKF, X MEIRAEFFLAT, MAFERMATANEESE, RESH N
PEASE - A - BCERIESS, SEENIREZR . BBNRE, AT BRI -

QAfARE LA PRI AN N, (EA AN SRR G, PRE, AR5 e, BIRAAR, FEMUT
JUAEEATEE: EHIE, WWELBREEFG, FRRRIERS . KBESIR . ST BAEMEA
B AR SRR AR (R L, XSTRANMSE, ER-Far M, KiEs . J NRiTHERk
55, dockerSs 75 FUAR AT LA B A X RERIPRIEIL T 5

WG, WEEREMIAEA, MAKREVIERNE . BCEMARRRE, RUERENE, H3hHERNT
B, EEEREATEREEZAY, WARRJUPRENTLEITEMRIT /R . L8 iTiosk .
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FISCO BCOSHE# B ALME A& Ui R0, Rt T —uREnyan 17, BT 48 PR sE @ T & i Ef
i, REAWHIER TR, mRZVMKSHENS R, RIFOETEN . MAESLECE, FHMAX
WRES, ETFE b2 [AIPhE TR . Sl PREsR BRI, 0 & 15 X HREE R (R 4E R 2 JL o B
B/ N LU -

HaminsE

XEREESRVIRUR 2 ZI0E, [ RICRALEM, & WA S NOIER DK, PrE iR # & RIF AP E
MZ5THAE BT EZN) |, SENESRERERIK, FERK, THEEAREBERSGRE,
E—ENRZE, —BOFEETRELTERNESE, MERFHENARRE, S raEtaett, £
BRI AR, ATREME IR LRI MR A XS, BT DR EAE R IA BT AT 50 -
HRIaEEZRILD RN JENER, PR, ofsfrtE . mmEEREgayfo-

X B BGRI AR AVEEE, R SHRSEREANE—EY, a1 ERHEEATES 5%
L EANTNE, (HRORAEN AT LA suT BB ABR AR B, 2 B FT B P IERRE SR LU S5 R
f?@%%*,%t%ﬁ%ﬁ%&ﬁﬁ@%ﬁ,ﬁiﬁ%%&%ﬁ,ﬁﬁéﬁ%rﬂﬂuﬁﬁﬁﬁ%%
R .

KRR FFS RALSS, AP RE S FIFFIER RS, T LER AFERHE RS, 2B FERE
DX, BMEHSXEMILKFEERE, JURE—EFEMEHE, HEIREN LR, NESEEL %
TREINHTI TS - 2 KERIBOT ERE B RARDL, RS LA SIS .

ERBIRHBIRAFTT &, BIRMERNA, PR EIRIF IS, T T RiEEIERL

%5

BYE IR

(X SRS RN TREAIEATIBH LA AV RS — B0, R TS S PE fE R A ERRUE AR
SR N GATR TR, AT GEFE 0 TR SRR LA B [ B R TI R . B
B A, TGS R LUR R

SEUE BB MR E 2SR R, B SRR - SR . BEETAE .
EHWENR, HRS5ELSLHT, ORRERERLARSZ2RASHOE PR, L5
3

FOSETTRT, A KRG A RE TR U, X R MRR A TP, 4 Il
R AR, (T IRAEIORRS, MR

WS RO T TIPSR R WICPU AT B« FRGEP 7 o7 BRI « REARIONTAL 4 E BRI S -
(X HREE R GEM LRI BT - 20 5 BRI B, 60097 A B %

e 1 W A T AT VA 3 VR PR B VR P A %

WRE AR AT LU F R O TR, TR EIE M R TR, SR LR
BENRMBEH ISR . S8 ARKEEEE, RABBERENIETE, BFRSEL . BHE
B RS A

W
B [CRBEBORL S T SRR, FEERBERAT 6 LIRICORIE N6, BAKHEER

Gl B TARRIEM A SAT AR Z 5, BOnPEEe - JEIRE ST SRR 5 B if -

FTTHRE T ZE A T & XERBE R H T N - SRR EME MBS IR, FELUFHAHARTE,
P &Mk 55 T I B4 T AR A TS B B AT B
WEET O SEABIXRERG R, i@t & OMXRERGIEITRE, WEEARLHE

WEERHITHIT 0T, IREERRINLSHE, RIMSRF, Llm XL B & R ERIRMES, X
W~ Z5AN . PSR, S gERE .

5.1. RBEH& 29



FISCO BCOS Documentation, & i v2.0.0

FISCO BCOSTE M AN R%IT, Thiekn, it TEZ FmE BE S IT#T 735 .

5.2 FEEE— X EREEN H

ARER 2 — P ETFISCO BCOSKXREE M F MG FIF 2 2l e, NkSZHFofr, a0
BOTSEEL, RGBS G0 LU TR B B XREE, fJa /rdh— 1 N AR ESEEE, s i T5 it
I Web3SDK SEHG X HREE L& 2\ Wi FH 7 ] -

AR R A P AELinux B EEAE, B & JavalT X FIEARAE, BEW( HGradle TR, #&Solidity i
o B IHRE, RS TEEILIRAZ:

- AR — L S R ELE A A TR IA

. WnfT R Solidity & 2 F7 1L A Tavads

. QAT E Web3SDK

. AR, FR SR AIWeb3SDKE| N A T2

. QnfRTiE S Web3SDKHFH A2 0, T fi#Web3SDKI FH & 2342 1 1) 34
AR SARMURGI R S BT B YRS, P AT DAZE Rl B PRSI & B ORI -

A WO =

9

HE: IFSH 200 U SERFISCO BCOS X IREE A AN G B0 N LIE, AZREF R EEOAEZ
SRS R AEASE AT -

5.2.1 1 R REK
XEBERREERIE, THEMSEE, Xus g LA S Z SRS, A 082 Mt—4
IS BB P BT &R, H RS R IR

o BEWSTEIX Bt L FEAT V7 1A

o REMSSTHURIRI & ek

o T LAE K P VR S

5.2.2 A% 552

FEXEREE TR AR, 58 kssTmR, BEAFEBITHNNMERSY, TEaLIHEE R
&, TEUCEA ERE R RE S LN AN O, KRR A MR ORI .

e Fanigan
FISCO BCOS#R & 2 CRUDE [ &1, Al LLUEN GA6IEER, FXT O p R #1738 = R 4E .
FIXT AR AR E I — MR T B Rt _asset, MERFEUT:

o account: =5, B (stringZi7Y)

* asset_value: 557 &M (uint2563E7Y)

Hraccountg F 8, Bl#E(Et_asset RN FTERARNTFE, XHBEEREZ TR FEERERF TR AC
Ko t_assetFRFIAT:
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BT
W SBOT B, TR EM, &Ik, TiRThEE, MRIhEERE oW T:

// BB EH

function select (string account) public constant returns (int256, uint256)

// B

function register(string account, uint256 amount) public returns (int256)

/) B

function transfer(string from_asset_account, string to_asset_account, uint256
—amount) public returns (int256)

SEEEYRRY

pragma solidity 70.4.24;
import "./Table.sol";

contract Asset {
// event
event RegisterEvent (int256 ret, string account, uint256 asset_value);
event TransferEvent (int256 ret, string from_account, string to_account,
—uint256 amount) ;

constructor () public {
// PREREP O e _assetik

createTable () ;

function createTable () private {
TableFactory tf = TableFactory (0x1001);
// WEHR, key : account, field : asset_value

/71 BERE (R / B /
F A it [————— e /
// account / asset_value /
A e [————— /
//

// Al

tf.createTable ("t_asset", "account", "asset_value");

function openTable () private returns(Table) {
TableFactory tf = TableFactory (0x1001);
Table table = tf.openTable("t_asset");
return table;

/%
iR ARIEE K P R R A
ZH
account : HNKF
R )
A —: BRE0, MKPAFFAERE -1
SR FASENONER, B e
*/
function select (string account) public constant returns (int256, uint256) {
/7 AT
Table table = openTable();
// Hif

Entries entries = table.select (account, table.newCondition());
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uint256 asset_value = 0;
if (0 == uint256(entries.size())) {
return (-1, asset_value);
} else {
Entry entry = entries.get (0);
return (0, uint256 (entry.getlInt ("asset_value")));

/ *
R . B
ZH
account : ﬁﬁﬁﬂ%F
amount : %Fﬁ{gﬁ
IRENE:
0 BEPEMED)
-1 B O
-2 HAthgEiR
*/

function register (string account, uint256 asset_value) public returns (int256) {

int256 ret_code = 0;
int256 ret= 0;

uint256 temp_asset_value = 0;

// B R AT

(ret, temp_asset_value) = select (account);
if(ret '= 0) {

Table table = openTable();

Entry entry = table.newEntry();
entry.set ("account", account);
entry.set ("asset_value", int256(asset_value));

// A
int count = table.insert (account, entry);
if (count == 1) {
// R
ret_code = 0;
} else {
/7 R TEAPREGE HoEE R
ret_code = -2;
}
} else {
// WP EFE
ret_code = -1;

emit RegisterEvent (ret_code, account, asset_value);

return ret_code;

/%

R . B
from_account : E%i%?ﬁEMKFJ
to_account : j%q %ﬁﬁmﬁFj
amount : ??74%%@\

IR[EIE:

0 BEER AL

-1 BRBIR P A
-2 BB IR AN
-3 R E

-4 B

-5 HABEHR

32
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*/

function transfer (string from_account,

—public returns (int256) {
// BRI E R
int ret_code = 0;
int256 ret = 0;
uint256 from_asset_value
uint256 to_asset_value =

/) BRI R 2

(ret, from_asset_value) =
if(ret !'= 0) {
ret_code = -1;

// BRI AL

emit TransferEvent (ret_code,

return ret_code;

}

/) BRI RB AL ?

(ret, to_asset_value) =
if(ret !'= 0) {
ret_code = -2;

/7 BRI A

emit TransferEvent (ret_code,

return ret_code;

string to_account,

= 0;
0;

select (from_account) ;

from_account,

select (to_account);

from_account,

if (from_asset_value < amount) {

ret_code = -3;

// BRSBTS EUR

emit TransferEvent (ret_code,

return ret_code;

from_account,

if (to_asset_value + amount < to_asset_value) {

ret_code = —-4;
/7 WO A H

emit TransferEvent (ret_code,

return ret_code;

Table table = openTable()
Entry entry0 =
entry0O.set ("account",
entry0.set ("asset_value",
// BTN
int count =
if (count != 1) {
ret_code = -5;

table.update (from_account,

from_account,

’

table.newEntry () ;
from_account) ;

int256 (from_asset_value -

entry0,

/7 KW TAURSE HAL R »

emit TransferEvent (ret_code,

return ret_code;

Entry entryl =
entryl.set ("account",
entryl.set ("asset_value",
// BT

table.update (to_account,

emit TransferEvent (ret_code,

from_account,

table.newEntry () ;
to_

account) ;

to_account,

to_account,

to_account,

to_account,

to_account,

uint256 amount)

amount) ;

amount) ;

amount) ;

amount) ;

amount) ) ;

table.newCondition());

amount) ;

int256 (to_asset_value + amount));

entryl, table.newCondition())

from_account, to_account,

’

amount) ;

5.2. WEE—MXRENH
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return ret_code;

}

#: Asset.sol BAINISEMFEZES| AFISCO BCOSTMR— T AR AN HE O N Table.sol , AL
A A3 93 O HFISCO BCOSEZ ST - 2155 & 477 2/ ECRUDHE O, 3975 C g | S A
A . Table.sol BAVEHE O 2% X H .

5.2.3 S YwiF
=N, BATRIB AL S TR KK T 58 Asset . sol RSO, 4H T 528 LH, (HEJavatE 570
EEZFHSolidity 549, T&ZE5E R Solidity A 25 XA 41%E hJava ST -

BEHEEMETRIELER, ¥ asset.sol BN HFFHF M Econsole/contracts/solidity B .
F|FHconsole B3 N HMHEAso12 java . shil AR FITHRIFE, BIEW .

# P3| risco/console/H ¥

S cd ~/flsco/console/

# HIFEEY, FHIEE— 1 gavalflBASE, 7 MRS H BIZE € B4
$

./sol2java.sh org.fisco.bcos.asset.contract

BTN Z G, ¥ & fEconsole/contracts/sdk HRAEMjava~ abifllbin X, WTFHR-

|-— abi # HERMabi R, Fillsolidity A gFERFIabi XXIF

| | -—— Asset.abi

| | -— Table.abi

|-— bin # EWAIbinBE, HFilsolidityBNmMIEEMAIbIn 1

| | -—— Asset.bin

| |-— Table.bin

|-— contracts # ﬁﬁisolldlty/\ﬁ{rﬁ%yﬁ B BEmIE NI ENZEHR T
| |-— Asset.sol # HEIHFEMAsset.sol B, KifiTable. sol

| |-— Table.sol # BRINEMEAIRYGICRUDE LD

|-— Java # HFHURIEREZE N Javas

| |-— org

| |-—fisco

| | --bcos

| |-—asset

| | -—contract
| |-—Asset.java # Asset.solBNAEM Java 1
| |--Table.java # Table.sol &HER Tava X i
|-— sol2java.sh

javaH & F 4 A Torg/fisco/bcos/asset/contract/f M2 H X, %Z H X T & &Asset.
javafliTable. javaMi XM, EFasset. javalavab AV Hasset. SOl/\Q/j“rrﬁEE,]jCﬁ:

Asset.javafFEEHEO:

package org.fisco.bcos.asset.contract;

public class Asset extends Contract {

// Asset.sol&? transferfZOAER

public RemoteCall<TransactionReceipt> transfer (String from_account, String to_
—account, BigInteger amount) ;

// Asset.sol&? registerfZEOAER

public RemoteCall<TransactionReceipt> register (String account, BigInteger
—asset_value) ;

// Asset.solB?) select¥EER

public RemoteCall<Tuple2<BigInteger, BigInteger>> select (String account);

// Miasset &ML, Filasset %
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public static Asset load(String contractAddress, Web3j web3j, Credentials,
—credentials, ContractGasProvider contractGasProvider) ;

// HEAssert.solB?, Hfiasset %

public static RemoteCall<Asset> deploy (Web3j web3j, Credentials credentials,
—ContractGasProvider contractGasProvider);
}

H A load 5 deploy B EUH THI i Assett 5, FoAHE 1 5331 FH SR OGS B solidity & 293 H . 4R A
ETXEZHNE-

5.2.4 SDKALE

TR T —Mava TEI B ML HH, &K BUava TEDH :

# K gava TR H L4956
$ cd ~
$ curl -LO https://github.com/FISCO-BCOS/LargeFiles/raw/master/tools/asset-app.
—~tar.gz
# fRESR gaval B Hasset ~app H ¥
$ tar -zxf asset-app.tar.gz

asset-app i H ) H R E5M 0

|-— build.gradle // gradleBtE 4
|-— gradle
| | -—— wrapper
|-- gradle-wrapper.jar // HAT FEcradle I LIl
|-- gradle-wrapper.properties // wrapperfTfFfHMEEFE, HilgradleFIRA%EREE
—— gradlew // LinuxB{#&Unix NHTH Twrapperm&Hishel 1A
—-- gradlew.bat // Windows NHTHUTwrapperfid AL FEHIA
-— src
|-— main
| |-— Jjava
| |-— org
| |-— fisco
| | —— bcos
| |-— asset
| |-— client // WEEFImMAHZE
| | -— AssetClient.java
| |-— contract // M EJavaB#IE
| |-— Asset.java
|—— test
|-— resources // AU
|-- applicationContext.xml // HWiHECEXH
|-— contract.properties // FAEFEGLIMINEAI
|-— log4ij.properties // H&BELE
|-— contract //fFlsolidityNXH
| -— Asset.sol
|-— Table.sol

|-— asset_run.sh // WH@BfTHIA

T H 5] AWeb3SDK

T H build.gradle {4 © 5| AWeb3SDK, RNEMBH - EEI AT ENBWT:
* Web3SDK5| A T ARG Hsolidity i as fH KjarE, b fEbuild. gradle UHFFFER N LA HY

DY SenE e
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repositories {
maven {
url "http: //maven.aliyun.com/nexus/content/groups/public/"
}
maven { url "https: //dl.bintray.com/ethereum/maven/" }
mavenCentral ()

* 5] AWeb3SDK jarfs

compile ('org.fisco-bcos: web3sdk: 2.0.4")

MEHSEEH

o XEREET RIEPERE
P8 UL IRBET 5500 R SDKIE S

# HAN~HFE
# ¥ DU SR BRI E BB R H 5%
S cd ~

$ cp fisco/nodes/127.0.0.1/sdk/* asset-app/src/test/resources/

* applicationContext.xml

T E . W BN % B Mpc_listen_iph127.0.0.18% #0.0.0.0, channel_port20200,
|J_I\'JapplicationContext ol BN BN HRXBRET SEEENS, & EREBE KB
HapplicationContext.xml, EIESHESDKFEF Y-

5.2.5 WEH X

BATEENE T e 5 2R E 51 AU ELE Web3SDK, A7 /4B a0 5@ 13 Javafe F R H &4, [F
FE LRI B35 72 & PRUABH o asset-appUil H 426, S Rl R 52 8RS, H P IERFH, MAENMFZO
FassetClient X ITSSEH -

AssetClient.java: ISl Hasset. javaL AT A MWEEZE S WA, B1E/src/main/java/
org/fisco/bcos/asset/client, PRI LAV A IZEFHIT -

. WItRiL

WIRAACHS ) 3 ZLTh E N4 1% Web3j 5 Credentialsf G, 33X PR /X G2 7E BN B & 2 R0 SR H A2
K HIdeploy B load RO T 225 F -

// BM¥linitialize"HFITHIIARIL

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml") ;

Service service = context.getBean (Service.class);

service.run () ;

ChannelEthereumService channelEthereumService = new ChannelEthereumService () ;
channelEthereumService.setChannelService (service) ;

// WA web3 %%

Web3j web3j = Web3j.build(channelEthereumService, 1);

// WItet.credential sk%

Credentials credentials = Credentials.create (Keys.createEcKeyPair());

o ME LIRS

A LLE F deploy 8 load BT IR AL B AN 5, IE R RAR, BB EHATIREESY, JFEE
BACERREH H OIS LR -
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// HEEYN

Asset asset = Asset.deploy(web3]j, credentials, new StaticGasProvider (gasPrice,
—gasLimit)) .send();

// AL

Asset asset = Asset.load(contractAddress, web3]j, credentials, new_

—StaticGasProvider (gasPrice, gasLimit));

« R
FER-E LRI SR R O, AL PR [EIS55R «

// selectiZOH

Tuple2<BigInteger, BigInteger> result = asset.select (assetAccount) .send();

// registerf®HEH

TransactionReceipt receipt = asset.register (assetAccount, amount) .send();

// transferf[

TransactionReceipt receipt = asset.transfer (fromAssetAccount, toAssetAccount,

—amount) .send () ;

5.2.6 i&fT
AT D E A B X BT & P TR F AT TR SE TN T Ihhe, B FORAILLETWE , Wit
THRE R B IEH -

. Yii%

# VBT E B

$ cd ~/asset—-app
# GRiFEIH

$ ./gradlew build

BRI G, BETBRBE FESdist B . distBR FE —Passet_run.shffiA F{LTHHZ
1T o BAEFF IR ——RIEA SO IR E IR -

o HFBasset.solFH

# HEANdist HE

$ cd dist

$ bash asset_run.sh deploy

Deploy Asset succesfully, contract address is
—0xd09ad04220e40bb8666e885730c8c460091a4775

o M

$ bash asset_run.sh register Alice 100000

Register account succesfully => account: Alice, wvalue: 100000
$ bash asset_run.sh register Bob 100000

Register account su fully => account: Bob, value: 100000

- \IH

$ bash asset_run.sh query Alice
account Alice, wvalue 100000

$ bash asset_run.sh query Bob
account Bob, wvalue 100000

.« BUER

S bash asset_run.sh transfer Alice Bob 50000
Transfer successfully => from_account: Alice, to_account: Bob, amount: 50000
$ bash asset_run.sh query Alice

5.2. MEHE—MXIREERNH 37




FISCO BCOS Documentation, & i v2.0.0

account Alice, value 50000
$ bash asset_run.sh query Bob
account Bob, wvalue 150000

BEE. B, BIELS AT, 0% 7%, SDKECE 5SS AME T — T FISCO BCOSHE: M [X
BRBERIR -

5.3 TE L RFHIRM

AREFELEBHAMMATZHAMEIN G, f5FETHRITHE
o THRUWNFAIfFFbuild_chain.shflE LA X REEZHEA),
« [f#puild_chain.shBERZRAEXREEZEEHRELEH,
o WM EPNZXIREETT S, Il HEEE S HFHILURE,
o I ARE LA Sy, ol H EEERFAEHIURE,
o THERFHNT SEHE, GIETEAM - B,
o T RRITETIEREA -

HE:
* build_chain.shi& T & B AL E PORIEFEM A, AN SCREY 248 4E
o BRI SSEE, HEEMH s T E

5.3.1 ERHIMIHTEZA

B, ERAMIATNNFFATZHA M IATNE KRR A T T2 PRI R A 5
« BRI O R FEIRE T2 A, s 2 XN, EtEXIEE T AFRE,
BITA BN
s HITZH: XREFEITAHETEZ A, ATHTZ ARSI AT R, 8 R/ —ILs
O NCIEN

HH1 <>

24 127001 127.0.0.1
L node0 nodel

) & (> (
@ i
“ | |

#ac
& @ g
% &8y ‘—.
Iv

'Y/
127.0.0.1 127.0.0.1
node3 node2
JFirz4l

R Hifh
N D\ SRR M T R T 2 H X REE NG, AN B R ETTE
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5.3.2 4K

HFRBFISCO BCOS X HLBETT R, Fhdopenssl, curl@KEfiEs:, BEARaG4WT:

# CentOS
$ sudo yum install -y openssl curl

# Ubuntu
$ sudo apt install -y openssl curl

# Mac OS
$ brew install openssl curl

5.3.3 BT

ARF LM E EEPURAENL . M - =84H . \TRRERAMNAIN G, MRZREEH .
EIE X REEH M G0~

* agencyA: fE127. A EENT A, RN Tgroupl ~ group2 s group3;
A BT A, B Tgroupl;
OB A, BToroup2;

AEFENT A, BTgroup3.

* agencyB: E127.
* agencyC: F127.

o O O O
o O O O

* agencyD: F127.

HE:

« KIEMHZRT, ARUFE I T RHELER —GPLEE, EUORTE YLE8 08 £ E T A5
H. 2% WHLE

« BEMBHIN F, BOT SO0 Pagency AT R)E THrE#A, MER&E, BWAMEETH
REBLF HIPLES

. %7FI§H‘JL%§3‘§'%1’FH¢, R A U RIIPH SR SR 48 LRI BB R B, BB RE AR/ E AT —
X!

PR BT [X BREE T s AL B AR

build_chain.sh3TFFERIRTNS R XRBEFE, A (EFZ A R B ARF DXERBE Y S BCE Sk
HEE
o QIEERIEE R

mkdir -p ~/fisco && cd ~/fisco

o 3XH{build_chain.shfiIZx

curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/ curl -s_
—https://api.github.com/repos/FISCO-BCOS/FISCO-BCOS/releases | grep "\"v2\.[0-9]\.
—[0-9]J\"" | sort -u | tail -n 1 | cut -d \" -f 4 /build_chain.sh && chmod u+x_,
—~build_chain.sh

T X B R GTRCE S

# ERIX R E M ip 1ist
$ cat > ipconf << EOF
127.0.0.1:2 agencyA 1,2,3
127.0.0.1:2 agencyB 1
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127.0.0.1:2 agencyC 2
127.0.0.1:2 agencyD 3

EOF

# BEREip 1istINE

$ cat ipconf

# A PRI SE B FRI T & 3L

# ip:num: YENLIPLU YN AT S EH
# agency_name: NUFZR

# group list: TRITBIASIE, HRFAHLLES S
127.0.0.1:2 agencyA 1,2,3

127.0.0.1:2 agencyB 1
127.0.0.1:2 agencyC 2
127.0.0.1:2 agencyD 3

% Fbuild_chainfifl A+ 3 2 & [X HL8E 77 5 BB SR
build_chain®EZSEUAES X H .

# RIBALE A RER XS FEAIEILAREI30300~30301, 20200~20201, 8545~854 6% %A # 5 H
$ bash build_chain.sh -f ipconf -p 30300,20200,8545
Generating CA key...

Generating keys

Processing IP:127.0.0.1 Total:2 Agency:agencyA Groups:1,2,3
Processing IP:127.0.0.1 Total:2 Agency:agencyB Groups:1
Processing IP:127.0.0.1 Total:2 Agency:agencyC Groups:2
Processing IP:127.0.0.1 Total:2 Agency:agencyD Groups:3

...... BeabE I A L ...

[INFO] FISCO-BCOS Path : ./bin/fisco-bcos

[INFO] IP List File : ipconf

[INFO] Start Port : 30300 20200 8545

[INFO] Server IP : 127.0.0.1:2 127.0.0.1:2 127.0.0.1:2 127.0.0.1:2
[INFO] State Type : storage

[INFO] RPC listen IP : 127.0.0.1

[INFO] Output Dir : /home/ubuntulé/fisco/nodes

[INFO] CA Key Path : /home/ubuntul6/fisco/nodes/cert/ca.key

[INFO] All completed. Files in /home/ubuntul6/fisco/nodes

# AT R SCHETR

|-— group.3.ini
|-— node.crt
| —— node.key
| ‘—— node.nodeid # LKA Node IDIEE
|-— config.ini #779 S L E S
|-— start.sh #7820
'—— stop.sh #7 mfE E AR
—— nodel
|-— conf

nodes
|-— 127.0.0.1
| | -—— fisco-bcos
| —— nodeO0
| |-— conf #TAHEHZ
| |-— ca.crt
| |-— group.l.genesis
| |-— group.l.ini
\ |-— group.2.genesis
| |-— group.2.ini
\ |-— group.3.genesis
\
\
\
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HEMR: EERRIXIREET BT ANFEY L, 2R REETT 78 VLRI R IR

I=1iREN=Y
TERE M start_all. shfflstop_all.shflIARB AT S -

# AT HHEE
$ cd ~/fisco/nodes/127.0.0.1

# FBEhT A
S bash start_all.sh

# BET AR

$ ps aux | grep fisco-bcos

ubuntulé6 301 0.8 0.0 986644 7452 pts/0 sl 15:21 0:00 /home/
—ubuntulé6/fisco/nodes/127.0.0.1/node5/../fisco-bcos -c config.ini

ubuntulé6 306 0.9 0.0 986644 6928 pts/0 Sl 15:21 0:00 /home/
—ubuntul6/fisco/nodes/127.0.0.1/node6/../fisco-bcos -c config.ini

ubuntulé 311 0.9 0.0 986644 7184 pts/0 S1 15:21 0:00 /home/
—ubuntulé6/fisco/nodes/127.0.0.1/node7/../fisco-bcos -c config.ini

ubuntulé6 131048 2.1 0.0 1429036 7452 pts/0 sl 15:21 0:00 /home/
—ubuntulé6/fisco/nodes/127.0.0.1/nodel/../fisco-bcos -c config.ini

ubuntulé6 131053 2.1 0.0 1429032 7180 pts/0 Sl 15:21 0:00 /home/
—ubuntul6/fisco/nodes/127.0.0.1/nodel/../fisco-bcos -c config.ini

ubuntulé 131058 0.8 0.0 986644 7928 pts/0 S1 15:21 0:00 /home/
—ubuntulé6/fisco/nodes/127.0.0.1/node2/../fisco-bcos -c config.ini

ubuntul6 131063 0.8 0.0 986644 7452 pts/0 Sl 15:21 0:00 /home/
—ubuntulé6/fisco/nodes/127.0.0.1/node3/../fisco-bcos -c config.ini

ubuntul6 131068 0.8 0.0 986644 7672 pts/0 Sl 15:21 0:00 /home/
—ubuntul6/fisco/nodes/127.0.0.1/noded/../fisco-bcos -c config.ini

BEBHLREA
NEX N, HEEMWNT S S H H++H &, K Fl F . noded- nodelld
Asf = Fgroupl - group2Hgroup3; node2- node3)® Fgroupl; noded- node5/H

TFgroup2; node6- node7/®d Tgroup3, F i Ftail -f nodex/log/+ | grep "++"& FH
BT HETIER -

HE:
TARIEFELRITH +++ HE, +++ HEFBES L
e g:: FEAHID
 blkNum: Leader™ i A2 AT IX B 5 B
tx: FIXRPEERZ 55 H;
* nodeIdx: AT HES;
* hash: FIRT G4 BT KRG -

# BEnode0 grouplZHIEHIIN (ctri+cREMHAIT)

$ tail -f nodeO/log/* | grep "g:l.x++"

info|2019-02-11 15:33:09.914042| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeldx=2,hash=72254a42....

# BFnode0 grouplitriLHILiH
$ tail -f nodeO/log/* | grep "g:2.x++"
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info|2019-02-11 15:33:31.021697| [g:2] [p:520] [CONSENSUS] [SEALER]++++++++Generating,
—seal on,blkNum=1,tx=0,nodeldx=3, hash=ef59cfl7...

# ... BEnodel, node2 T HBNTEHHRTIEFASHULEBIERE. ..

# BFnode3 grouplitil It

$ tail -f node3/log/*| grep "g:1l.x++"

info|2019-02-11 15:39:43.927167| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeIdx=3,hash=5e94bf63...

# BFnodes5 groupZ/@ET R

$ tail -f node5/log/* | grep "g:2.x++"

info|2019-02-11 15:39:42.922510| [g:2] [p:520] [CONSENSUS] [SEALER]++++++++Generating,
—seal on,blkNum=1,tx=0,nodelIdx=2,hash=b80a724d...

FEEHE
) & 18 13 Web3SDKEEHZFISCO BCOSTT &, SEINE R X BREEIRE « H B A GLNEINEE, sE TR
WERENGEER . BHERSTERANESHIXE .

HE: #BH &K TIava 8LL LA, Ubuntu 16.04 % 4t % Fopenjdk 8B 7] - CentOSIH % %% 0racle Java
8LA_ERRAS -

#A1% fiscoB 3
$ cd ~/fisco

# RBUEH &
$ bash <(curl -s https://raw.githubusercontent.com/FISCO-BCOS/console/master/tools/
—download_console.sh)

# AR GBRIEE R

$ cd console

# ¥ group2Ti SIEHEEH & HE H R
$ cp ~/fisco/nodes/127.0.0.1/sdk/» conf/

# KB nodeOHIchannel_listen_port
$ grep "channel_ listen_port" ~/fisco/nodes/127.0.0.1/node*/config.ini

/home/ubuntulé6/fisco/nodes/127.0.0.1/node0/config.ini: channel_listen_port=20200
/home/ubuntulé6/fisco/nodes/127.0.0.1/nodel/config.ini: channel_listen_port=20201
/home/ubuntulé6/fisco/nodes/127.0.0.1/node2/config.ini: channel_ listen port=20202
/home/ubuntul6/fisco/nodes/127.0.0.1/node3/config.ini: channel_listen_port=20203
/home/ubuntulé6/fisco/nodes/127.0.0.1/noded/config.ini: channel_listen_port=20204
/home/ubuntulé6/fisco/nodes/127.0.0.1/node5/config.ini: channel_ listen_port=20205
/home/ubuntulé6/fisco/nodes/127.0.0.1/node6/config.ini: channel_listen_port=20206
/home/ubuntulé6/fisco/nodes/127.0.0.1/node7/config.ini: channel_listen_port=20207

HE: RS GEET AR, EH G ERIT RS S BRI AT

Bl & ¥ | & Bt & X ffconf/applicationContext .xmlJEL B W T, & #l 5 Mnode0(127.0.0.
1:20200)5 AN ="groupH, HHIGEETIEESH X -

cat > ./conf/applicationContext.xml << EOF
<?xml version="1.0" encoding="UTF-8" ?>

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:p="http://

WWWaSbringframework . ora hema/p"

PEERGE oSS HeH
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xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://
—www.springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx—-2.5.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring—aop—-2.5.xsd">

<bean id="encryptType" class="org.fisco.bcos.web3j.crypto.EncryptType">
<constructor-arg value="0"/> <!-- 0:standard l:guomi —-->
</bean>

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.
—handler.GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20200</value>
</list>
</property>
</bean>
<bean id="group2" class="org.fisco.bcos.channel.handler.

—ChannelConnections">
<property name="groupId" value="2" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20200</value>
</list>
</property>
</bean>
<pbean id="group3" class="org.fisco.bcos.channel.handler.

—ChannelConnections">
<property name="groupId" value="3" />
<property name="connectionsStr">
<list>
<value>127.0.0.1:20200</value>
</list>
</property>
</bean>
</list>
</property>
</bean>

<bean id="channelService" class="org.fisco.bcos.channel.client.Service" |
—depends-on="groupChannelConnectionsConfig">
<property name="groupId" value="1" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>
</bean>
</beans>
EOF

R B H &

$ bash start.sh
# Hi N iAE ERBEB AT BNNERE conf/applicationContext . xml M1 S OB & JE & 1E
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Welcome to FISCO BCOS console(1.0.3)!
Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.

| | \/ \/ \/ \ | \ / \ / \ / o
IH;$$$$$$$\$$$$$I $SSS8S| $S$5SS| $558589\ | $SSSSS8| SSSSS8S1 $S88SS | $5988
fig_ I $S 1 SS__\$| $3 \$| $5 | $$ | S5/ $1 S8 ST S5 | $1 95\
I%:z \ I 55 \8$ \l $S [ $$ | $8 | $$ Sl Ss IS5 1 SS\$$
I(_’;$$$$ I 85 _\$5SS$s| 85 __| S5 | $S | $$8S8S51 85 | $S | $$_\$S5$SS
Igig 1SS NI S oSS/ 1 Ss_/ SS | SS_/ S ss_/ 1 sSs__/ S1 \_|
I%ii | $S \\S$ EEAL-E EEAL-E $9 | $$ SS\$S EEALTE EEAL-E
_\Ez \$55555 \$55558 \$55555 \$55558 \$555555  \$55558 \$55555 \$5555
[ FHH RS

EVECE TEHE, ATETES G RA AL -

HE: ZRAZRWT, BARKAHEEMIL, FEMEAZLHNESFEARRAXREEEN, N2
0 A A2 X B e

EHERELS
# ... [’ﬂgroupl?ﬁfé%. ..

$ [group:1]> deploy HelloWorld

contract address:0x8cl7cf£f316cl063ab6c89df875e96c9f0£f5b2£744

# BEgroupl RIRE, RN I RHERIER, TNEREgroup  Z2TIHIFIER
$ [group:1]> getBlockNumber

1

# ... lgroup2K 5. ..

# PIHE|group2

$ [group:1]> switch 2

Switched to group 2.

# Wgroup2&3L5, REIST MR RZALHERERT), BNERE group2 B IR IER
$ [group:2]> deploy HelloWorld

contract address:0x8cl7c£316cl1063ab6c89df875e96c9£f0£5b2£744

# TEgroup2 B THE, SRS IRAHIIES, BUERE group2& B HIHIER
$ [group:2]> getBlockNumber

1

# ... [Algroup3&X3Z 5. ..

# U E|group3

$ [group:2]> switch 3

Switched to group 3.

# [Mgroup3& 5, R G FRIAZL 5 EE I

$ [group:3]> deploy HelloWorld

contract address:0x8cl7cf316cl063ab6c89df875e96c9f0£f5b2£744

# ﬁ%groupﬁ%’lﬁﬁﬂ%%, HE ol 1R R R ?ﬂ'J%*@ﬁgroupS%?#ﬂHEﬁ
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$ [group:3]> getBlockNumber
1

# ... UHBEINEENHE s, BHEER Rgroupd NEAE, HiH YRR groupdlFE . ..
$ [group:3]> switch 4
Group 4 does not exist. The group list is [1, 2, 3].

# BHESIG

$ [group:3]> exit

BEHE
TRERE, 2%itiReport R, HERDFEE LT

HE:

TEEH—MFR, £FTH—%ReportH &, ReportH HEHFEFES LW T:
e g:: HEAHID
* num: HIREE;
s sealerIdx: HIHTI ARG
* hash: XHRIGH;
e next: M PRREE;
« tx: XREEHRHE
e nodeIdx: HHEIT ARSI

# AT HEE
$ cd ~/fisco/nodes/127.0.0.1

# BEgroupl HHVEN: HEXH4E

$ cat node0O/log/* |grep "g:1.xReport"

info|2019-02-11 16:08:45.077484| [g:1][p:264] [CONSENSUS] [PBFT]""""""""Report, num=1,
—sealerIdx=1,hash=9b5487a6...,next=2,tx=1,nodeIdx=2

# ﬁ@‘groupﬁ:’ﬂj&'%?ﬂ: BHErX =g

$ cat node0/log/* |grep "g:2.xReport"

info|2019-02-11 16:11:55.354881| [g:2] [p:520] [CONSENSUS] [PBEFT] """"""""Report, num=1,
—sealerIdx=0,hash=434b6e07...,next=2,tx=1,nodeIdx=0

# BE group3tHUFNL: BHEiXHR™4E

$ cat nodeO/log/* |grep "g:3.+Report"

info|2019-02-11 16:14:33.930978| [g:3][p:776] [CONSENSUS] [PBFT]"""""*"*"Report, num=1,
—sealerIdx=1,hash=3a42fcdl...,next=2,tx=1,nodeldx=2

T A AR

WL ER G, FISCO BCOSFIRHEE T AIMAZIRERA, WA m TR ERAMPR, HEES
EVAENTHETFM, EHeEESB L G RIEF; -

ARE LR node2 iN A group2 5, A-2Ranfe 76 B FIREA A, IIAGHTT A -

BE: FTSINAGEER, B
o I ANodelDFE7E
o BN SIEF N ERLHNT A2+ BHE
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¥ D group2 B 4HIC & Fnode2

# HEANT A HEZ
$ cd ~/fisco/nodes/127.0.0.1

# ... Mnode0¥ Ul group2MIBLE Enode2. . .
$ cp nodeO/conf/group.2.* node2/conf

# ...HJ8node2 (EBEHHET HIEFHEIR) ...
$ cd node2 && bash stop.sh && bash start.sh

IR Enode2 77 AID

# 1H1I0FEnode2node 1D, Fnode2lIAElgroup2iiAEliZ%node 1D
$ cat conf/node.nodeid
6dc585319e4cf7d73ede73819c6966eadbed74aadbbcbalbbb777132£63d355965¢c3502bed7a04425d99

rdcfb7694alcl.

B EH A Fgroup2 K4, Ffnode2 A F|group2

# .. EEESS B, HESEHE (EEREEgroup2)

$ cd ~/fisco/console && bash start.sh 2

LGB EHIE R node 2N AN IR A L L.
1. EEIFHIAT AR
[group:2]> getSealerList

— W S S

—9217e87c6b76184cf70a5a77930ad5886eab8aefbcceld09bdb799%9e45b520baab3d5bb9%a5edddeab94]

—

—

—7a50b646fcd9ac7dd0b87299f79ccaa2ad4b3af875bd0947221babdeclclbad4add7£7£690c95cf3e796]

—

—8b2c4204982d2a2937261e648c20fe80d256dfb47bda27b420e76697897b0b0ebb42c140b4e8bf0£27
]

# 2. Fnode2IIAE|FIRTT 5

# addSealeraHIZEGE L BRI Inode 1D

$ [group:2]> addSealer

—6dc585319e4cf7d73ede73819c6966eadbed74aadbbcbalbbb777132£63d355965¢c3502bed7a04425d
{
"code": 0,

"msg":"success"

3. BERATHIIE
[group:2]> getSealerList

— A S

—9217e87c6b76184cf70a5a77930ad5886eab68aefbccel9090db799e45b520baa53d5bb9%abedddeab94y

—

—227c600c2e52d8ec37aa9£8de8db016ddclc8a30bb77ec7608b99ee2233480d4c06337d2461e24c2661

—

[

—7a50b646£fcd%ac7dd0b87299f79ccaa2ad4b3af875bd0947221babdeclclbadadd7£7£690c95cf3e796]

—

—8b2c4204982d2a2937261e648c20£fe80d256dfb47bda27b420e76697897b0b0ebb42c140b4e8bf0£27

—

f51d£179d54d4

—227c600c2e52d8ec37aa%9f8de8db016ddclc8a30bb77ec7608b99ee2233480d4c06337d2461e24c266]7b6fd53acfab

»96cfd4adc989f

fee64c946039

9cdcfb769%94al

51df179d54d4

Tb6fd53acfab

96cfd4adc989f

feeb64c946039

—.6dc585319e4cf7d73ede73819c6966ecadbed74aadbbcbalbbb777132£63d355965c3502bed7a04425d9
# AT &
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]
# KM group2Z BitE
[group:2]> getBlockNumber

Ur

2

#... [Algroup2& 35

# HhEHelloworld&?, Wil &4IMNL, HALIFERM, HKE group23LiRIHH
$ [group:2] deploy HelloWorld

contract address:0xdfdd3ada340d7346c40254600aed4bb7a6cd8e660

KM group2 M aim, JEENN3, HREAZE, EREgroup2d i BN

#
$ [group:2]> getBlockNumber
3

# BHESIE
$ [group:2]> exit

it HEEEFIAT A R

# AT R T H R

cd ~/fisco/nodes/127.0.0.1

# BETALEN (cerl+aiBEGH41T)

$ tail -f node2/log/* | grep "g:2.x++"

info|2019-02-11 18:41:31.625599| [g:2] [p:520] [CONSENSUS] [SEALER] ++++++++Generating,,
—seal on,blkNum=4,tx=0,nodelIdx=1,hash=c8aled9c...

...... SLAbEmE EARIL . ...

# BFnode2 group2MHEFN: HHEIXRF4E

$ cat node2/log/x | grep "g:2.xReport"

info|2019-02-11 18:53:20.708366| [g:2][p:520] [CONSENSUS] [PBFT]"""*"Report:,num=3,
—1dx=3,hash=80c98d31...,next=10,tx=1,nodeIdx=1

# nodeZ’@ReportTﬂ%%ﬁSE"]Eﬁ%. Vi node2 B4 M A group2

(Al

# EETHEHEEK s¢ FIETA
$ cd ~/fisco/nodes/127.0.0.1 && bash stop_all.sh

5.3.4 HfTE£4H

HITZHX R ETES BIRTNCH SR AR, DI S e T 28 RGN
o BELHL: EFEEANTA, TAIPYHN127.0.0.1;
o BEH2: EFEUATISE, TAIPEIN127.0.0.1

HE:
HRNAGRET, AREEZA T AREBER —EILE . EUURE PLE8 fEk L5 E T S 8H
o NERHITZHT FRE, XEMGEAEgroupl
s HITZEGFESF, TEIMATLGR BRERIES ERAMIBFNELL

A B A DO Y AT X R
Fbuild_chain.shffl <A pf B RELH DO 7 o X BREE T sl B SRR
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$ mkdir -p ~/fisco && cd ~/fisco

# $Elbuild chain.shifi7R

$ curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/ curl -s_
—https://api.github.com/repos/FISCO-BCOS/FISCO-BCOS/releases | grep "\"v2\.[0-9]\.
—[0-9]J\"" | sort -u | tail -n 1 | cut -d \" -f 4 /build_chain.sh && chmod u+x_,
—build_chain.sh

# PN ABELED Y S KRR (TR, BT S EEAA R L)

$ bash build_chain.sh -1 "127.0.0.1:4" -o multi_nodes -p 20000,20100, 7545
Generating CA key...

Generating keys
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1l

Generating configurations...
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1l

[INFO] FISCO-BCOS Path : bin/fisco-bcos

[INFO] Start Port : 20000 20100 7545

[INFO] Server IP : 127.0.0.1:4

[INFO] State Type : storage

[INFO] RPC listen IP : 127.0.0.1

[INFO] Output Dir : /home/ubuntulé/fisco/multi_nodes

[INFO] CA Key Path : /home/ubuntul6/fisco/multi_nodes/cert/ca.key

[INFO] All completed. Files in /home/ubuntul6/fisco/multi_nodes

BEIETE T A

# AT E
$ cd ~/fisco/multi_nodes/127.0.0.1
$ bash start_all.sh

# BEMREEN

$ ps aux | grep fisco-bcos

ubuntul6 55028 0.9 0.0 986384 6624 pts/2 S1 20:59 0:00 /home/
—ubuntulé6/fisco/multi_nodes/127.0.0.1/node0/../fisco-bcos -c config.ini
ubuntul6 55034 0.8 0.0 986104 6872 pts/2 S1 20:59 0:00 /home/
—ubuntul6/fisco/multi_nodes/127.0.0.1/nodel/../fisco-bcos -c config.ini
ubuntul6 55041 0.8 0.0 986384 6584 pts/2 S1 20:59 0:00 /home/
—ubuntul6/fisco/multi_nodes/127.0.0.1/node2/../fisco-bcos —-c config.ini
ubuntul6 55047 0.8 0.0 986396 6656 pts/2 S1 20:59 0:00 /home/

—ubuntul6/fisco/multi_nodes/127.0.0.1/node3/../fisco-bcos —-c config.ini

BE T RILAFRL

# BHBnode0IREWM (ctrli+ciREIHS1T)

$ tail -f nodeO/log/* | grep "g:l.x++"

infol2019-02-11 20:59:52.065958| [g:1][p:264] [CONSENSUS] [SEALER]++++++++Generating,
—seal on,blkNum=1,tx=0,nodeIdx=2,hash=da72649%e...

# BEnodelHIREN

$ tail -f nodel/log/* | grep "g:l.x++"

info|2019-02-11 20:59:54.070297| [g:1][p:264] [CONSENSUS] [SEALER]++++++++Generating,
—seal on,blkNum=1,tx=0,nodeIdx=0,hash=11c9354d...

# BF node2LiFHM,

$ tail -f node2/log/* | grep "g:l.x++"

info|2019-02-11 20:59:55.073124| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++Generating
—seal on,blkNum=1,tx=0,nodeldx=1, hash=b65cbac8...

# BB node33LIHIEMN
$ tail -f node3/log/* | grep "g:l.x++"
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info|2019-02-11 20:59:53.067702| [g:1][p:264] [CONSENSUS] [SEALER]++++++++Generating,
—seal on,blkNum=1,tx=0,nodeIdx=3,hash=0467e5c4...

figroup2/in A X %
HATZHEX R M Igenes 1 sBELE L TAHR, {Hlgrouplid NFE, HEEHSE -

# AT HE
S cd ~/fisco/multi_nodes/127.0.0.1

=

?%Dlgrouplﬂ@@ﬂii

cp node0/conf/group.l.genesis group.2.genesis

Ur

BEEH 1D
sed —-i "s/id=1/id=2/g" group.2.genesis
cat group.2.genesis | grep "id"

SEME| id=2

S Uy oS

FRBCEFE DB AT 5

cp nodeO/conf/group.2.genesis nodel/conf/group.2.genesis
cp node0/conf/group.2.genesis node2/conf/group.2.genesis
cp nodeO/conf/group.2.genesis node3/conf/group.2.genesis

W AN e

# BEREATTA
bash stop_all.sh
$ bash start_all.sh

L3

BERALIAEN

# BFnode0 group2diEN (ctri+ciBEGFA1T)

$ tail —-f nodeO/log/* | grep "g:2.x++"

info|2019-02-11 21:13:28.541596| [g:2] [p:520] [CONSENSUS] [ SEALER] ++++++++Generating,,
—seal on,blkNum=1,tx=0,nodelIdx=2,hash=f3562664...

# BFnodel group23LiFFMN,

$ tail —-f nodel/log/* | grep "g:2.x++"

info]2019-02-11 21:13:30.546011| [g:2] [p:520] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeldx=0, hash=4bl7e74f...

# THnode2 groupZi@ﬁﬂ%ﬁﬂ

$ tail -f node2/log/* | grep "g:2.x++"

info|2019-02-11 21:13:59.653615| [g:2] [p:520] [CONSENSUS] [SEALER] ++++++++Generating,
—seal on,blkNum=1,tx=0,nodeldx=1,hash=90cbd225...

# BFnode3 group23LiHIHEN,

$ tail -f node3/log/* | grep "g:2.x++"

info|2019-02-11 21:14:01.657428| [g:2] [p:520] [CONSENSUS] [SEALER] ++++++++Generating,,
—seal on,blkNum=1,tx=0,nodeIdx=3,hash=d7dcb462...

MBEHL LS

REUEHI &

# BIKRTEIRES G, FHT TEHRENEERE, SRR &5 NE~/ fiscoBF:

$ cd ~/fisco

# RBUEH &

$ bash <(curl -s https://raw.githubusercontent.com/FISCO-BCOS/console/master/tools/

—download_console.sh)
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BCE #H &

# 5%H10hannelﬁport
$ grep "channel_ listen_port" multi_nodes/127.0.0.1/node0/config.ini
multi_nodes/127.0.0.1/node0/config.ini: channel_listen_port=20100

# FEAEHIE BE

$ cd console

# P SR

$ cp ~/fisco/multi_nodes/127.0.0.1/sdk/* conf

Bl 7 & #H & Bt B X fFconf/applicationContext.xmlff] it & 1 F , #Enode0d (127.0.0.
1:20100) LECE T H M group (grouplfigroup2)

cat > ./conf/applicationContext.xml << EOF
<?xml version="1.0" encoding="UTF-8" ?>

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:p="http://
—www.springframework.org/schema/p"
xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://
—www.springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx—-2.5.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring—aop-2.5.xsd">

<bean id="encryptType" class="org.fisco.bcos.web3j.crypto.EncryptType">
<constructor-arg value="0"/> <!-- 0:standard 1l:guomi —-->
</bean>

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.
—handler.GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20100</value>
</list>
</property>
</bean>
<bean id="group2" class="org.fisco.bcos.channel.handler.

—ChannelConnections">
<property name="groupId" value="2" />
<property name="connectionsStr">
<list>
<value>127.0.0.1:20100</value>
</list>
</property>
</bean>
</list>
</property>
</bean>

<pbean id="channelService" class="org.fisco.bcos.channel.client.Service"
—depends-on="groupChannelConnectionsConfig">
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<property name="groupId" value="1" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>
</bean>
</beans>
EOF

BT G MR R S

# ... BEohiESlE

$ bash start.sh

# BHTNEERHESGEIRY, BEEN, ERELETEEIET - channel listen portELEETIE
T

Welcome to FISCO BCOS console(1.0.3)!
Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.

| | \/ \ / \ / \ | \ / \ / \ / o
=\

| SSSSSSSSNSSSSS | $SS8S8SS| $88S8S85 1 $88S8S85N\ | $SSSSSS|  S$SSSSS| $SS8SSS| $5588
<5\

| SS__ I s 1 $S__\$| $$ \$| 5 | $$ | SS_/ S| S$S \$1 S5 1 s S5\
=83

I $$ N\ I $$  \$$ \l $$ [ $S | $8 | $3 SIS I S | SS\$$ o
=\

| 55558 I $$  _\$55558| $$ 1 s$s 1 $8 | $55$SS85] S$S 1 $$ | $S_\$$8S85S
<8\

| $S PSS NI $I osS__/ | sS__/ SS | SS__/ SI SS__/ | s5__/ $1 \__I
=83

| $$ | $$ \\ss$ SS\$$ $5\$$ $S | $3 $5\8$$ SS\$$ $S\$$
=83

\$$ \$55558 \$55558 \$55558 \$55558 \$555555  \$55558 \$55558 \$5555
S

# . Blgroupl XX 5. . .

# RBCH AT

$ [group:1]> getBlockNumber

0

# [MgrouplihBHelloWor1dA?, HMPERM, EREgroupl HIRERIEHR
$ [group:1]> deploy HelloWorld
contract address:0x8cl7c£316cl1063ab6c89df875e96c9£f0£5b2£744

# REUCH AR, EREREWNN, HREgroup1HIRREBIEHR
$ [group:1]> getBlockNumber
1
['D—Jgroup27yf§5§'7...
PHElgroup2

[group:1]> switch 2
witched to group 2.

N E RN

[group:2]> getBlockNumber

O U H= U Ur =

# [Algroup2¥h&EHelloworld&?

$ [group:2]> deploy HelloWorld

contract address:0x8cl7cf316cl063ab6c89df875e96c9f0£f5b2£744
# FECHEI R, BREEEEN, EREgroup2 iR ETIEHR

$ [group:2]> getBlockNumber

1

# IBHESIE

$[group:2]> exit
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it HEEE T A HIRE

# VBT E R
$ cd ~/fisco/multi_nodes/127.0.0.1/

# BFgroupl HHUEN, BE|Report | )BT groupl FIE R 1/ E:

$ cat nodeO/log/* | grep "g:1.xReport"

infol2019-02-11 21:14:57.216548| [g:1][p:264] [CONSENSUS] [PBFT]""""" Report:,num=1,
—sealerIdx=3,hash=be961c98...,next=2,tx=1, nodeIdx=2

# BEgroup2 UGN, BE|Report )BT group2iHm h 1/

$ cat nodeO/log/* | grep "g:2.xReport"

info|2019-02-11 21:15:25.310565| [g:2] [p:520] [CONSENSUS] [PBFT]"*"""Report:,num=1,
—sealerIdx=3,hash=5d006230...,next=2,tx=1,nodelIdx=2

FIET R

# METEER co FIETA
$ cd ~/fisco/multi_nodes/127.0.0.1 && bash stop_all.sh

5.4 fEHRNITE TR

FISCO BCOS4i Vb & T AT A T B S HM LTI - O T ARIENU A% 2, S EE T
BT — I R A A AR B R B T =X .

AEE DIE BT AN B A AR, R E T ERHEH T . EZ2SE0ETHES
HiXH .

KETT NEZHAX SN BNERE, ERTEYVAEE, YRS N MPIEN, LA —8 A s
AT SELE S RBFE R LB ZEFISCO BCOS BV HR2E T B—i 2 .

5.4.1 FEZL%E
T#

’cd ~/ && git clone https://github.com/FISCO-BCOS/generator.git

IR
BLERAEER A P B sudoflUR -

cd generator && bash ./scripts/install.sh

RERERLENRY), HRE, %t usage: generator xxx

’./generator -h

PEECTT 5
B B B fisco-beos — 3 S4B meta

’./generator -—download_fisco ./meta

R AR A
FERT, i H FISCO-BCOS Version : X.X.X-X
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’ ./meta/fisco-bcos -v

PS: RIS T R A HIA S,

5.4.2 BLAIRH

O T PRUEHUA B3 B 22 2,

HUF 2 PR g 15 H R ) R fime £ a SCHF SR T B 0t RIRIAT

A Mr 2R TR T — MU R A MERRFERE T 20 AT LI 6Ty

SN H AN, EoRAALE LA S, ERXEREE .

— NIE PR EI6T RN 2R B H AR - MBI C o AL TR 1 AR 2+ - WIARE T

1 R H MR NS
FEH IFNfELH2 -
//// ﬁgﬂj /// o

Ve
7 ——
/ r, / \/
/ '/ // (Y

I, *J-L*@ B - _.-I_j'_pﬁ 2 ,f/

\ - \ -——
\ / Ve
\ O \ '
k- 4 \ (L

N TUEB-1IR

PLES AR

BT AP, WHSRHR:

——— —
L — e

HIFIA-T 20

WA 5T

—— —_

 EE o
~ \ , : ~ .
\\\ \\\
\
\ HAEC-T5im4 \

—_—— —_—

I -
/
o (/ /
/ \ /
/ .‘ / /

/
/// *R*@C'_ﬁ_ﬁ—iS ///

HE:
A BE 5 F P B I ssh RS 88 A8 —EK

B RSS2 Hvps kS5 28, RPCUSITHINE TR 225 WK A1 ) B SE bbb (an pa W b4k 55127.0.0.1),

W R

FEHEBREI R MBI & 1E, B4
o IERAA N
o R AR (RPRHLE)

AP A B2 LRI NA, 19 s AU 18] 40 ) A LD & 15 1 (X BRBE
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53



FISCO BCOS Documentation, & i v2.0.0

— WIEALEEIE

1. MEBIR B ERAE:
o HERUHEIET

T AR AR

1 EBIANAERIE: TR HAIES
o HERAVEIES
o RIEUESD
2. HUAGIRIIH L3R
o BMEIE X node_deployment.ini
o AT R ST P2 PR R ST
3. JHRE AR — LA R 2E A Al B R
o WEREANFTE T AIES
o BEALE X group_genesis.ini
o DURELHAE RIS
o R AITHER I
4. WM BIJH SRR AERCTT A
o WSCERTRAE oA T A5 A P2P Y b bk ST
o T A
o BB A

[1]

~ IR HHEHLIA

1. EBIEHERIE: TEFHES
o HERHUHIE S
. BRED

/g A2

1. FLA IR S R
o EEALE X node_deployment .ini
o AR ROIEF KT A P2PY H ik S
2. WEBUE A — LA SRR AR R TR
o WERHENFTE T AIES
o BMELE X Fgroup_genesis.ini
o JURFLHAE R THER S
o RGBS
3. WA MSLERIE: R A
o WSCERFRZE Ol T A5 A P2PY b1k ST
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o AR
s BB
4. CEVERIE.

o WCERREA Hoth 19 s FOP2PY Ik SO
o BLEFTREAE SHTE T A BUP2PY H Mk

s HATA

[N w2

T~ AT AIMARRAT

1. B AERIE.
o RIERHHIOIM X R BIAE T A
- BLEEHG
o FREUINATY finodeid
o (AR R T SN

5.4.3 BXSREEVIIALL
T ERAERE, AOREIBTRE BREAER — S las Liittr, FIARER B B E UG RS - FSCHE

H

PRI IRLL

AT F R #E I generator/E N IEH M & WA -

IR AL A

HIHRVERBIU M B I &% o AT TERET R T ELEE, 15K generator B il 215%F B HLAE i generator H %

cp -r ~/generator

~/generator—-A

PR UHLAB

cp -r ~/generator

~/generator-B

WL F3

FEUEP RN LT8R, — 2R A M —AIBEIE Fea.crt

J=¢] —-—generate_chain_certificate AR

FEUEF RN H 5% T 1

’cd ~/generator

’./generator -—generate_chain_certificate ./dir_chain_ca

BEFEUES LA

’ls ./dir_chain_ca

¢ LA mORER
¢ WIEEATS BB

ca.crt ca.key

F - BERAEH - IR ECE U

cert.cnf
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5.4.4 YA~ B EEEAH
VIBLHLIA

AR T BRI EEREA TYVGIERFIFAE, SEFRR I RZ H A A iFAHagency . key,
FAERUERERICE, MUERELZVAKBAIE agency . crt -

FEUEF AR H 5 R

’cd ~/generator ‘

A A AIES -

’./generator —-—generate_agency_certificate ./dir_agency_ca ./dir_chain_ca agencyA ‘

BEHMUES KA

1ls dir_agency_ca/agencyA/ ‘

¢ Lk MR
# WEERA BB - DR - BEES - IE-BRLECI

agency.crt agency.key ca.crt cert.cnf

AORBEUESS - WUIES « FUAAEAENUA, TRORE S ST IR 20, MIEF AW R LI $
RARLEXTRLAINAE, TR T B SR fmeta s H X H

cp ./dir_agency_ca/agencyA/x ~/generator-A/meta/

e B
FEUEF RN H 5% T8I

’cd ~/generator ‘

A AL BIES -

’./generator -—-generate_agency_certificate ./dir_agency_ca ./dir_chain_ca agencyB ‘

AORBEUES - WUIESS - FUAABHENAB, REIREE S T2, MR R AL IE$
RARLEXT AN, I LA B SR fmeta s H % H

’cp ./dir_agency_ca/agencyB/* ~/generator-B/meta/

BHE: BT HEHE M RIEPcact, ZRSHEFBENNEEREZ MIEBMFAH . — A
HEEE — A A X BRgroup.x.genesis

BILAE ADE BORE B S A

node_deployment.ini 7 S AL E M, IR ERE THE SR fEnode_deployment . ini N AIECE A FHH
R EUES, AR AEE SR .

P AR conf LT N fnode_deployment . inifl N EFIR:

TE~/generator-A H 3k FHUT T ik 4

cd ~/generator-A
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cat > ./conf/node_deployment.ini << EOF
[group]
group_id=1

[node0]

; host ip for the communication among peers.

; Please use your ssh login ip.

p2p_ip=127.0.0.1

; listen ip for the communication between sdk clients.

; This ip is the same as p2p_ip for physical host.

; But for virtual host e.g. vps servers, it is usually different from p2p_ip.
; You can check accessible addresses of your network card.

; Please see https://tecadmin.net/check-ip-address-ubuntu-18-04-desktop/
; for more instructions.

rpc_ip=127.0.0.1

p2p_listen_port=30300

channel_listen_port=20200

jsonrpc_listen_port=8545

[nodel]
P2p_1ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30301
channel_listen_port=20201
jsonrpc_listen_port=8546
EOF

B BAE E5CBC B S A

m?l‘@Bﬂ%EﬁIconijng%—FEl/‘]node_deployment Linifl N EFTR:
TE~/generator-B B 3K NHUIT Rk &

cd ~/generator-B

cat > ./conf/node_deployment.ini << EOF
[group]
group_id=1

[node0]

; host ip for the communication among peers.

; Please use your ssh login ip.

p2p_ip=127.0.0.1

; listen ip for the communication between sdk clients.

; This ip is the same as p2p_ip for physical host.

; But for virtual host e.g. vps servers, it is usually different from p2p_ip.
; You can check accessible addresses of your network card.

; Please see https://tecadmin.net/check-ip-address-ubuntu-18-04-desktop/
; for more instructions.

rpc_ip=127.0.0.1

p2p_listen_port=30302

channel_listen_port=20202

jsonrpc_listen_port=8547

[nodel]
p2p_1ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30303
channel_listen_port=20203
jsonrpc_listen_port=8548
EOF
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UM AL R X AT RAER

fE~/generator-A H & N HUT N ik an &

’cd ~/generator-A ‘

LA ASE BT AR KP2PE B E B30, WP FREHE| LiRE E fnode_deployment.ini, KAl
Fimeta TR T RINUIE B S5FAEH, HIAASERLTY SRS KP2PERE B 3

’./generator -—-generate_all_certificates ./agencyA_node_info

BA RO

’ls ./agencyA_node_info ‘

# LR AR

# WEBADHINTHREL DAY AT HIET, 1A p2ridE it XX (R node_deployment . iniFEALHIAR
AT HER)

cert_127.0.0.1_30300.crt cert_127.0.0.1_30301.crt peers.txt

iﬂi’giﬁiﬁﬁﬁ%?%ﬁ%ﬁ@ﬁﬁE‘J%,ﬁPZPﬁi%ﬂﬁﬁt, FIt, AR R TS S P2PiE b SO & A 2
JLI4B

cp ./agencyA_node_info/peers.txt ~/generator-B/meta/peersA.txt

B A4 T A5 B

fE~/generator-B B & FHUT Tk in &

’cd ~/generator-B ‘

HUFIB AL ACTT A IESS S P2PE 15 B 31

’./generator —-—generate_all_certificates ./agencyB_node_info ‘

A RO R EBU T 277 ROIE S, REIH AV AR B X ER, R BHLIER | 438717 SP2PiE R
BESCHESL, 3B/ AGE T FIEB EMA

RIEUED

cp ./agencyB_node_info/certx.crt ~/generator-A/meta/ ‘

RIETT L P2PEEHE A S A

’cp ./agencyB_node_info/peers.txt ~/generator-A/meta/peersB.txt ‘

B AZE R 1 B [X R

TE~/generator-A H 5k FHUT T ik &

cd ~/generator-A

LA AEE conf LR N fgroup_genesis.ini, FLEMWIAIS% Ff. :

cat > ./conf/group_genesis.ini << EOF

[group]
group_id=1

[nodes]
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node0=127.0.0.1:30300
nodel=127.0.0.1:30301
node2=127.0.0.1:30302
node3=127.0.0.1:30303
EOF

AT Z G 2 EM /conf/group_genesis.ini {4

; A AR
[group]

S id
group_id=1

[nodes]
;WUFS AT S p2pitit
node0=127.0.0.1:30300
U AT S p2ptiihlk
nodel=127.0.0.1:30301
;WU BT S p2pttilk
node2=127.0.0.1:30302
;WU BT S p2pitiit
node3=127.0.0.1:30303

FREPIE AL A QI DXCER, SEPRAR = A AT LUa g Bk B BE 2 1 2 P P 5

It 2 1R 48 ML AR meta SO 44 2 N BCE A0 SIE B, AE Allgroup_genesis.inifit B B A 4H 01 X
B HREDEEN AR meta NG 4% Hcert_127.0.0.1_30300.crt, cert_127.0.0.1_30301.
crt, cert_127.0.0.1_30302.crt, cert_127.0.0.1_30303.crtBITAIET, LIS FEHT
HLFB AT SIS -

’ ./generator —--create_group_genesis ./group

o ROt X R BB

’cp ./group/group.l.genesis ~/generator-B/meta

B ALE BT I 79 55
fE~/generator-A H & FHUT ik fn &

cd ~/generator-A

AN ARTE T A Jl‘tﬁ‘ﬁé\/ﬁ\m%ﬁﬁ)ﬁ@ﬂﬁﬁ/‘]node_deployment - ind SCHRAR BCRE R AT s e S
%

th*ﬁ?a%ﬂ’hﬂ HP2PIERE(S Bpeers . txt ARFHMNEM T SEEHEER, £ MMAMBIER T
ﬁﬁ§£4 /\D

’./generator --build_install_package ./meta/peersB.txt ./nodeA

AR LT I E SR

’ ls ./nodeA

# AR ﬂkkmﬁﬁtreeﬂ’fujﬂ“
# R nodealE BN AT/R,
monitor # monltorﬁiﬂﬂi
node_127.0.0.1_30300 # 127.0.0.1fR55%% %5 3030077 S & L 1-
node_127.0.0.1_30301
scripts # T9EHIFE T ERIAR
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I: start_all.sh # TAALEFIHIA
stop_all.sh # T AL EAE B

DIR AV NEEIRENSE

’bash ./nodeA/start_all.sh

BTET S

’ps -ef | grep fisco

# AR
# A LUE B0 N R
fisco 15347 1
—30300/fisco-bcos
fisco 15402 1
—30301/fisco-bcos

0
e
0
-C

17:22 pts/2
config.ini
17:22 pts/2
config.ini

00:00:00 ~/generator-A/nodeA/node_127.0.0.1_

00:00:00 ~/generator-A/nodeA/node_127.0.0.1_

DL BAE BT 77 A

fE~/generator-B H & N HUT Fikdn &

’cd ~/generator-B

AERABETE T A, Ly

*:

/%\/i:\*ETE‘/EﬂF'Eﬂﬁﬁ"]node_deployment - ind SCERAR BORE R AR T S T S

’./generator —--build_install_package ./meta/peersA.txt ./nodeB

HUHBE BT A

’bash ./nodeB/start_all.sh

HfE: TR RN Mipnode LR RIAT, 40127.0.0. 18 kSS %8, R fnode_127.0.0.1_port¥f

ISR DRERN - B

ZHLERE RS

==
, AT

BRI SRR ZEN AR S5 ER B AT

BERHA1Y ABTIR
BEHE:

K

e

ps —-ef | grep fisco

# AR
# Al AE B0 N R B e
fisco 15347 1 0 17:22 pts/2 00:00:00 ~/generator-A/nodeA/node_127.0.0.1_
—30300/fisco-bcos -c config.ini
fisco 15402 1 0 17:22 pts/2 00:00:00 ~/generator-A/nodeA/node_127.0.0.1_
—30301/fisco-bcos -c config.ini
fisco 15457 1 0 17:22 pts/2 00:00:00 ~/generator-B/nodeB/node_127.0.0.1_
—30302/fisco-bcos -c config.ini
fisco 15498 1 0 17:22 pts/2 00:00:00 ~/generator-B/nodeB/node_127.0.0.1_
—30303/fisco-bcos -c config.ini
ﬁ%iﬁ,ﬁlog
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tail -f ./nodex/nodex/log/log* | grep +++

# R

# 1og I ITEN+++81 5 A IEH iR

info|2019-02-25 17:25:56.028692| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1, tx=0,myIdx=0, hash=833bd983...

info]2019-02-25 17:25:59.058625| [g:1] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1,tx=0,myIdx=0,hash=343b1141...

info|2019-02-25 17:25:57.038284| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1,tx=0,myIdx=1,hash=ea85c27b...

Zit, FAIFEMR T IMEPTRIA - BREERFEF#ERE

5.4.5 WE BRI EIIEHHLAC
TELEF AU F 7 4R

’cd ~/generator ‘

FIRWHMC, HIERE, i generator B 3k NABEIES MFAH, SEPREASE AL CTE A SRR IE 5 KA
e

cp -r ~/generator ~/generator-C ‘

A LA CIES -

’./generator —-—generate_agency_certificate ./dir_agency_ca ./dir_chain_ca agencyC ‘

BENMIES KFH:
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ls dir_agency_ca/agencyC/

# Ll LR
# WESAS B ROIED  JURS  BEIES B ARSI

agency.crt agency.key ca.crt cert.cnf

AORBEUES - WUIESS - FUAAHENAC, REIREE ST T2, MIEF AW R LI $
RARLEXTRLAINAL, TR T B SR fmeta s H % N

’cp ./dir_agency_ca/agencyC/* ~/generator-C/meta/

5.4.6 PIFJA -~ CHyEEREZH2
BTk, PMCEES A THRAE T IRIE, R LACH BB X He ki -

PUHAL AT RE R

HTHUAC Z A B0d 19 mES Kpeers U, HFRF Z BRI HP2PIER(E B LU T AIEB R EE
PLHEC, #IEWT:

TE~/generator-A H 3k FHUT T ik 4

cd ~/generator-A

R B CAE R B XER, &R ZAU AR T GBS P2PE R S, R B S %
EEYC

RIEUES

’cp ./agencyA_node_info/cert*.crt ~/generator-C/meta/

RIETT L P2PEEHE A S A

cp ./agencyA_node_info/peers.txt ~/generator-C/meta/peersA.txt

HLAE CAE EXBC B XA

WIFICER conf A F T Finode_deployment . inill NE R
fE~/generator-C H 3k T #UT F ik &

cd ~/generator-C

cat > ./conf/node_deployment.ini << EOF
[group]
group_id=2

[node0]

; host ip for the communication among peers.

; Please use your ssh login ip.

p2p_ip=127.0.0.1

; listen ip for the communication between sdk clients.

; This ip is the same as p2p_ip for physical host.

; But for virtual host e.g. vps servers, it is usually different from p2p_ip.
; You can check accessible addresses of your network card.

; Please see https://tecadmin.net/check-ip-address—-ubuntu-18-04-desktop/
; for more instructions.

rpc_ip=127.0.0.1
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p2p_listen_port=30304
channel_listen_port=20204
jsonrpc_listen_port=8549

[nodel]
P2p_ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30305
channel_listen_port=20205
jsonrpc_listen_port=8550
EOF

PUBCH R X £ T /R R

TE~/generator-C B 5K NHUAT Rk &

cd ~/generator-C

WA CAE R s IE - S P2PiE R[5 B 3

./generator —--generate_all_certificates ./agencyC_node_info

BA RO

ls ./agencyC_node_info

# baRar Rk

# NAEBAD T EAL TANA AR SRS, & popiE bl S0 (*E?Enodeﬁdepl oyment . ini EAHIAR
WA HER)

cert_127.0.0.1_30304.crt cert_127.0.0.1_30305.crt peers.txt

*ﬂigi&ﬁﬁﬁ%’%??ﬁ%ﬁ@ﬁﬁE’\ﬁ?”,ﬁPzPﬁj%ﬂﬁﬂt, Ft, CHUMTRR T PP b SO K % =
LA

cp ./agencyC_node_info/peers.txt ~/generator-A/meta/peersC.txt

HULH CAE BUAF2H 26 i [X R

fE~/generator-C H 3 FHUT T ik &

cd ~/generator-C

M CIE K conf LR N Higroup_genesis. inilll K EIFR:

cat > ./conf/group_genesis.ini << EOF

[group]
group_id=2

[nodes]
node0=127.0.0.1:30300
nodel=127.0.0.1:30301
node2=127.0.0.1:30304
node3=127.0.0.1:30305
EOF

i 2T 2 J5 2B /conf/group_genesis.ini 3L
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L
[group]
group_id=2

[nodes]
node0=127.0.0.1:30300
;WA AT p2phb ik
nodel=127.0.0.1:30301
;WU AT i p2phbik
node2=127.0.0.1:30304
;WU T S p2piti it
node3=127.0.0.1:30305
;WU 1 S p2ptiihilk

AR LN CAE AR O T X, SEFRAE ™ HRrT LB B R 5E 2 51 SV R %5
W SRIBYACH I metaSC {4 N AL E BITT SIET, A Allgroup_genesis.inifit & AIHFLH O X B

’./generator —-—create_group_genesis ./group

I A2 Ot X R B A

’cp ./group/group.2.genesis ~/generator-A/meta/

PR CAE LT JE T 5.

TE~/generator-C B 5K N HUT N ikfin &

’cd ~/generator-C

’./generator —-build_install_package ./meta/peersA.txt ./nodeC

HUCE BT A

’bash ./nodeC/start_all.sh

’ps -ef | grep fisco

# R R

# AILVERIN T SR

fisco 15347 1 0 17:22 pts/2 00:00:00 ~/generator-A/nodeA/node_127.0.0.1_
—30300/fisco-bcos -c config.ini

fisco 15402 1 0 17:22 pts/2 00:00:00 ~/generator-A/nodeA/node_127.0.0.1_
—30301/fisco-bcos -c config.ini

fisco 15457 1 0 17:22 pts/2 00:00:00 ~/generator-B/nodeB/node_127.0.0.1_
—30302/fisco-bcos -c config.ini

fisco 15498 1 0 17:22 pts/2 00:00:00 ~/generator-B/nodeB/node_127.0.0.1_
—30303/fisco-bcos -c config.ini

fisco 15550 1 0 17:22 pts/2 00:00:00 ~/generator-C/nodeC/node_127.0.0.1_
—30304/fisco-bcos -c config.ini

fisco 15589 1 0 17:22 pts/2 00:00:00 ~/generator-C/nodeC/node_127.0.0.1_
—30305/fisco-bcos -c config.ini

UM AR B T3 HAIIR LR 2

fE~/generator-A H & FHUT Fid i &
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cd ~/generator-A

INFHAECE X HFECET A, W8I X Rgroup. 2. genesisiFNZE modeA N HIFTH T 5
M

’./generator -—-add_group ./meta/group.2.genesis ./nodeA

AU CT BB S rpeersZE CH T 5, P ¥fpeersc. txt BT SP2PEREHEHE RN 2 /nodeA T B
FRE 1 M

’./generator -—add_peers ./meta/peersC.txt ./nodeA

HEYAT A

’bash ./nodeA/stop_all.sh

’bash ./nodeA/start_all.sh

BEEFH2T RBTRE

BET R

ps —ef | grep fisco

# ATLVERIIN R R

fisco 15347 1 0 17:22 pts/2 00:00:00 ~/generator-A/nodeA/node_127.0.0.1_
—30300/fisco-bcos -c config.ini

fisco 15402 1 0 17:22 pts/2 00:00:00 ~/generator-A/nodeA/node_127.0.0.1_
—30301/fisco-bcos —-c config.ini

fisco 15457 1 0 17:22 pts/2 00:00:00 ~/generator-B/nodeB/node_127.0.0.1_
—30302/fisco-bcos —-c config.ini

fisco 15498 1 0 17:22 pts/2 00:00:00 ~/generator-B/nodeB/node_127.0.0.1_
—30303/fisco-bcos -c config.ini

fisco 15550 1 0 17:22 pts/2 00:00:00 ~/generator-C/nodeC/node_127.0.0.1_
—30304/fisco-bcos —-c config.ini

fisco 15589 1 0 17:22 pts/2 00:00:00 ~/generator-C/nodeC/node_127.0.0.1_
—30305/fisco-bcos -c config.ini

BHE T mlog:
TE~/generator-C H 3 FHUT T id &

’cd ~/generator-C

’tail -f ./nodex/nodex/log/logx | grep +++

# AR

# 1ogH TN +++R1R T i IE & iR

info|2019-02-25 17:25:56.028692| [g:2][p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1,tx=0,myIdx=0,hash=833bd983...

infol2019-02-25 17:25:59.058625| [g:2] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1, tx=0,myIdx=0,hash=343b1141...

info|2019-02-25 17:25:57.038284| [g:2] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1,tx=0,myIdx=1,hash=ea85c27b...

Eit, BATFER T AEFT7RENIAA - CHERRFH2E
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5.4.7 ¥ BAEE-NACT S INAFEH

R R A DA RAFTREA P ERES G A<, BT RImARE, R~ET

Ji[;?ﬂ“ﬁ%‘?éﬂlﬁ\?ﬁ*ﬂ*@k BRI A, HUECT st AR R BT AN T AN, 7RG LINU AT A
A

TE~/generator-A H 3k FHUT T ik 4

cd ~/generator-A

RIERHH1 BT X IREYIAC
R AT E S B CT A

’./generator —-—add_group ./group/group.l.genesis ~/generator-C/nodeC

HHIFISCO BCOSEMNSCRFSUIFIATHT, FHMCT SN 1 QI XS T BT A -
HEHBCT A

’bash ~/generator-C/nodeC/stop_all.sh

’bash ~/generator-C/nodeC/start_all.sh

Ao &

WU AR B2 & Blisdk, BOAE LIRS G H 6.

EE: S 2RIEAP A& node_deployment . ini ¥ SUBFASEMR T MG WELE, HAA
DNEZFEESG, B R DAL ava

./generator —--download_console ./

66 Chapter 5. #(#2



FISCO BCOS Documentation, & i v2.0.0

BEHMCT H4EE

HLAMAME AEH &M ANMECT SN MBS, HFSHE _TFEZTBHR A MAT A
HInodeid, nodeid7E 7 5. 3K Hconfinode . nodeldjlﬁ:

BEHFICT Hnodeid:

cat ~/generator-C/nodeC/node_127.0.0.1_30304/conf/node.nodeid

A A

fin A f R
# Al LLERZRLTFU Fnodeid, #H#lG FEHNFEGNZSE
ea2ca519148cafc3e9208d9a8572b4lea2f62d0dl9e99273ee18cccd34ab50079b4ec82fe5f4ae5lbd95 d788811c9715

PR B E MR T R
EE &

cd ~/generator-A/console && bash ./start.sh 1

A # §addobserverfn @R T AIEM WL A, HWPFEHIcatm L BEERBIVICT A
HJnode .nodeid:

addObserver,
—eaz2cab5l9148cafc3e92c8d9%a8572b41ea2£62d0d19e99273eel8cccd34ab50079%04ec82fe5f4ae51bd95dd788811c97

# R
# PUTHIh 2 Rsuccess
$ [group:1]> addObserver,,
—ea2cab519148cafc3e92c8d9a8572b41ea2£62d0d19e99273eel8cccd34ab50079%p4ec82fe5f4ae51bd95dd788811c97
{

"code":0,

"msg":"success"

RHESA

exit

BEHMCT H5EE

HLAAE FHEH & I AN BCH 7SS R RT &, EFSHE —mFEFHR D MAT X
HInodeid, nodeid7E 17 5 3 HFHconfifnode . nodeld)UfF

BEEWICT nodeid:

cat ~/generator-C/nodeC/node_127.0.0.1_30305/conf/node.nodeid

# AR
# AILLE BRI TFU N nodeid, ##E M AR EL NZSE
5d70e046047e15a68aff8e32f2d68d1£8d4471953496fd97b26f1fbdcl18a76720613a34e3743194bd78aa7acbh59b9fada

fif PR F ) B AR R T S
RahE &

cd ~/generator-A/console && bash ./start.sh 1
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fEFHZEH Gaddsealerin @R TR EM N IRT R, P FEM Hlcatin & EER B EHLICT

E@node.nodeld:

addSealer,,

—5d70e046047e15a68aff8e32£2d68d1£8d4471953496£d97b26£1fbdcl8a76720613a34e3743194bd7

# AR
# HUTH I &3 Rsuccess
$ [group:1]> addSealer

{

—5d70e046047e15a68aff8e32£2d68d1£8d4471953496£d97b26£f1fbdcl8a76720613a34e3743194bd7

"code":0,
"msg":"success"

}

RHERIG

exit

BETR

FE~/generator-C H & N UT G d>

cd ~/generator-C

BE T HlogHgroupl{E B

cat nodex/node_127.0.0.1_3030%/1log/1

og* | grep g:1 | grep Report

# AR
# MET M RASFEBTSEE, TNEFS
# logH I~~~ BN SR ZER, g: 1 A

—num=0, sealerIdx=0,hash=9b76de5d. .
—num=1, sealerIdx=3,hash=46b7fl7c..
info|2019-02-26 16:03:44.282927| [g:
—num=2, sealerIdx=2,hash=fb982013..
—num=0, sealerIdx=0,hash=9b76de5d. .
—num=1, sealerIdx=3,hash=46b7fl7c..

info|2019-02-26 16:03:44.282927| [g:
—num=2, sealerIdx=2,hash=fb982013..

infol2019-02-26 16:01:39.914367| [g:1

info|2019-02-26 16:01:40.121075| [g:1

info[2019-02-26 16:01:39.914367| [g:1

info|2019-02-26 16:01:40.121075| [g:1

PAERZ B IRAS AR B

I¥TED H’ﬂ;u

] [p:65544] [CONSENSUS] [PBFT] """"""""Report,
.,next=1,tx=0,nodeldx=65535

] [p:65544] [CONSENSUS] [PBFT] """ """"""Report,
.,hext=2,tx=1,nodeldx=65535

1] [p:65544] [CONSENSUS] [PBFT] """"""""Report,
.,next=3,tx=1,nodeIdx=65535

] [p:65544] [CONSENSUS] [PBEFT] """"""""Report,
.,next=1,tx=0,nodeldx=4

] [p:65544] [CONSENSUS] [PBFT] """ """"""Report,
.,hext=2,tx=1,nodeldx=4

1] [p:65544] [CONSENSUS] [PBFT] """"""""Report,
.,next=3,tx=1,nodeIdx=4

E b FAVER T BRI ERE T R PTE#RIE
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WA TEAE, BN TEAYER M FRTNGHE 932 H 6 T I S A DR R BR B -
MR FEAIZERRB| R, HEEFAQ

5.5 GIFMEHE K

FISCO BCOSTE A 7 SR BRIAFI X 50 B — DMHALHI 7 - AR ARAR R X RERGE, &Ik
PR RIE =W AAFIANE - Erp, HAYHEAA %L 20 B BT B R R I 7 AT R g MEIZIK
Pk, BRI Pk, Oy T 58 REE YR AR DR A — S Al g B SRR, P i R 2
SR P # ik - T OCR P R AL BRI ROE (e S ERR T R A0 - P A 2T e i B RS 2
BOUE R ELFIE S R AOFAEH, SRS BECO TFHZI P BT R AL, AR AT BRSO P e

HE: EZAIMEAERET, T RERE, SH T TERAPBOARIK A HEITERE . (BAESKERR AR
F, APREOEECHIKS, HFZERERSADY, BRIk RAMES™ E %2R -

ASCRE AN BN O - FEMERT 0, ZREEE R — € B Linuxig EEA -

FISCO BCOSHEME T Bl A FTWeb3SDKH LLAIFEEMK /1, [RIEF 343t T Web3SDK AR H & A RENMK P FAEA -
FH AT LUR PE 75 SR B Ik P FA A 72 6% W PEMEL Z PKCS 1248 20 S0 - Horp . PEMIRS =15 FH B SO 26
FAEH, TPKCS121# F A P #E ML O 2 I B A7 B FA%H -

5.5.1 Kk HIBIEE
A5 T 2 ) e i
1. KEA

curl -LO https://media.githubusercontent.com/media/FISCO-BCOS/LargeFiles/master/
—tools/get_account.sh && chmod u+x get_account.sh && bash get_account.sh -h

T LRSS, S TR T EE T ERORA, SRR

Usage: ./get_account.sh
default generate account and store private key in PEM format file
e generate account and store private key in PKCS12 format file
-k [FILE] calculate address of PEM format [FILE]
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-P [FILE] calculate address of PKCS12 format [FILE]
-h Help

2. A s PEMAE LA

o HERGAH S ik

bash get_account.sh

PUT BT A<, ATRVS BRI IR0 L, G P fhb A DO P ik o SO BOFABHPEMLf: -

[INFO] Account Address : Oxee5fffba2da55a763198e361c7dd627795906ead
[INFO] Private Key (pem) : accounts/0Oxee5fffba2da55a763198e361c7dd627795906ead.pem

« TREPEMAA ST IR P it

’bash get_account.sh -k accounts/0Oxee5fffba2da55a763198e361c7dd627795906ead.pem

AT LR 4, SERINT

’[INFO] Account Address : Oxeeb5fffba2dab55a763198e361c7dd627795906ead

3. A A4 s PKCS 124 AL

o HERAH S ik

bash get_account.sh -p

PUT LR a4, TRV IR T E A Y, ZRRREA TG, LR R Ap 1230 f: -

Enter Export Password:

Verifying - Enter Export Password:

[INFO] Account Address : 0x02f1b23310ac8e28cb6084763d1l6b25a2cc7f5el

[INFO] Private Key (pl2) : accounts/0x02f1b23310ac8e28cb6084763d16b25a2¢cc7f5el.pl2

o TREpIAASHTRIK P, #ERREAp123 - F Y

bash get_account.sh -P accounts/0x02f1b23310ac8e28cb6084763d16b25a2¢cc7f5el.pl2

PUT BT A, G5RAT

Enter Import Password:
MAC verified OK
[INFO] Account Address : 0x02f1b23310ac8e28cb6084763d1l6b25a2cc7f5el

18 FlWeb3SDK fil| &l /-

/ /I E K
EncryptType.encryptType = 0;
//OEEEM 1] E 5 [XEREETT SRR 5 2 P E K

// EncryptType.encryptType = 1;

Credentials credentials = GenCredential.create();

/ /T ik

String address = credentials.getAddress();

/ /T FFAER

String privateKey = credentials.getEcKeyPair ().getPrivateKey () .toString(16);
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/ /TR A

String publicKey = credentials.getEcKeyPair ().getPublicKey () .toString(16);

BLBRIEERE, FZ WA TR EINEIKS -

5.5.2 k7 77 fi#

* web3SDK Sl i FA B 74 & B & STIF NS, Bt DA AL B AT LAAE (8 283 128 Bl A 1 SC
1 -

o ARH SRR RN EAERS E, EAPKCS 12N, TPEMAS =B U776 -
o TRV SSE AT LIAR YR SERR L 5537 Sk RS A B 7 T = -
5.5.3 K AfF A
BH & IR S

2 & P2 K P AR B AR get_account.sh, AE BCA RO P SC M FEaccounts H 3R T, #24# & N Ek Bk 7 34
VIEZBER T - Ehle B G0~ LR

./start.sh

./start.sh groupID

./start.sh groupID -pem pemName
./start.sh groupID -pl2 pl2Name

NN =)

FEHIGREVLAER — MK, SR & BCE SR E IR E S E ) -

./start.sh

TERERHSE

EHIGREVLAER — MK, a7 iEE A S EE -

./start.sh 2

o TR TEE MRS 6 B E U A AL Ebean -

5 FH PEMAS AL SR B

o [EHTREpem TR RS, MIASEL AT - -pem- pemUIFE#1E

./start.sh 1 -pem accounts/0xebb824a1122e587b17701ed2e512d8638dfb9c88.pem

{5 FHPKCS12#% SN AH X - )8 3

o [EFTEERIpI2ICFRIIR S, FERMAEN, MASEL BAS . -pl2. pI23UFHE

./start.sh 1 -pl2 accounts/0x5ef4dflbl56bc9f077ee992a283c2dbb0bf045¢c0.pl2
Enter Export Password:
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Web3SDK il FA%H S04

fn B ok Ik P AR AR L AR get_accounts.shE A% [ PEMEUPKCS124% = Bk 7 A B3 SC4F, AT DLGE
b EPEMELPKCS 12k F FABH ST A4 A K 7 - N FASHE W1 1~ 2K . P12ManagerfIPEMManager,
#1, P12Manager ] T IN#EPKCS 1248 = AVFAH U, PEMManagerFH T INEPEMAS = AIFARH U -

* P12ManagerfH£25f5]:  fEapplicationContext.xml = AL & PKCS 12l 7 AFA A S B S N5 S

<bean id="pl2" class="org.fisco.bcos.channel.client.P12Manager" init-method="load"
>

<property name="password" value="123456" />

<property name="pl2File" value=
—"classpath:0x0fc3c4bb89bd90299db4c62be0174c4966286c00.pl2" />
</bean>

T2 A

//IN#kBean

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml");

P1l2Manager pl2 = context.getBean (Pl2Manager.class);

/ /R R ECReyPair, FISIEAT" p1 2k SIS 8 8

ECKeyPair pl2KeyPair = pl2.getECKeyPair (pl2.getPassword());

/ /A 7St i B e FAEAAR A B
System.out.println("pl2 privateKey: " + pl2KeyPair.getPrivateKey () .toString(16));
System.out .println("pl2 publicKey: " + pl2KeyPair.getPublicKey().toString(16));

//E R web3sdkffficredentials

Credentials credentials = GenCredential.create (pl2KeyPair.getPrivateKey ().
—toString(16));
System.out .println ("pl2 Address: " + credentials.getAddress());

« PEMManager fiff FH 2551
rapplicationContext.xml H'Fil B PEMIK F AL EH S B 15

<bean id="pem" class="org.fisco.bcos.channel.client.PEMManager" init-method="load"
o>

<property name="pemFile" value=
—"classpath:0x0£fc3c4bb890bd90299db4c62be0174c4966286c00.pem" />
</bean>

it FH AR n

//IN#Bean

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext-keystore-sample.xml");
PEMManager pem = context.getBean (PEMManager.class);

ECKeyPair pemKeyPair = pem.getECKeyPair();

/ /A 7St i B e FAEAAN A B
System.out.println ("PEM privateKey: " + pemKeyPair.getPrivateKey () .toString(16));
System.out.println ("PEM publicKey: " + pemKeyPair.getPublicKey ().toString(16));

//E R web3sdkff\Icredentials

Credentials credentialsPEM = GenCredential.create (pemKeyPair.getPrivateKey () .
—toString (16));

System.out .println ("PEM Address: " + credentialsPEM.getAddress());
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5.5.4 ik HhE T A

FISCO BCOSFIK /' 1 ik FHECDSA A #HiT B 15 5, XTECDSAA H #1633 ] % 7= 1T Hkeccak-256sumMs
7, BUTE S BAE 207 B163 I FonlE Rk P ial, B F T HER M edka 5~ Frelk iy
HEK B R40 - FISCO BCOSHIMK P #itik 5 LIRIFFEA - 1E B keccak-256sum 5 sSHASAHF], H#E S %X
H,

PAK D7 HE1E A A
1. £ ECDSARAEH

B4, FA1E FHOpenSSLAE AU R #h 26 AABH , 6 6 # 2% 1 5 208 Fsecp256k1 - T FHIAI A4, 4
R PEMAE 2 FIFA A LR A7 FEecprivkey.pem LA H -

’openssl ecparam —name secp256kl —genkey —-noout -out ecprivkey.pem ‘

PITFERTES, BEEXFAE -

’cat ecprivkey.pem ‘

AT LUE B BLT o A% -

MHQCAQEEINHaCmLhw9S9+vD0IOSUd9IhHO9bBVIXTbbBeTyFNvesoAcGBSUBBAAK
oUQDQgAE jSUbQAZn4tzHnsbeahQ2J0AeMuliNOxpdpyPo339Dig3gdl jrv07wvix
z0zLpUNRcJCC5hnUS00MD+4+Zxc8zQ==

BRI E AN, U7 TENES

openssl ec -in ecprivkey.pem -text -noout 2>/dev/null| sed -n '7,1lp' | tr -d ": \n
—" | awk '{print substr($0,3);}"'

AT LTSS ABL o Ay

8d251b400667e2dcc79ec6de6a14362740le32ed2234ec6976908fa378deeZab7a9d963aefd3b02f8f1+ceccba543517

2. RIEFEA AT b ak
AT A TARIE A BTS00 R O ik« Ffl 175 2k Bkeccak-256sum TE, AT LAMIXEL R

openssl ec —-in ecprivkey.pem -text —-noout 2>/dev/null| sed -n '7,11p' | tr -d ": \n
" | awk "{print substr($0,3);}" | ./keccak-256sum -x -1 | tr -d ' -' | tail -c 41

BEELTHE L, FURT AR it -

dcc703c0e500b653caB82273b7bfad8045d85a470
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58 FH = Mt

RERME TFISCO BCOSF A MIHEAFM, HHFMALFAFISCO BCOSF & & FhIhgefM H 7=
6.1 I AT F

FA AT DL B RE LU AR — 77 2URBUFISCO BCOSFIHUTHET - #EFE M GitHub N 3 Fiidmis — il -
o B TRAEAER S HEERITISRIE SO, AT LIZEUbuntu 16.04F1CentOS 7.2 LA _ERRAGEAT -
o B 7R Mtdockerfi g, MGHAFF o docker-hubifiit
o RIERIFREATHUTIEY, BRI .

6.1.1 T #Ti4mi¥fisco-bcos

BT GES SEE B TSEERF . 7EUbunt 16.04F1CentOS 725 - 75 MRelease T F Bl % 1
HBG AT -

6.1.2 dockeriEf%

MV2.0.0MR AT 1R, FRATHR AL BN b A tagHIdocker i 15 o X7 R Fmasters> 3, M1 t1astest irEH]
% FLZHdockerbi S it S %X H .

build_chain.shfIAIEIN [ -, & BtdockerzUEBEADILRE, T A B TE - EHEZ 51X -

Hf#: build_chainshfI AN THRBE S H, Bifdockerfffl T ——network=host PWZ&IE=L, SEFRfEH+
Pl e R EARYE B M 4557 5 il 2GS -

6.1.3 JRE9%1%E

75


https://hub.docker.com/r/fiscoorg/fiscobcos
get_executable.html#id2
https://github.com/FISCO-BCOS/FISCO-BCOS/releases
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W FRGEEATEEEFRERONS, ST RT RS FRRUE, HRRMNRIGE . ZW%
FIHLSI B, RIS 205 SR 2 .

FSICO-BCOS fif fil il FHCMake 3 RS A AT EF B IS, XEWRE TR EHERA 28 IERS L
VEIARIE H AL

| ZEMELEMKIE (KTFE)
2. MFISCO BCOSTELI&CHS -
3. 1&fTcmake £ UM I S H YR -

LI
» Ubuntu
flE#FUbuntu 16.04LL ERRAR, 16,0420 R BIRRACE 5 M, JRASGR PR M T40 % TR 1ibss1 -

$ sudo apt install -y g++ libssl-dev openssl cmake git build-essential autoconf
—texinfo

¢ CentOS
THEFF 15 FH CentOS7 LA _F AR A -

$ sudo yum install -y epel-release
$ sudo yum install -y openssl-devel openssl cmake3 gcc-c++ git

¢ macOS
T xcode 10 L PR o macOSHKHN 1, 27 24K H T Homebrew o

’$ brew install openssl git

SoREACHY

’$ git clone https://github.com/FISCO-BCOS/FISCO-BCOS.git

G

PRI RE ZEH SCEAL TFISCO-BCOS /build/bin/fisco-bcos o

$ cd FISCO-BCOS

$ git checkout master

$ mkdir -p build && cd build

# CentoSEIEH cmake3

$ cmake ..

# T PERENLES ATV AN - 5 41 FH A% I G i3
$ make

TR

« BUILD_GM, Ztiloff, E#4RIFH % - iBifcmake -DBUILD_GM=on ..FTHFEF K-
» TESTS, Zkiloff, HICMIRGRIFIF K - ilifcmake -DTESTS=on . .FTH HICMHFF K -
« DEMO, Eiloff, MIAFEFHIFF K - #ifcmake -DDEMO=on . .fTFFEICIIEIF K

i
i
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« BUILD_STATIC, Efiloff, F#AZIFEH X, HZFfUbuntu- i#idcmake -DBUILD_STATIC=on
T B SYRE R

o AR IORY .

fz§§Doxygen
sudo apt install -y doxygen graphviz
A RRIS SO AR BIRIY SO T bui 1d/doc

make doc

Uy S Uy S

6.2 B

FEE: build_chainfii 74 B 21k P &g FHFISCO BCOS, ¥ T4 2% 5 F #Z FISCO BCOSE S %
A REETER .

FISCO BCOS# fit Tbuild_chain. shiifl A< %5 By B /7 B 152 5 EFISCO BCOSER B3 55 | 1% i X Bk A
MGitHub N #imast er s L EHTIRARFGR1E o] TR P T RIS 45 3 .

6.2.1 BIARThEER A
e build_chain. shifl A F P A pl— K HE R T S OB E SO, IAMRE Topenss LIEMRIEE
HIEER G Z 2 openssl 1.0. 2 A BRRA - BIAFIRFS AL FFISCO-BCOS/tools/build_chain.sh -

o PREEARES T LU - 1R TR B TS IPAIEE - - R A — MR @SB E S, SRR
A FIE 2L 553 = FISCO BCOSHE - —1F1- 38T FFE & — N AR .

o BRI G B B -1k T, -7 Blogfl B FIDEBUG, -ii% BERPCHchannells U70.0.0.
0, p2plRRBAINENT0.0.0.0-

6.2.2 #HH)

Usage:

-1 <IP list> [Required] "ipl:nodeNuml, ip2:nodeNum2" e.g:
—"192.168.0.1:2,192.168.0.2:3"

—-f <IP list file> [Optional] split by line, every line,
—should be "ip:nodeNum agencyName groupList". eg "127.0.0.1:4 agencyl 1,2"

—e <FISCO-BCOS binary path> Default download fisco-bcos from GitHub.
—If set -e, use the binary at the specified location

-0 <Output Dir> Default ./nodes/

-p <Start Port> Default 30300,20200,8545 means p2p_port,,
—start from 30300, channel_port from 20200, jsonrpc_port from 8545

-1 <Host ip> Default 127.0.0.1. If set -i, listen 0.0.0.
—0

-v <FISCO-BCOS binary version> Default get version from https://github.
—com/FISCO-BCOS/FISCO-BCOS/releases. If set, use specificd version binary

—-s <DB type> Default rocksdb. Options can be rocksdb /
—mysqgl / external, rocksdb is recommended

—-d <docker mode> Default off. If set -d, build with docker

—c <Consensus Algorithm> Default PBFT. If set -c, use Raft

-m <MPT State type> Default storageState. if set -m, use mpt,
—state

—-C <Chain id> Default 1. Can set uint.

-g <Generate guomi nodes> Default no

-z <Generate tar packet> Default no

-t <Cert config file> Default auto generate

-T <Enable debug log> Default off. If set -T, enable debug log
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—-F <Disable log auto flush> Default on. If set -F, disable log auto,
—flush
-h Help

e.g
./tools/build_chain.sh -1 "127.0.0.1:4"

6.2.3 LN

o 1M H T E S AR BEIPYIR DUEDIP T AL, LUES MR - AR IR & AR 241
AL BOR R R SO, H AR s 5 BRIA 30300 100, BT e 19 A8 T R— ML
FFNFELE -

o £

- ATRIBECE AR R, MET LRSI E 2 Bl -

- BITHE, B—1TRER—TIRSES, BN NnuM AgencyName GroupList, BATHW
TfE RS E, AN 2T -

— IP:NUME /RIS IIPHL ik DL I Z ML es bR S5 . AgencyName R RmILI4 , HTFEE
EFHPINLAIES - GroupList B /AMZKATHERMMI T A FTERIA, BL, 5% - Flan192.168.

0.1:2 agencyl 1,2F/RipH192.168.0.10MLes EAM DT A, X ADT AETH
agency1, J& T grouplFfigroup2 -

FEE—AESCHNOIT, 8 I ETZH .

192.168.0.1:2 agencyl 1,2
192.168.0.1:2 agencyl 1,3
192.168.0.2:3 agency2 1
192.168.0.3:5 agency3 2,3
192.168.0.4:2 agency2 3

Ri& LR 2 Nipconse, MIFHA FNF|f4 s, #onf A E XCH, &EHERI NpEBUG, W
0.0.0.0-

$ bash build_chain.sh -f ipconf -T -1

* el Ti[Optional] A T8 Efisco-bcos i HI T EMTZEERE, WA K fisco-bcosH N
DIIPAZIIE R T - NEERT, EXAMGitHub N Eimaster 5 3LHHT i HIFEF -

# MGitHub N NEE i release ZiFH], AR AN, 477 5

$ bash build_chain.sh -1 "127.0.0.1:4"

# i bin/fisco-bcos |, ARAH] 47T 5

S bash build_chain.sh -1 "127.0.0.1:4" —e bin/fisco-bcos

* oJETfi[Optional] 5 <€ £ A AL & FT A Y H 3% -

* piETi[Optional] ¥§ & 17 m AR IEW O, BT A GH =10, 4 5]5&p2p,channel jsonrpcff F,
SENRD, AFERE = E o [F— MNP T RN ET ST A 0 e 5 -

# AT AR 30300,20200, 8545 F1° 30301, 20201, 8546 -
$ bash build_chain.sh -1 127.0.0.1:2 —p 30300,20200,8545

« i7%ETi[Optional] TLSHCET, ¥ EIZETRT, 1% & T A AIRPCHIchannel ‘% H70.0.0.0

« vit Wi[Optional] [ T f§ & # HFISCO BCOSHS fff H # — # #| it & - build_chain®k
N T #kRelease I [Hifx A A& , % & % % WK T # 5 £ 48 Eversionfl & H &
BHconfig.inifii & X H) [compatibility] .supported_version=${version} e
B E R et W ¥R € Z o H, W fE A i Z 3l EC & [compatibilityl].
supported_version=${version} HRelease Il A B HTHAS -
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o diETii[Optional] 15 Hdockerfi ZIEFEFISCO BCOS, R ZETF AN FH NI g, HERAFE
)i__z']ﬂﬁ,.ﬁ‘fﬂ%%zf%dockerﬂmﬁ)ﬁ HdockertX R, BRI H P il Adockerfif4H - £ & B3R M HUTW M4
HET

$ ./start.sh

U start.sh BIARR BT A0 T

$ docker run -d --rm —-name nodePath} -v nodePath}:/data —-—-network=host -w=/
—data fiscoorg/fiscobcos:latest -c config.ini

« mi& Wi[Optional] JC 2 #0E T, W EZEWA, T A6 HAmpstateFiE G AR EE, B
Hstoragestate fFfif 540 JRER AR & -

* siETi[Optional] 2 E0LT, Z%hdb%, H IS Ffrocksdb ~ mysql ~ external = FifE =l - BRIA(E
FRocksDB - H Himysql 75 ZE#F Hini 3 AL EmysqlfH KE B, external T Z L B topiclE B I8
Zflamdb-proxy -

* citWi[Optional] TLSEGET, EIZATN, wET AMIIAEE R, BINKEHPBFT -

 CiET[Optional] T F8 € EFISCO BCOSHT FUFEARIH o & BIZ RTINS K i S804 B config.
iniBCEHFHH [chain] .id, SECUEVIEEL, BOARESNL.

# ZBEPRR N 2.
S bash build_chain.sh -1 127.0.0.1:2 -C 2

« gl Tf[Optional] &5 KL T, W E LRI, $EEEZRANIFISCO BCOS . f# Fgik Wil Ek
it fisoc-beosH E FARA -

o zi&Tji[Optional] LS EGET, W E LI, AR S Htar e -

o t3ET[Optional] %% 551 48 & A ACUE TS Bk T B & S0 -

o TIETI[Optional] TS EOGET, W EIZIRTIRT, RE T 5 log 5 NDEBUG - loghf KALE 2 751X
.

6.2.4 T S HHL G

o cert U N FEUBE AOARIE B AN IES -

. l«)ljfé?‘ﬁ%E"JY#%Tﬁﬁ%ﬁHE%%&%ﬁﬁﬁﬁ9‘%@6%\ fisco-bcos A HUTEER - SDKFTR AL
I -

o BAPIHER T Binode« R FEMET AT E XM . Hficonfig.ini AT A B EE
B, confHR NEMIED A AEMREE . EXHIFEE, 25 XHE. BT AT 0RE
fitstart.shflstop.shiflA, HATFEsFEILTT S -

o NP FE N Atstart_all. shifflstop_all.shi MHIAHETEsiFEETE T & -

nodes/
— 127.0.0.1
| — fisco-bcos # _iHIFERF
— node0 # TIAOMFR
l— conf # BCEHFR
ca.crt # BEMRIEP
group.l.genesis # BFZHIWIIRILECE , 1 CHAATHEIL
group.l.ini # A IMCE I
node.crt # TAIETP
node.key # T FAEH
node.nodeid # T iiid, I e HIFER
— config.ini # TRFEEIMH, BEERV P W%
— start.sh # BsHA, HTHEIT A
L — stop.sh # {FIEMIZR, HTELET A
— nodel # 113k
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L sdk # SDERTHEFFIN

l— ca.crt # BEIRUET

— node.crt # SKDHETRERYIER i, @iﬁfﬁﬁ'@m
node.key # SDEUTHEMIFARASCM:, EEALIERENH

— cert # lJtJFJXﬁ:%
l— agency # MUSIEFICHKR

— agency.crt # HUUED
— agency.key # HPLFAEH
— agency.srl

— ca—agency.crt

— ca.crt

-— cert.cnf

L ca.crt # BEUED
— ca.key # HEFAEH
— ca.srl

L— cert.cnf

6.2.5

it FH 25451

Bk S5 as A

6 AL L4715 55 BIFISCO BCOSHX B 5% , 15 A BAIA 2 1R % 1130300, 20200, 8545 (4171 M &
F30300-30303,20200-20203,8545-8548) ”*ﬂﬁ%HChannel%u]sonrpclﬁﬁ|:I, A K

=

=
&

JFSDKEAPIS 15 S AC H. -

# MEFIsco BcosHkHE

$ bash build_chain.sh -1 "127.0.0.1:4" -1
# AR, it A1l completed R
Generating CA key...

Generating keys

Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1l

Generating configurations.

Processing IP:127.0.0.1 Total 4 Agency agency Groups:1

[INFO] FISCO-BCOS Path : bin/fisco-bcos

[INFO] Start Port : 30300 20200 8545

[INFO] Server IP : 127.0.0.1:4

[INFO] State Type : storage

[INFO] RPC listen IP : 0.0.0.0

[INFO] Output Dir : /Users/fisco/WorkSpace/FISCO-BCOS/tools/nodes

[INFO] CA Key Path : /Users/fisco/WorkSpace/FISCO-BCOS/tools/nodes/cert/ca.
—key

[INFO] All completed. Files in /Users/fisco/WorkSpace/FISCO-BCOS/tools/nodes

Z RS ZREA

15 Fbuild_chainffl A4 2 £ R 55 2% 2 BE4H AFIFISCO BCOSHS BA 55 75 B Bh I A BD B S0, PR 7 =X

Lz

HiXE .
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6.3 Uk uiBA
FISCO-BCOS M 44K FHH [AICARMEANE], ZFHERZRANERLEEN, REGEEAREM - R« 7

P~ AR -

FISCO BCOSTE x50 X FUIEH 450, IRIEIME L FH T, BUKHA ZRANEREEH, B LN 25
FEEIES ~ HUAIES ~ T RGES -

FELZREAIRI T, —FRBEE — D EEIEH O N A0BERY, BERVI X R R R 2 L M . BXBA R
A LERNAIERER Fagency . csr, AN IEagency. crt -

NUFAEAEEYUS BB AFFE, BT LA T S & T SR -

TAIETRT S G MIEIE, BT S5HEMEFE AR 0T SR L SSLiER:, HFThnZhmi -
sdkiiE i fEsdk 5 15 SURME EIE, HUE A isdkiEF, AVFsdkS 7 HFFTiEAE -

FISCO BCOS T s AT IS I BN R T -

6.3.1 AfENX

FISCO-BCOSHIER 5, EIMAE, 2HlREEELR A SEHA - YL . TR FISDK -

BREAELRA S
o BRRABRASEHENRY, HRBEVEFIESER L Fagency . cse APIUA HIAIES -

ca.crt %ﬁiﬁzﬁ
ca.key HEFAEH

FISCO BCOS#HATSSLINENEERS, #IAMHFHELE B ca . cre iY77 G4 FTEALERE «

HLAE
o YU EENUAAAG, AT LAUR 77 SR MlsdkaE+ -

ca.crt HEIEP

agency.crt HUAFIEH
agency.csr WU IEF95E R
agency.key MLAIFAEH

7 5/SDK

 FISCO BCOS™Ti S 635 b BAIAAEH, FHT &L 55 Al SSLN B % 2
« SDKEFESDKIEFFIFAEA, FT5 XHEETT S @ SSLIN R -

ca.crt %@iﬁzﬁ
node.crt 75 /SDKIEF
node.key . /SDKFA%H

T A EPnode . crt BT AIERFYVEIERER, A5 HMT S/SDKEFEIUER 2 H 8 Ca9fA
fAnode . keyMTHB#HITE S, HAEH CHInode . crt 22X /7 # T35 IE

6.3.2 WEBAERTE
FISCO BCOSHJUEFAEAMARUN N, B Pt m] DA A (i lb 350 55 T 5 AR AR ROE 35
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A RSB UE
o FREAHEZ: 51218 Fopensslin 215 K §EFA A ca . key, RIfEcakeyERHEIEFca.crt

A AL UE 4

i HLT@TEJEH0pensslfﬁ%§£ﬁkﬂﬁ]%%ﬂagency .key

o WU fE VLA Hagency . key B BN IE FE R L Fagency . csr, A ifagency.csrAEH
HZns

s MU LA S FHENHAca. . key, RIE\EB BN IUE F E K X Hagency . csr B IE
Fagency.crt, HFVHMIEFagency . crt KiELH TR

A BT R/SDKIE S

o T A Hnode . keyFIERIFR L node . csr, HMEHE G FHAMHagency . keyFIEF1E
KX M#Enode . csr AT E/SDKIAIEFnode . crt

6.4 B E L 5ECE T

FISCO BCOSKFFZ kA, WA EELZ MMALIKA, WA FEIEMHE LR, RS540
MR, @/I\%,ﬁ@ﬁ—/l\fgﬂﬁconfig.ini%ﬂg/l\mf?zlx@ﬂﬁgroup.group_id.genesis\ group.
group_id.inio

e config.ini: FECENME, FEE ERPC. P2P- SSLIEP « MKAR & X {17 . #AEMEE
B

SO ©

* group.group_id.genesis: REARLE M, BHANRET S, TaEslE, NFehE
BOZBCE - FEAFERHALIREE . FHERT . RRgasRHEIEHLE I -

* group.group_id.ini: FAET DR, BT MARNE, BERERT AR

6.4.1 TEMHEK

ER: BT R SRALEMEHEE . CPUNNERIR, Eitoy 7T RIERSOIEENE, —&Plas EAE
FECES Z A

PRERFHRTAMEEORE, TARERFESHAMELRIERR, EaTRIE LIRSS TR
BHR, SHMECE T SEH -

FrE | &XKAE | BERLE
CPU | 1.5GHz 2.4GHz

N7 | 1GB SGB
o | 1/ 4t
T i | IMb 10Mb

6.4.2 FHic & #fconfig.ini

config.iniRAinitgz, FEEHE rpe~ p2p - group - network_securityFllog Ar & i -

HE
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o ZEHAAMIPYIAEIIP, Flisten_iptE G FMNIP, SE5ERI, FHEHE0.0.0.0
o RPC/P2P/Channel Vs W3 0L F1024-6553570 N, HANRE S A28 A 7 FF s Wi 1 1 2%

B ERPC
« listen_ip: B&FME, BHEEMABINENTI127.00.1, WIRFZESMFRIRPCESM (# FHSDKIE 1
W79 RS RIIPEL0 . 0. 0. 0;
e channel_listen_port: Channeldt 1, ¥R E|Web3SDKALE HHchannel listen_port;
e jsonrpc_listen_port: JSON-RPC¥iH -
RPCECE/RBIAA T

[rpc]
listen_ip=127.0.0.1
channel_listen_port=30301
jsonrpc_listen_port=30302

& P2P

Y HIARZAFISCO BCOSW i fEconfig. ini ML E AL EEH T S Ipfport, P2PAHKRIALE BFF:
e listen_ip: P2PWARRIP, EXIAXEN0.0.0.0-
e listen_port: TimP2PMTHE
* node.*: T RFHFEERFET AIP port-

* enable_compress: FF e W 4% [ 46 O BC B R T, it B Ftrue, FRIHF B EHEThEE, BEE
Nfalse, FIAKHMLEELETIRE, MBEAFHNEHESH X .

P2PECE/RGIANT -

[p2p]
listen_1ip=0.0.0.0
listen_port=30300
node.0=127.0.0.1:30300
node.1=127.0.0.1:30304
node.2=127.0.0.1:30308
node.3=127.0.0.1:30312

P B A SO A B A2

[group] BLEART F AT P A AR Bz
* group_data_path: FABIR BT -
s group_config_path: HEHACE TR -
T AR Egroup_config _pathiEfE FHIFTE . genesisBR A IS BhERH -

[group]
; FTERABIETCE T A data T BK
group_data_path=data/
; TEFF BEinE% A FIITE . genesis I

group_config_path=conf/
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ﬁEE‘QE:BFILA

HET%2%E, FISCO BCOST A AIRHASSLINE#EE, [network_security] BLESSLEREIIIET(E
H .

AN

* data_path: UEBFREACHFIEH -

key: T EAEAMEN Fdata_pathAEERE -

o cert: iEPnode. crt X Fdata_pathAIEZE -
» ca_cert: calE F 3RS -

e ca_path: calE R, EcalffFE -

[network_security]
data_path=conf/
key=node.key
cert=node.crt
ca_cert=ca.crt
;ca_path=

[T Py
ETHIEB%E, FISCO BCOSIIF T AR NZ M TAMATI B A BIF, JHEA S KR 0
SNV FER, Bid [certificate_blacklist]BiE:

crl.idx: B&Z BT & HNode ID, 19 A Node IDA[IE T node . node i d XA FREL idx 2B L H
W‘ilﬁ’]%f’%l

B2 BRFAE RIS S HCARY &
B BYIRECEREIIAT:

; U EAK
[certificate_blacklist]
crl.
—0=4d9752efbb1del1253d1d463a934d34230398e78703112805728525ed5b9%d2ba29%e4ad92c6fcde515pede8baabacal
3787c338a4

BLEHERFEE

FISCO BCOS Y FFIfEsR K boostlog, EERLEIAN T

s enable: BH/AAHHEE, RE N NtrueRRBHHAE;, B NfalseFRREAHE, BRAEKE
Htrue, HEEMA AT ZIETKE N false, FEEITEN H &N M4 R

* log_path:HEI R .

o level: HERA, HEiFEaTEtrace- debug-~ info-~ warning- error A HERA|, &
BEREMAZINE, AEXHFSBARTETZEIMES, BERAINKENMEFerror >

warning > info > debug > traceo
e max_log_file_size: B PMAEXHEAREE, TERMAIMB, BKIAH200MB -
* flush: boostlogBhINHF /& HE& BalllH, &FRARGERE, BUCRKHZEIXE Nfalse -
boostlog/~FIFCE LT -

[log]
; EHEHBEE, il Nerue
enable=true
log_path=./log
level=info
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i BAERRERE, Bh200mB
max_log_file_size=200
flush=true

BLE T R ARA

FISCO-BCOS 2.0FTE AR R FEZS, Al config. ini A [compatibility] Bl &1 A AN,
WL E TR THE S BehAER, AP AFBK .

» supported_version: HFjTIAIBITHIARA

HE:

e n] @ ;¥ ./fisco-bcos --version | grep "FISCO-BCOS Version" | cut -d':'
-£2 | sed s/[[:space:]]//g % EHEFISCO BCOSHIZH Fil 3CHF B H R A

« build_chain.sh/ 4 5 i) X S8 77 S ECE A, supported_versionfit B FISCO BCOS 24 Hil 5 A
o [HT TR T SR, EEEE IHATFISCO BCOS i il il HHFISCO BCOS i #iIEI AT,

release-2.0.077 &5 1Y [compatibility] [

[compatibility]
supported_version=release-2.0.0

AHRRCE: VAN
T RBETT S EGEYLE L, FISCO BCOSTI A N PRI T s B RINL N, EEME RIETAES
EiXH
config.iniEF’El/‘]storage_securityﬁﬁ?@ﬂﬁ%ﬁmfz'ﬁ, FEARE:
* enable: ERIFEFEZINE, EAATFE;
* key_manager_ip: Key ManagerfR&SHIEREIP;
* key_manager_port: Key ManagerfR%5 Wi ;

e cipher_data_key: TV AEIEINZEEHIIZ L, cipher_data_keyRIFHESHZE S INERIET
o

VEE T R BRI T

[storage_security]

enable=true

key_manager_ip=127.0.0.1

key_manager_port=31443
cipher_data_key=edl57£4588b86d6lazel745efe7lebea

6.4.3 BHHARGHCLE A
BAFRAEE ML E S, RRESERGAHEIE, I NEEHRGEEMNFHZEE . A
ARG E AT A conf HET . genesis)ﬁ%@ﬂﬁjﬁﬁ:qﬂ °

W: grouplMIRGHLE — i Ngroup.1.genesis, FHHAGE EFEOIEHHAID . iR . HFhiE
Fgastf R HIELE -

HE: BEASRREN, FEE:
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. ﬁﬂgﬁ#ﬂﬂ\] B BAEASECER T AR REE0R), KR RIERFE NS T S B E

TRENEAITER . AREECEENBIMRE AT REER, BEYIRILE AT E

o BEWIMARILIE, RI{FEE L T genesisHE, FAIECE NEER, RGANIAE WA L BERT i genesishC
B

o T genesisPLE ZSREEANFTE T A —80, B build_chain A RUZELE:

TARCE

[group] BLEREAHID, 7 SRIEZIDWIIAILEEA -
B2 REA R BERFIIN T -

[group]
id=2

R E

[consensus | MR ECE, B
» consensus_type: FLHEJERA HELFFPBFTHIRAf, j(U\ﬁFﬁPBFTjiiDﬁ&'

» max_trans_num: — TXIRAFTERITRARL SHE, BIAZ1000, HEVHILE B S8
BUEZ S

e node.idx: P H I K, BE T 25 HEHT & BNode 1D, 77 & HNode IDA]
ﬂﬁii${data_path}/node.nodeld}fF#X#EYL\[P${data_path}*T Gl j‘}i@ﬂﬁiconfig.
inifJ[network_security] .data_pathBiEIIKE)

;IR E
[consensus]
; HHEE HﬁﬁﬁjﬁPBFT(consensus_type:pbft)*ﬂRaft(consensus_type:raft)
consensus_type=pbft
i BABRERIT S
max_trans_num=1000
; leader i S IDFIFE
node.
—~0=123d24a998b54b31£7602972b83d899b5176add03369395e53a5f60c303acb719%9ec0718efled51fe
node.

—1=70ee8ed4bf85eccda9529a8daf5689410£ff771ec72fc4322c431d6768%efbd6fbd474cb7dc7435£63F

node.
—2=7a056eb611a43baec685efd86d4841bc65aefafbf20d8c8£6028031d67af27¢c36c5767¢c9c79cff201

node.
—3=fd6e0bfe509078e273c0b3e23639374£f0552b512c2bealb2d3743012b7fed8a9%dec7b47c57090fa6

7e9cf4836£26

a592b98£f22bl

7169ed80££220b

cc5341922c32]

RERABE

state H T E X FEERSFE, L T genesis WHFH [state]:

o type: stateZRAY, HEI S Fistorage state IMPT state, BRI\ HNstorage state, storage state’$F 22 Z AT
t%@fﬁ%f{wu%*, BORE R, MPT state’f 8 5 HUTE R FEEMPTH A, JCREL, HES
SEEMEER -

BHE: (T storage state , FRETFFIRTE K, NEWFHMPT State
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[state]
type=storage

gasfic &

FISCO BCOS#E 28 LI AT B fLAL(EVM), N T B 1L XTEVMATDOSI i, EVMIEHATZE S B, 5l A
Teastlhx, FAREEEGEASANTEERHEBRITEMEE TR, 05 i KgashR #]F1 X 5
KeasPR i, #2 5al X AT IH FE Bgasih it fR fill (gas limit), M ZFEF A2 5 e X H - FISCO BCOSA& Bk
BABE . L T gasiit, UERBE R 5B KgaskR#l, X35 Kgasi i I 7 AL & (max_trans_numF1 5
5B KgasPR#—H2 2 . FISCO BCOSIE i genesisfi) [tx] . gas_1imit FALE L5 & KgashRE, Bk
300000000, HEWIMAILSERES, AHERE S G T8 2 S HEE gasR -

[tx]
gas_limit=300000000

6.4.4 A< A] 32 fic & Ui

M A AT 2P E A T flconf B3R N . ind JERRISUEH -

WM. groupl Al BHLE — M4 Ngroup.1.ini, AIREEFEGIELSH M AN PBFTHIRHE KL
FUTTL - PBFTHRIT RN X E - PBFTZ ZITHENSHEIRE - HITLHRES -

fit & storage

17 fi# B B 3 $FRocksDB ~ MySQL - External = Fi 1% =, FH /7 7] DUAR #8 7% & 2% 85 F H /DB, H
HRocksDBT4 BE 5% 171 ; MySQLC 7 F P FAMySQLE I %, 7 IR & F; Externalill 1 £ 1T
H i Almysql, P REEESIFEELIERHE - & U S FHAMDBIF 1% 11 - RCIARA A T A 15
FRocksDB# X LevelDB LLIRTS Bt AR RESR IR, 19 3CFFIH A Level DB -

AIEE I

e type: TFHEMIDBRTA | ¥ #FRocksDB- MySQLHIExternal . DB % yRocksDBHEY | [X B &
R E BUE 17 % TRocksDBAS M £ 5 2 type My SQLAT | 7 SR 48 Bt B 17 [Mlmysql B HE
J& o typeFexternallif, 7 s BT EE LI P mysqiEdRZE, AMDBREEALEES %X H .

* max_capacity: BEEAT T AHATHNERERZRKN .

» max_forward_block: BLE RFTSHATHNAERXIRAA/N, L7 5 H A X B8 B2 EUERT, 17
SRR SRR R T ANRIEE -

E A R B BT

e topic: HtypeNExternall, FEAEBIZTE, FRXHEE ARG FEAAMDB Hopic, P4
HSEXH

* max_retry: é’ltypeﬂ?ExternalHﬂ', TEEZTER, -5 NEBNFERKE, FHES
FXHE

e db_ip: Htype AMySQLEf, FFEAEIZFE, F/RMySQLHAJIPHILL .

s db_port: HtypeIMysQLIf, FEALEIZFE, FRMySQLAS -

s do_username: HtypeAMySQLI, FTFEMEZTFE, FTRMySQLIIHF% -

» db_passwd: Htype IMySQLE, FFEALEZTFE, FARMySQLHA F X NI EHY -
* db_name: Htype WMysSQLR, TREALEIZT B, FRMySQLH# H IR ES -
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e init_connections: HtypeAMySQLIY, FEALEIZF B, F/R5MySQLE . FIWIIAERZEL,
BRk1s . AHEAMERTA -

* max_connections: %ltypeﬂ?}MySQLHTj'7 GBI %%QMySQL@IE@%j(ﬁf%%Q,
BiA20. (EHECAMERTT -

T & [storage] I BL B R B -

[storage]
; Storage db type, rocksdb / mysql / external, rocksdb is recommended
type=RocksDB
max_capacity=256
max_forward_block=10
; only for external
max_retry=100
topic=DB
; only for mysqgl
db_ip=127.0.0.1
db_port=3306
db_username=
db_passwd=
db_name=

XM E

FISCO BCOSH AL it A EECE I LA M, AR E B ik SRR K - TR @ tE R K LUK s r)
fEFECE SN SHE H A -

o WEL BRI

[tx_pool]
1limit=150000

PBFTHHTE B R E

PBFTHIRE AN T RIEI RS R KM KA, SR SEE SR RIREE G, SrHmTy
AITRRZIEE, MBI T, ORI B AL H 2 AN A 4 IR B, R AR R AT
BECETFSIA T e IRERITEE R Z R, HERREAZRE eel-1, ZEET S PBFTH
3o

WELEE RS L —IK, BEERFIWT:

; the ttl for broadcasting pbft message
[consensus]
ttl=2

PBFT:1R$T i (Al BC &

ZREIPBFTE L TH KM &2 B H X B X R P XIT IFRNR DX 5, R % F
fif z5 6] , FISCO BCOS v2.0.0-rc27E #f 2H 7] 2% Bt Egroup.group_id.inifJ[consensus] 5l
Amin_block_generation_timefit & Wik HIPBFTH IR 4T & A B T A], BRI HARTT S 4T AL AT
[E#Bidmin_block_generation_time BfTHMIA HE K TOA A RILIRFFE, GEIT A4
XBR .

HE:
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e min_block_generation_time i\ H500ms
o R A FKAT A A 2H1000ms, BT 1000msH7 [X BT G272 550010, FiRsE &t
ANHZBHRPE, SHRIFAEE;

» min_block_generation_time /A AJH L H 25 ELET (A1 1000ms, % B (HH T 1000ms, RETEL
i)\min_block_generation_timefﬂ500ms

[consensus]
;min block generation time (ms), the max block generation time is 1000 ms
min_pblock_generation_time=500

PBFTZ 51T R 5 3

% [RE|CPUM B M 28 FEIR X RGEALFRAE /7 FFEMA , PBFTHR ML T o S HEE— 1 X AT R KL 5
BB, ZRIESRIEN RSB SHBX RN A TER&R KT 55, BIATE, HaE
ﬁ’lgfﬁfﬁﬂﬂﬁgroup .group_id. iniHJ[consensus] . enable_dynamic_block_size@ﬂﬁﬁﬂ%ﬂﬁ
HNfalseRFFNZEE, BB XK HR KL HE Ngroup.group_id.genesisH[consensus] .

max_trans_nume

KA XRAT AR S B SHBEIREEW T

[consensus]
enable_dynamic_block_size=false

HOXHEE

FISCO BCOSXFFAZ H HIHATHT - FFRZ S HATHITH K, e LE KRNI S T T, &5
HFitE, XSHHITHITI Estorage statetFz T AERK -

[tx_execute]
enable_parallel=true

6.4.5 IR ERFSE

FISCO BCOS A4t H B ER U T RAASHRA ST REM AL SED.

O

ROSH BOAE B
tx_count_limit | 1000 — MXRFRFTER R KT 5 E
tx_gas_limit | 300000000 | — 7~ XHE K gasFR ]

i 5 $2fH setSystemConfigByKey it @ REBHX L RIS, getSystemConfigByKey i & 1] BE R 5L
e GOETTHIER

BE: NEWUBEREMx_count_limitfltx_gas_limit, {1 NEHAEMEXLLSEL:
o DLES ML ELCPUSIE M REER: Y/ Mx_count_limit, BEFE(RMLS5ETT;
o WEBHEREH, PUTXREI gas AN E: P Kix_gas_limit-

# WE— DR AHTEERZTHE N 500

[group:1]> setSystemConfigByKey tx_count_limit 500
# Witx _count_limit

[group:1]> getSystemConfigByKey tx_count_limit
[500]
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group:1]> getSystemConfigByKey tx_gas_limit 400000000
group:1]> getSystemConfigByKey

# WHERXHqgasfRiilN 400000000
[
[
[400000000]

6.5 il &

P24 & F£FISCO BCOS 2.0E EA B Fim TE, TilidWeb3SDK 5 [X HLBETT S @ 38R, SLHixt
XEREETT SEIR AL E HRENR . BHEHEEENGS, BFREEXREERE S XHEET 5 . 36
BHEHEGNE . I, BEHERE—EARIFETE, B oa] LU REE R Solidity & 2 S04 9m 1%
HTava G -

6.5.1 &G m<

G S HE AR, B8 FITE M R IIZEL:

o 184 IBARHUTHIREM S, AEEAXREHRERELR, WESAMARGANELS, HAE
84 HISON-RPCE: 1, I 5ISON-RPCH: AR 4% - FHRR: 547 LUF HtabB b2,
FEZTFHE ETRERTFEATES -

s BAHXRMSE: BLOHAZOTENSE, BL52 LU NSHE S R H S50,
5ISON-RPCH; 1 [F] 44 fin & S A\ S BRI ER U E B 57 BL TR g2 5 TSON-RPC API -

6.5.2 HHm R
SAMEHL

« FIFHCNSHERZEFIAH & L3RS

— EREAHN: deployByCNS

- JAHA%: callByCNS

- HIHCNSEE AAEE: queryCNS
o TEAEFIFHEY

- #EEY): deploy

- FHEY: call

Hithan <

=t

o HIAXHREE: getBlockNumber

o BT HIIFE: getSealerList

o B G EHIER: getTransactionReceipt
o PIHEEAH: switch

6.5.3 REER

o Ctrl+A: YHEEhEITE
e Ctrl+D: BHIEHE
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« Ctrl+E: JEIREEENEIITR
o Ctrl+R: HEREAKIH L
o 1 AIHTDUSES 5 A4

o Lo [FIJE N BT 5 A A

6.5.4 i G Wi R

HEE-NER MR, EHE RG-S PITIER, FEEKRERIUTER, T8RS
2k

o IEFALER: dr ik [E Eﬁﬁ%ﬂ@?}i/d?t% LA R a2 json FITEZ0HR ] -
o BRRGER: tn S REERIPUTE R, LUFAF R ECE jsonE 0K H]
- & #aT 2P FHISON- RPCEE(DH"JL RG2S EX H
— ¥EH| & 2 FH Precompiled Service®% B, $iRig2 %X B

6.5.5 & G AL E 51817

HE: HiESM: fHEFISCO BCOSKXIREEE S EHE AR 5 il T 5.

REEH &

$ cd ~ && mkdir -p fisco && cd fisco

# REEHIE

$ bash <(curl -s https://raw.githubusercontent.com/FISCO-BCOS/console/master/tools/
—~download_console.sh)

F SRR 0N -

|-— apps # &EHlE jarfl B

| —— console. jar

|-— lib # FHRAKERA jartl HE

| -— conf

| |-- applicationContext-sample.xml # HlE

| |-— log4j.properties # HGELE L+

|-— contracts # SPTHEHR

| —— solidity # solidity & IFERH R
-— HelloWorld.sol # il AY): HelloWorld&#, RIEREFIH
—— TableTest.sol # f#HcrupZIOHIEL: TableTest/\[”] AIEREAE
-- Table.sol # CRUD/m‘Z’Tﬁﬁ% | AKITable& 2

-- console # EHIGHESNNIWFERENabi, bin, java llfFHEXE

| —— sdk # sol2java.shHZU7‘1§Z}ﬁﬁL¢E/ Al”jabl, bin, javai@@%

|-— start.sh # #HEEHHAR

|-— get_account.sh # I/ Az

|-— sol2java.sh # solidity &I HRIFN javad LA & TEMA

|-— replace_solc_jar.sh # ’)?Hlﬂejar/jufﬁ%ﬁtﬂ*

EHGRE-DRITHRFSN TR, FHEITLE Rsolidity & 2944 F Ajava & LI - LT
8, 9REw

o Rrsolidity 5N XM ifEcontracts/solidity HEK T o
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o B Ts0l12java. shIAR(FEIEE — Njaval B %) 5E MR IFE S LIESS - U1, contracts/
solidityH X F € BHelloWorld.sol - TableTest.sol-~ Table.sol& %), 8 & & 4%
Horg.com.fisco, fRUIT:

$ cd ~/fisco/console
$ ./sol2java.sh org.com.fisco

BTN Z G, ¥&fEconsole/contracts/sdk H3RAE MK ava ~ abifllbinH%, W TFFIR-

|-— abi # ZWIFEMFIabi BR, HFillsolidityAPIgMiERIabi X

| |-— HelloWorld.abi

| |-— Table.abi

| | -— TableTest.abi

|-- bin # WEEMFIbinHE, HFillsolidity & IMiFERIbn

| |-— HelloWorld.bin

| | -— Table.bin

| |-— TableTest.bin

|-- Java # FRURIFERIEENTJavad 3T

| |-— org

| | -— com

| |-— fisco

| |-- HelloWorld.java # 4wiEMIHelloworid Java i}
| |-- Table.java # ZWFENIRGCRUDALIEEN Java lliF
| |-— TableTest.java # YRR TableTest Java XiF

javaH & T & B Torg/com/fisco/B B R HXEX - B H X T ¥ 2 & ifjavah
2] X ffHelloWorld. java-~ TableTest.javafiTable. java- H HHellowWorld.
javaflTableTest . javasgjavahy F TG & fjava &2 304 -

BE TEpE#HI G Heonsole/1ibHR M &solcIJ-all-0.4.25. jar, R b 37 FR0 4R B A 2GR
B MR HOSHA SN dmiFEes il Bl SN MIFSS, 1B FEI R AN IFEsjarfl, REE#console/
1ibE¥ FHsolcd-all-0.4.25.jar- A LB . /replace_solc_jar.shii #1785, 8 E
TERHRIFEjarfL R, U

# T#isolco-all-0.5.2. jarllfEconsole XN, REIHEWT
$ ./replace_solc_jar.sh solcJ-all-0.5.2.jar

TE AN HiFjart

0.4 A &Y jar

$ curl -LO https://github.com/FISCO-BCOS/LargeFiles/raw/master/tools/solcj/solcd—
—all-0.4.25.73ar

0.5 A& N Y% jar £

$ curl -LO https://github.com/FISCO-BCOS/LargeFiles/raw/master/tools/solcj/solcd—
—all-0.5.2.jar

35040 & L9 jar

$ curl -LO https://github.com/FISCO-BCOS/LargeFiles/raw/master/tools/solcj/solcd—
—all-0.4.25-gm. jar

[ 25 0.ShRUAR & 2w 1 jar

$ curl -LO https://github.com/FISCO-BCOS/LargeFiles/raw/master/tools/solcj/solcd—
—all-0.5.2-gm. jar
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Ao #EH &

o XEREETT SATERAIBCE
- BT HsdkHX FHca.crt ~ node.crtflnode. key XN cont B T -
- ¥contH X T E]"]applicationContext—sample.xmlj{ H E M A
HapplicationContext .xml1 /. Al EapplicationContext .xml3{H, HAFME

T B PN AR DR BE Y S BE B A R B - 7R QSR IEHERT 1% & Hlisten_ip>H127.0.0.15%
#0.0.0.0, channel_port7720200, NjapplicationContext .xmlElE NFEM .

<?xml version="1.0" encoding="UTF-8" ?>

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:p="http://
—www.springframework.org/schema/p"
xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://
—wWww.springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx—-2.5.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring-aop-2.5.xsd">

<bean id="encryptType" class="org.fisco.bcos.web3j.crypto.EncryptType">
<constructor—-arg value="0"/> <!/-- O:standard 1:guomi —->

</bean>

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.
—handler.GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list> <!-- BMHAFERE—1bean ——>
<bean id="groupl" <class="org.fisco.bcos.channel.

—handler.ChannelConnections">
<property name="groupld" value="1" /> </-—

M groupId ——>
<property name="connectionsStr">

<list>
<value>127.0.0.1:20200</
—value> <!-- IP:channel_port —-->
</list>
</property>
</bean>
</list>
</property>
</bean>

<bean id="channelService" class="org.fisco.bcos.channel.client.Service"

—depends—-on="groupChannelConnectionsConfig">
<property name="groupld" value="1" /> </-- B IDN IR ——>

<property name="agencyName" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>
</bean>

</beans>

FLE AN 2 50X

HE: EHaREURY
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o IREHGACEIER, [ERECentOS RYE I Fh#EH & MW 5
Failed to connect to the node. Please check the node status and the console configruation.

T2 PR 9 5 F T CentOS R 4t B 7 FUIDK AR AN (2 S EUE S & 5 KRB mOAERBD, 1M
Open]DK'E M BY Oracle’H ¥ T #iJt %4 )ava 88 LA FIUAR(BARZ R PR 25 5% ), RHET

R PR BEIG -

S LB SO — MR LR S T AEIEN TR 03 SRR R AT
BB RECES A RINTAEN, RRRERTES 8 BTENNS . B
G, FEE— T R (AL RC B TS SRS TEREALSH | KR CE T ] Y ZE DR Y 5 AR
R

EEELR

T RIEEETIIRI S, BehEdla:

$ ./start.sh

# HiHTAEERWAEIT)

Welcome to FISCO BCOS console(1.0.4)!
Type 'help' or 'h' for help. Type 'quit' or 'g' to quit console.

| | \/ \/ \ / \ | \ 7/ \ 7/ \/ o
I(ﬂé$$$$$$$\$$S$$| $SSSSS| SSSSSS| SSSSSSN | $$8SSSS|  SSSSSS| $S$88SS| $988S
qué_ I $8 | $S__\SI| $8 \$| $$ | $S | $$_/ S1 88 \ST 88 | S $S___\
I%zz \ | $$ \S$ \| S8 I $S | $8 | $$ Sl $S I $$ | $S\$$
I(H;$$$$ | $8 _\$$8SSS| 88 __ | 88 | 88 [ $$858SS1 88 __ | $S | $S_\$$SSS
qué LSS N SI oSS/ | $S_/ S8 [ 8S_/ S1 $S$_/ | $s__/ $1 \_|
quz | $S \\$$ EEARE CEAEE $S | $$ EEARE EEARE EEAEE
Tii \$SSSSS \SSSS8S  \S888SS \$588S88S \$SSSSSS  \SS8S8SS \$9S8SS \$SSSS
=8

JE BRI B

BE S 6 A

./start.sh —-version
console version: 1.0.4

M P 75 =0
R & I EALE

P & R MNP A2 A A get_account.sh(PAIA AR Z- B B0, AR B IR P SCHF #Eaccounts H
ET, R IMERK A AR EAZ BT - EH e B 2UE T LA
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./start.sh

./start.sh groupID

./start.sh groupID -pem pemName
./start.sh groupID -pl2 pl2Name

VN

FEHIGREVLAER — MK, SR & B E SR E IR AE S B -

./start.sh

TERERHS R

EHIGREVLAER — MRS, R SITIEErFASE -

./start.sh 2

o R TEEMEHALE S 6 E R EN E bean -
1 F PEMAE AV EH X IR B3

o [EFTEE KIpem IR RSN, BIAZEL BEHS - -pem - pemIFH1E

./start.sh 1 -pem accounts/0xebb824al1122e587b17701ed2e512d8638dfb9c88.pem

i FHIPKCS1248 AL B Bh

o [ERTEERIpI2UFRIK T, FERMAEN, WAL AT . -pl2. pI23UHFEE

./start.sh 1 -pl2 accounts/0x5ef4dflbl56bc9f077ee992a283c2dbb0bf045¢c0.pl2
Enter Export Password:

6.5.6 EHI A WL
help

i \helpEi&Eh, BEEEH G ITER @

P

[group:1]> help

y——

addObserver Add an observer node.

addSealer Add a sealer node.

call Call a contract by a function and_
—paramters.

callByCNS Call a contract by a function and,,
—paramters by CNS.

deploy Deploy a contract on blockchain.
deployByCNS Deploy a contract on blockchain by CNS.
desc Description table information.

exit Quit console.

getBlockByHash Query information about a block by hash.
getBlockByNumber Query information about a block by block,,
—number.
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getBlockHashByNumber
getBlockNumber
getCode
getConsensusStatus
getDeployLog
getGroupList
getGroupPeers

—nodes.
getNodeIDList
getNodeVersion
getObserverList
getPbftView
getPeers

—client.
getPendingTransactions
getPendingTxSize
getSealerList
getSyncStatus
getSystemConfigByKey
getTotalTransactionCount
getTransactionByBlockHashAndIndex

Query
Query
Query
Query
Query
Query
Query

Query
Query
Query
Query
Query

Query
Query
Query
Query
Query
Query
Query

—block hash and transaction index position.

getTransactionByBlockNumberAndIndex

Query

—block number and transaction index position.

getTransactionByHash

—requested by transaction hash.
getTransactionReceipt
—transaction hash.
grantCNSManager
grantDeployAndCreateManager
—create user table by address.
grantNodeManager

—by address.
grantPermissionManager
—configuration by address.
grantSysConfigManager

—by address.
grantUserTableManager
—name and address.

help (h)

listCNSManager
listDeployAndCreateManager
—contract and create user
listNodeManager
—configuration.
listPermissionManager
—permission configuration.
listSysConfigManager
—configuration.
listUserTableManager
—information.

queryCNS

—and contract version.
quit (q)

removeNode

revokeCNSManager
revokeDeployAndCreateManager
—create user table by address.
revokeNodeManager

—by address.
revokePermissionManager
—configuration by address.
revokeSysConfigManager

table.

Query

Query

Grant
Grant

Grant

Grant

Grant

Grant

block hash by block number.

the number
code at a g

of most recent block.
iven address.

consensus status.
the log of deployed contracts.

group list.
nodeId list

nodeId list
the current
nodeId list

for sealer and observer

for all connected nodes.
node version.
for observer nodes.

the pbft view of node.
peers currently connected to the

pending transactions.
pending transactions size.

nodeId list
sync status

for sealer nodes.

a system config value by key.

total trans
information

information
information
the receipt

permission
permission

permission
permission
permission

permission

count.
a transaction by,

action
about

about a transaction by,
about a transaction

of a transaction by,

for
for

CNS by address.

deploy contract and
for node configuration,
for permission,
for system configuration,

for user table by table

Provide help information.

Query
Query

Query
Query
Query
Query
Query
Quit c¢
Remove
Revoke
Revoke
Revoke

Revoke

Revoke

permission
permission

permission
permission
permission

permission

for CNS.
for deploy,,

information
information
information for node,

for

[

information
information for system,

for user table,

CNS information by contract name,

onsole.
a node.
permission
permission
permission

permission

permission

for
for

CNS by address.

deploy contract and,
for node configuration,,
for permission,

for system,,

—configuration by address.
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revokeUserTableManager Revoke permission for user table by table
—name and address.

setSystemConfigByKey Set a system config.

switch (s) Switch to a specific group by group ID.
[create sql] Create table by sqgl.

[delete sql] Remove records by sqgl.

[insert sqgl] Insert records by sqgl.

[select sqgl] Select records by sql.

[update sqgl] Update records by sqgl.

o

*E:

* help BRBFMLHEG E: L LR

« BEEFMSIERN AN, BAGS -hSi-help®F - FI40:

[group:1]> getBlockByNumber -h

Query information about a block by block number.

Usage: getBlockByNumber blockNumber [boolean]

blockNumber —-- Integer of a block number, from 0 to 2147483647.

boolean -- (optional) If true it returns the full transaction objects, if false
—only the hashes of the transactions.

switch

B TswitchBliEs, VIHEBIFRERAH - FHES B nEan 5Pl -

[group:1]> switch 2
Switched to group 2.

[group:2]>

¥ TEUHARA, T‘%Tﬁ{%fconsole/confEi?ﬁ'\]applicationContext xml(i%@ﬂ%)ﬂ#%ﬂ
RS AR MR I E) U IR T RARNE R, HF AP ECE R T SipMitm H IERM, %
RIEHIBIT

getBlockNumber

i21TgetBlockNumber, & [X & F

[group:1]> getBlockNumber
90

getSealerList

i&{TgetSealerList, E&EHIHT SFIFE -

[group:1]> getSealerList
[

—0c0bbd25152d40969d3d3cee3431£fa28287e07cf££2330d£3258782d3008b876d146ddab97eab427964

—

—10b3az2d4b775ec7f3c2c9e8dc97fa52beb8caab9c34d026db9b95a72acldlclad551c67c2b7£dc3417

—

S5bfbb281591f

7857eada75836¢
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—622af37b2bd29c60ae8£f15d467b67c0a7feS5eb3ebc63fdc27a0ee8066707a25afa3aaleb5a3b802d3a
]

eS5e26de9dbaf

getObserverList

i5{TgetObserverList, & WS H415 -

[group:1]> getObserverList
[

—037c255c06161711b6234b8c0960a6979e£039374ccc8b723afea2107cba3432dbbc837a714b7da201]
]

|1£74d5a24e91

getNodelDList

iz1TgetNodelDList, &F& 11 A i Hp2p 17 A Hnodeldd| % -

[group:1]> getNodeIDList
[

—41285429582¢cbfe6eed501806391d2825894b3696£801e945176c7eb2379%alecf03b36b027d72£480e

—

—87774114e4a496c68£2482b30d221fa2f7b5278876da72£3d0a75695b81e2591c1939fc0d3fadblbcc

—

—29c34347a190clec0c4507cbeedbabbcd4d7a8f9f54ef26da6l16e81185c0afllal8ceadeachb74cfofol

—

—d5b3a9782cbaca271c9642aea391415d8b258e3a6d92082e59cc5b813cal23745440792ae0b29£4962

]

getPbftView

21T getPbftView, EHpbftiillA -

[group:1]> getPbftView
2730

getConsensusStatus

i5{TgetConsensusStatus, HH LR .

[group:1]> getConsensusStatus

[

"accountType":1,

"allowFutureBlocks":true,

"cfgErr":false,

"connectedNodes": 3,

"consensusedBlockNumber":6,

"currentView":40,

"groupId":1,

"highestblockHash":
—"0xpb99703130e24702d3b580111b0cf4e39f£f60ac530561dd9%eb0678d03d7acceld",
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"highestblockNumber":5,

"leaderFailed":false,

"max_faulty_leader":1,

"node index":3,

"nodeId":
—"edl1c85b815164b31e895d3f4fc0b6e3f0a0622561ec58a10cc8f3757a73621292d88072bf853ach2f

"
",

"nodeNum" :4,

"omitEmptyBlock":true,

"protocolId":264,

"sealer.0":
—"0471101bcf033cd9%e0cbdbeef76cl44e6ef£90a7a0b184705976£8ba32b2516c0528338060a4599fc

"
",

"sealer.1l":
—"2b08375e6£87624102a1d495cd560bd8e43265£57dc9ed07254616ea88e371dfa6d40d%9a702eadfd5s

"
",

"sealer.2":
—"cf93054cf524f51c9fede9a76a50218aaa7a2ca6eb58f6£5634£9c2884d2e972486¢c7feld244d4b49c

"
",

"sealer.3":
—"ed1c85b815164b31e895d3f4fc0b6e3f0a0622561ec58a10cc8f3757a73621292d88072bf853ach2f

"
",

"toView":40
b
[

—"0471101bcf033cd9%0cbdbeef76cl44e6eff90a7a0b1847b5976£8ba32b2516c0528338060a4599%fc
—":39

br

{

—"2b08375e6£876241b2a1d495cd560bd8ed43265£57dc9ed07254616ea88e371dfa6d40d%a702eadfd5sg
—":36

}I

{

—"cf93054cf524f51c9fede9a76a50218aaa7a2ca6e58f6£5634£9¢c2884d2e972486¢c7fel1d244d4b49c
—":37

}I

{

—"edlc85b815164b31e895d3£f4fc0b6e3£0a0622561ec58al10cc8£3757a73621292d88072b£853achb2f
—":40

]I
{
"prepareCache_blockHash":
—"0x0000000000000000000000000000000000000000000000000000000000000000™",
"prepareCache_height":-1,
"prepareCache_idx":"65535",
"prepareCache_view":"9223372036854775807"
}I
{
"rawPrepareCache_blockHash":
—"0x0000000000000000000000000000000000000000000000000000000000000000™,
"rawPrepareCache_height":-1,
"rawPrepareCache_idx":"65535",
"rawPrepareCache_view":"9223372036854775807"
}y

"committedPrepareCache_blockHash":
—"0xbbf80db21fa393143280e01b4b711eaddd54103e95£370b38%af5c0504bleeab",

a%a9%bbbl0a54]

be3bafeel88bc

2025180£9d966.

p148clcb524bc

a%a9%bbbl0a54]

pbe3bafeel88bc

2025180£9d966.

$148clcb524bc

a9%a9bbbl0ab4]
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"committedPrepareCache_height":5,
"committedPrepareCache_idx":"1",
"committedPrepareCache_view":"17"

"signCache_cachedSize":"0"

"commitCache cachedSize":"0"

"viewChangeCache_cachedSize":"0O"

getSyncStatus

i&{TgetSyncStatus, & FIHIRE

[group:1]> getSyncStatus
{
"blockNumber":5,
"genesisHash":
—"0xeccad5274949b9d25996f7a96b89c0ac5c099eb9b72cc00d65bc6ef09f7bd10b",
"isSyncing":false,
"latestHash":
—"0xpb99703130e24702d3b580111b0cf4e39f£f60ac530561dd9%eb0678d03d7acceld",
"nodeId":
—"cf93054cf524f51c9fede9a76a50218aaa7a2ca6e58f6£5634£9¢c2884d2e972486¢c7feld244d4b49c
‘—’"l
"peers": [
{
"blockNumber":5,
"genesisHash":
—"0xeccad5274949b9d25996f7a96b89c0ac5c099%9eb9b72cc00d65bc6ef09f7bd10b",
"latestHash":
—"0xb99703130e24702d3b580111b0cf4e39ff60ac530561dd9%eb0678d03d7acceld",
"nodeId":
—"0471101bcf033cd9%e0chbdbeef76cl44e6ef£f90a7a0b184705976£8ba32b2516c0528338060a4599fc
(‘)ll
}I
{
"blockNumber":5,

b148clcb524bc

be3bafeel88bc

"genesisHash":
—"0xeccad5274949b9d25996f7a96b89c0ac5c099eb9b72cc00d65bcoef09f7bd10b",
"latestHash":
—"0xb99703130e24702d3b580111b0cf4e39ff60ac530561dd9%eb0678d03d7acceld",
"nodeId":
—"2b08375e6£876241b2a1d495cd560bd8e43265£57dc9ed07254616ea88e371dfa6d40d9a702eadfd5¢025180£9d966.
}I
{
"blockNumber":5,
"genesisHash":
—"0xeccad5274949p9d25996£7a96b89c0ac5c099%eb9b72cc00d65bc6ef09£7bd10b",
"latestHash":
—"0xb99703130e24702d3b580111b0cf4e39ff60ac530561dd9%eb0678d03d7acceld",
"nodeId":

—"edlc85b815164b31e895d3£f4£fc0b6e3£0a0622561ec58al1l0cc8£3757a73621292d88072b£853ach2f

n
—

a9%a9bbbl0ab4]

100 Chapter 6. FHFM



FISCO BCOS Documentation, & i v2.0.0

]I
"protocolId":265,
"txPoolSize":"0O"

getNodeVersion

j&21TgetNodeVersion, & 17 AR -

[group:1]> getNodeVersion
{
"Build Time":"20190107 10:15:23",
"Build Type":"Linux/g++/RelWithDebInfo",
"FISCO-BCOS Version":"2.0.0",
"Git Branch":"master",
"Git Commit Hash":"be95a6e3e85b621860b101c3baecee8beb8f5£450"

getPeers

i5fTgetPeers, & 19 M Hpeers -

[group:1]> getPeers
[

"IPAndPort":"127.0.0.1:50723",
"nodeId":
—"8718579e9a6fee64703d7404d59d66749862aeddef22eb6bbabaafelaf6fcl28fc33ed5a%al05abdda

",

"Topic": [

"IPAndPort":"127.0.0.1:50719",
"nodeId":

p51e12004c6bf

—"697e81e512cffc55fc9c506104fb888a%¢ecfde29%ecabfefbbb334b0ebbbfcdef8fab60eb614a0f2bel78d0b5993464c

o
—

"Topic": [

"IPAndPort":"127.0.0.1:30304",
"nodeId":
—"8fc9661baal057034f10efacfdB8be3b7984e2f2e902£83c5c4e0e8a60804341426ace51492ffae087d

"
",

"Topic": [

6c0b968bd5e9.

getGroupPeers

21T getGroupPeers, & 17 8T group HFE IR S FINIER T S5 5% -
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[group:1]> getGroupPeers
[

—~cf93054cf524£f51c9fedefa’6a50218aaa’7a2cabe58£6£5634£9c2884d2e972486c7£feld244d4b49c6

—

—edlc85b815164b31e895d3£f4£fc0b6e3£f0a0622561ec58al0cc8£3757a73621292d88072b£853ac52£0

—

—0471101bcf033cd9%e0cbdbeef76cldde6eff90a7a0bl847b5976£8ba32b2516c0528338060a4599£fc5

—

—2b08375e6£876241b2ald495cd560bd8e43265£57dc9ed07254616ea88e371dfa6d40d9%a702eadfd5be
]

148clcb524bcc

1 9a9bbb1l0a54b

¢3bafeel88bca

25180£9d966a

getGroupList

i&1TgetGroupList, B FHFELHYIF:

[group:1]> getGroupList
[11]

getBlockByHash

iZ{TgetBlockByHash, REXRIEFEMXIER - ZH:
o XERIGA: OxTT LA XERIGF(E -
o ZHIRE: BiMalse, XRFIIZHRERZHGTA, HE e, BRTHEEEE -

[group:1]> getBlockByHash
—0xfoafbcc3ec9ebdac2c2829c2607e95ealfalbe914callb7436b2d3c5£1842855
{

"extraData": [

]I

"gasLimit":"0x0",

"gasUsed":"0x0",

"hash":"Oxfoafbcc3ec9ebd4ac2c2829c2607e95ealfalbe914callb57436b2d3c5£1842855",

"logsBloom":
—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000
‘—>"l

"number":"0x1",

"parentHash":
—"0xeccad5274949p9d25996£7a96b89c0ac5c099%9eb9b72cc00d65bc6ef09£f7bd10b",

"sealer":"0x0",

"sealerList": [

—"0471101bcf033cd9%e0cbdbeef76cl44e6ef£90a7a0b1847b5976£8ba32b2516c0528338060a4599fc

"
",

—"2b08375e6£876241b2a1d495cd560bd8ed43265£57dc9ed07254616ea88e371dfa6d40d%a702eadfd5g

"
",

—"cf93054cf524£f51c9fede9a76a50218aaa7a2ca6eb58f6£5634£9c2884d2e972486¢c7feld244d4b49c

"
",

—"edlc85b815164b31e895d3f4fc0b6e3f0a0622561ec58al0cc8£3757a73621292d88072bf853ac52f

n
—

1,

000000000000

be3bafeel88bc

2025180£9d966.

b148clcb524bc

a%a9%bbbl0a54]
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"stateRoot":"0x9711819153£7397ec66a78b02624£70a343b49c60bc2f21a77b977b0ed%1cef9

"
",

"timestamp":"0x1692£f119c84",
"transactions": [
"O0xald638d47cc679cfoeeb7f36a6d2a30ea56chb8dcf0938719ff45023a7a8edb5d"
]I
"transactionsRoot":
—"0x516787£85980a86fd04b0e9ce82ala75950db866e8cdf543c2cae3ed4a51d91b7"
}
[group:1]> getBlockByHash,
—0xfeafbcc3ec9ebd4ac2c2829¢c2607e95ealfalbe914call57436b2d3¢c5f1842855 true
{

"extraData": [

]I

"gasLimit":"0x0",

"gasUsed":"0x0",

"hash":"Oxfoafbcc3ec9ebd4ac2c2829c2607e95ealfalbe914call57436b2d3c5£1842855",

"logsBloom":
—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000

"number":"0x1",

"parentHash":
—"0xeccad5274949b9d25996£f7a96b89c0ac5c099%9eb9b72cc00d65bc6ef09f7bd10b",

"sealer":"0x0",

"sealerList": [

—"0471101bcf033cd%0cbdbeef76cl44e6eff90a7a0bl847b5976£8ba32b2516c0528338060a4599%fc

"
",

—"2b08375e6£876241b2a1d495cd560bd8ed43265£57dc9ed07254616ea88e371dfa6d40d%a702eadfdb5sg

"
",

"
",

—"edlc850815164b31e895d3£f4£fc0b6e3£0a0622561ec58al10cc8£3757a73621292d88072b£853achb2f

n
—

Iy
"stateRoot":"0x9711819153£7397ec66a78b02624£70a343b49c60bc2£21a77b977b0ed91cef?

"
",

"timestamp":"0x1692£f119c84",
"transactions": [
{
"blockHash":
—"0Oxfeafbcc3ec9ebdac2c2829c2607e95ealfalbe914callb7436b2d3c5£1842855",
"blockNumber":"0x1",
"from":"0x7234c32327795e4e612164e3442cfae0d445b%ad",
"gas":"0x1c9c380",
"gasPrice":"0x1",
"hash":
—"0xal4638d47cc679cfbeeb7f36a6d2a30ea56cb8dcf0938719ff45023a7a8edb5d",
"input":
‘—‘"l
"nonce":
—"0x3443a1391¢c9¢c29£751e8350304efb310850b8afbaa7738f5e89ddfce79bld6",
"to":null,
"transactionIndex":"0x0",
"value":"0x0"

1,
"transactionsRoot":

—"0x516787£85980a86£d04b0e9%ce82al1a75950db866e8cdf543c2cae3e4a51d91b7"
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000000000000
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getBlockByNumber

iZ1TgetBlockByNumber, #REXRESEEMXRER - 5L
o XIREE: kR -
o ZHWE: Bilfalse, KBRAKZHHERTFHEA, KE wve, BRTHEEEER -

[group:1]> getBlockByNumber 1
{

"extraData": [

]I

"gasLimit":"0x0",

"gasUsed":"0x0",

"hash":"Oxfoafbcc3ec9ebd4ac2c2829c2607e95ealfalbe914call57436b2d3c5£1842855",

"logsBloom":
—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000

on
1,

"number":"0x1",

"parentHash":
—"0xeccad5274949p9d25996£7a96b89c0ac5c099eb9b72cc00d65bc6ef09£7bd10b",

"sealer":"0x0",

"sealerList": [

—"0471101bcf033cd%0cbdbeecf76cl44e6eff90a7a0bl847b5976£8ba32b2516c0528338060a4599fc

"
",

—"2b08375e6£876241b2al1d495cd560bd8ed43265£57dc9ed07254616ea88e371dfa6d40d%a702eadfd5sg

"
",

—"cf93054cf524f51c9fede9a76a50218aaa7a2cabe58£6£5634£9c2884d2e972486c7feld244d4b49¢c

"
",

—"edlc85b815164b31e895d3£f4£fc0b6e3£f0a0622561ec58al0cc8£3757a73621292d88072bf853ac52f

n
—

]I

"stateRoot":"0x9711819153f7397ec66a78b02624£70a343b49¢c60bc2£21a77b977b0ed91cef?

"timestamp":"0x1692£f119c84",

"transactions": [

"0xal4638d47cc679cfoeeb7f£36a6d2a30eab6cb8dcf0938719f£f45023a7a8edb5d"

]I

"transactionsRoot":
—"0x516787£85980a86fd04b0e9%9ce82al1a75950db866e8cdf543c2cae3ed4a51d91b7"

000000000000

be3bafeel88bc

2025180£9d966.

$148clcb524bc

a9a9%bbbl0ab4!

}

getBlockHashByNumber

RN

iZ4T getBlockHashByNumber, 3853 X 3R =i 5 ARA5 X BR PG 7y -
o REEEE: L.

W

.

N

[group:1]> getBlockHashByNumber 1
Oxfé6afbcc3ec9ebdac2c2829c2607e95ealfalbe914call57436b2d3c5£1842855
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getTransactionByHash

1T getTransactionByHash, HiI A AHEIHLHER - S
o XoMad: OxH LI F e AivE -

o BN Tk, KELHTERZSNELIAIR, HIZZET LU AL S Winput AT H i -
WA ERE S 25 S WA -

[group:1]> getTransactionByHash
—0x1dfc67c51£5cc93b033£fc80e5e9feb049c575a58b863483aa4d04£530a2c87d5

"blockHash":"0xe4el1293837013£547ad7£443a8£f£f20a4e32a060b9%cac56c41462255603548b7b

"blockNumber":"0x8",
"from":"0xf0d2115e52b0533e367447f700bfbf2ed35ff6fc",
"gas":"0x11lela300",
"gasPrice":"0x1lela300",
"hash":"0x1dfc67c51£f5cc93b033fc80e5e9feb049¢c575a58b863483aa4d04£f530a2¢87d5",
"input":
—"0xebf3b24£00000000000000000000000000000000000000000000000000000000000000600000000
"nonce":"Oxlaec6ed447dad9b9al40bf39a91a4d75fd19ea77f7dc38ccf940d8d510d78bd0o",
"to":"0x42£c572759£d5680bd590£46011784be2a2d53£f0c",
"transactionIndex":"0x0",
"value":"0x0"
}
# input FEESVEONRL, BITENNEEEEDSES, BASEUE-
[group:1]> getTransactionByHash,
—0x1dfc67c51£5cc93b033£c80e5e9feb049c575a58b863483aa4d04£530a2c87d5 TableTest

"blockHash":"0xe4el1293837013f547ad7f443a8ff20a4e32a060b9%cac56c41462255603548b7b

"blockNumber":"0x8",

"from":"0x£f0d2115e52b0533e367447£700bfbf2ed35ff6fc",

"gas":"0x1lela300",

"gasPrice":"0xllela300",

"hash":"0x1dfc67¢51£f5cc93b033£fc80e5e9feb049c575a58b863483aa4d04£530a2¢c87d5",

"input":
—"0xebf3b24£00000000000000000000000000000000000000000000000000000000000000600000000

o
—

"nonce":"0xlaec6e447dad49b9al40b£f39%9a91a4d75fd19ea77£7dc38ccf940d8d510d478bd0o",
"to":"0x42fc572759£d568bd590£46011784be2a2d53£0c",

"transactionIndex":"0x0",
"value":"0x0"
}
Input
function: insert (string,int256, string)
input value: (fruit, 1, apple)

getTransactionByBlockHashAndIndex

21T getTransactionByBlockHashAndIndex, Bt XRIEHFIZ ZEREIERLHEE - ZH:
o XHRIEA: OxIF LYK IRIG A (E -
s XHRG|: THEHIEE

6.5. #ila 105

000000000000

000000000000



FISCO BCOS Documentation, & i v2.0.0

« BNG: Wik, ZAZGHFERZHHIENAI, HERIESET LLREZE 5 Binput AT H 4 -
WNERIEERE S LIS 5 AT -

[group:1]> getTransactionByBlockHashAndIndex,
—~0xe4el293837013f547ad7£443a8ff20a4e32a060b9%cac56c41462255603548b7b 0

"blockHash":"0xe4el1293837013£547ad7£443a8£f£f20a4e32a060b9%cac56c41462255603548b7b

"blockNumber":"0x8",

"from":"0x£f0d2115e52b0533e367447£700bfbf2ed35ff6fc",

"gas":"0x11lela300",

"gasPrice":"0x1lela300",

"hash":"0x1dfc67¢c51£5cc93b033£fc80e5e9feb049c575a58b863483aa4d04£530a2¢c87d5",

"input":
—"0xeb£f3b24£00000000000000000000000000000000000000000000000000000000000000600000000

"nonce":"Oxlaec6ed447dad9b9al40bf39a91a4d75fd19ea77f7dc38ccf940d8d510d4d78bd0o",
"to":"0x42£c572759£d5680bd590£46011784be2a2d53£f0c",
"transactionIndex":"0x0",

"value":"0x0"

[group:1]> getTransactionByBlockHashAndIndex,
—0xed4el293837013f547ad7£443a8£ff20a4e32a060b9%cac56c41462255603548b7b 0 TableTest

"blockHash":"0xe4el1293837013f547ad7f443a8ff20a4e32a060b9%cac56c41462255603548b7b

"blockNumber":"0x8",

"from":"0xf0d2115e52b0533e367447£700bfbf2ed35ff6fc",

"gas":"0x1lela300",

"gasPrice":"0x1llela300",

"hash":"0x1dfc67¢51£f5cc93b033£fc80e5e9feb049c575a58b863483aa4d04£530a2¢c87d5",

"input":
—"0xebf3b24£00000000000000000000000000000000000000000000000000000000000000600000000

"nonce":"Oxlaec6ed447dad909al140b£f39%9a91a4d75£d19ea77£7dc38ccf940d8d510d478bd0o",
"to":"0x42fc572759fd5680bd590f46011784be2a2d53f0c",
"transactionIndex":"0x0",

"value":"0x0"

Input
function: insert (string,int256, string)
input value: (fruit, 1, apple)

getTransactionByBlockNumberAndindex

>

21T getTransactionByBlockNumberAndIndex, B X EEMZFH R ERLHER - ZEC
o XBRmE: +ihIEEEL .
s THRG|: THEHIEE

o BN Wk, RERHTERLSNENAIR, FHIZZET DO AL S Winput AT H it o
USSR ERE S 23 S WA -

[group:1]> getTransactionByBlockNumberAndIndex 8 0

{
"blockHash":"0xe4el293837013£547ad7£443a8£f£f20a4e32a060b9%cac56c41462255603548b7b
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"blockNumber":"0x8",

"from":"0xf0d2115e52b0533e367447f700bfbf2ed35ff6fc",

"gas":"0x11lela300",

"gasPrice":"0x1llela300",

"hash":"0x1dfc67¢c51£f5cc93b033fc80e5e9feb049c575a58b863483aa4d04£f530a2¢87d5",

"input":
—"0xebf3b24£00000000000000000000000000000000000000000000000000000000000000600000000

AL
— 7
"nonce":"Oxlaec6ed447dad9b9al40bf39a91a4d75fd19%9ea77£f7dc38ccf940d8d510d78bd0o",
"to":"0x42£c572759£d5680bd590£46011784be2a2d53£f0c",
"transactionIndex":"0x0",

"value":"0x0"

[group:1]> getTransactionByBlockNumberAndIndex 8 0 TableTest

"blockHash":"0xe4el1293837013f547ad7f443a8£ff20a4e32a060b9%cac56c41462255603548b7b

"blockNumber":"0x8",

"from":"0xf0d2115e52b0533e367447f700bfbf2ed35ff6fc",

"gas":"0x11lela300",

"gasPrice":"0x1lela300",

"hash":"0x1dfc67¢51£5cc93b033£fc80e5e9feb049c575a58b863483aa4d04£530a2¢c87d5",

"input":
—"0xebf3b24£00000000000000000000000000000000000000000000000000000000000000600000000

mw
— 7
"nonce":"0Oxlaec6ed447dad49b9a140bf39a91a4d75fd19%9ea77£7dc38ccf940d8d510d78bd0o",
"to":"0x42fc572759fd568bd590f46011784be2a2d53£f0c",
"transactionIndex":"0x0",

"value":"0x0"

Input
function: insert (string,int256, string)
input value: (fruit, 1, apple)

getTransactionReceipt

11T getTransactionReceipt, 1178 5 e A AR5 oy [ HL - 2%
o oM OxFLHIAE S Ma (A -
s BNKL: Wk, REZGTFEZLHERBEL L, FHIZSEA LR 5 B b
finput ~ outputilevent logfEHT H 4t - (V£ input¥ B{fEweb3sdk 2.0.4R% A< 7 5734 i 105 BL
Z BIRRCARTEZ 5 B U A i fT outputFllevent log - )

000000000000

000000000000

[group:1]> getTransactionReceipt,
—0x1dfc67c51£f5cc93b033£c80e5e9£eb049¢c575a580b863483aa4d04£530a2¢c87d5

"blockHash":"0xe4el293837013£547ad7£f443a8£f£f20a4e32a060b9%cac56c41462255603548b7b

"blockNumber":"0x8",

"contractAddress":"0x0000000000000000000000000000000000000000™,

"from":"0xf0d2115e52b0533e367447£700bfbf2ed35ff6fc",

"gasUsed":"0x94£5",

"input":
—"0xebf3b24£00000000000000000000000000000000000000000000000000000000000000600000000

"
",

"lOgS":[

000000000000
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"address":"0x42fc572759£d568bd590£46011784be2a2d53£f0c",
"data":
—"0x0000000000000000000000000000000000000000000000000000000000000001L",
"topics": [
"0xc57b01fa77f41df77eaab7%a0e2623fab2e7ae3e9530d9%01cab225ad65£f2b7ce

"logsBloom":
—"0x0000000000000080000000000000000000000000000000000000000000000000000000000000000

"
",

"output":"0x0000000000000000000000000000000000000000000000000000000000000001 ™,
"status":"0x0",
"to":"0x42fc572759fd568bd590f46011784be2a2d53£0c",

"transactionHash":
—"0x1dfc67¢c51£f5cc93b033fc80e5e9feb049¢c575a58b863483aa4d04£530a2¢c87d5",
"transactionIndex":"0x0"

[group:1]> getTransactionReceipt,
—0x1dfc67c51£5cc93b033£c80e5e9feb049¢c575a580b863483aa4d04£530a2¢c87d5 TableTest

"blockHash":"0xe4el1l293837013f547ad7f443a8£f20a4e32a060b9%cac56c41462255603548b7b

"blockNumber":"0x8",

"contractAddress":"0x0000000000000000000000000000000000000000™,

"from":"0xf0d2115e52b0533e367447£700bfbf2ed35ff6fc",

"gasUsed":"0x94f5",

"input":
—"0xebf3b24£00000000000000000000000000000000000000000000000000000000000000600000000

:"
—

"logs": [
{
"address":"0x42£c572759£d568bd590£46011784be2a2d53f0c",
"data":
—"0x0000000000000000000000000000000000000000000000000000000000000001™,
"topics": [
"0xc57b01fa77f41df77eaab79a0e2623fab2e7ae3e9530d9%b1lcab225ad65f2b7ce

1,
"logsBloom":
—"0x0000000000000080000000000000000000000000000000000000000000000000000000000000000

"output":"0x0000000000000000000000000000000000000000000000000000000000000001 ",

"status":"0x0",

"to":"0x42£fc572759£fd568bd590£46011784be2a2d53£f0c",

"transactionHash":
—"0x1dfc67c51£5cc93b033£fc80e5e9feb049¢c575a58b863483aa4d04£530a2¢87d5",

"transactionIndex":"0x0"

Input
function: insert (string,int256, string)
input value: (fruit, 1, apple)
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Output

function: insert (string,int256, string)
return type: (int256)

return value: (1)

Event logs
event signature: InsertResult (int256) index: 0
event value: (1)

getPendingTransactions

i&{TgetPendingTransactions, EIERFLIRIIL S -

[group:1]> getPendingTransactions

[]

getPendingTxSize

iZ{TgetPendingTxSize, EIAERLIEMZ HEE (XHMWTFHILSHEE) -

[group:1]> getPendingTxSize
0

getCode

iZf7getCode, MRIEELIHUE A EGL) HHITIS . SEL
o BHMIE: OxHIELIHIEGERE A LT LIRIG S 20D -

[group:1]> getCode 0x97b8cl19598fd78laaeb53a1957ef9c8acc59£705
0x60606040526000357c01000000000000000000000000000000000000000000000000000000009004631

FEEEEf£f£16806

getTotalTransactionCount

iZ1T getTotal TransactionCount, 4 Bk E M AT HE (NREHOFLE) -

[group:1]> getTotalTransactionCount
{

"blockNumber":1,

"txSum":1,

"failedTxSum":0

deploy

iz17deploy, ThEAL . (ERIAEE{EHelloWorld & £\ 1 TableTest.soli#E 1T 7/~ 5 ) %4
o« BNEIR: HERENEIRA] LI sol/54%), ElHelloWorlda# HelloWorld.sol 2] -
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# FEHelloWorldEdY
[group:1]> deploy HelloWorld.sol

contract address:0xc0ce097a5757e2b6el189aa70c7d55770aced7767

# T ETableTest B4

[group:1]> deploy TableTest.sol
contract address:0xd653139b9%abffc3fe07573e7bacdfd35210b5576

T+
s MERHPRENEY), RFEERsolidity ALK G R B X Mcontracts/solidity/H
X, 72?)5‘1&??%[5%&]]—[ VtabBEr] I R contracts/solidity/ B FRIEAEIR -

o BEEIERAYSIE T EMEM A ibraryE, 5K Aimport M. /xxX.sol"; . HAH
KGRI E L Flibrary X fEcont ract s /solidity/ B

o (R A5 H T libraryE |, libraryZE I Z R LAILibF AT B AR, UETX 92852
Slibrary FE U o library ZE U ANEEAET B AN A -

« B TFISCO BCOSE £ R UK M M Mk X2 8, [ thsolidity & £ B9 7 15 A 5
Hlpayable k¥, Z%KET T Hsolidity & LVE A K java & A ST EGH BERS KW -

getDeployLog
iZ4TgetDeployLog, MIAFFHMNHYFIEH EHESANAEGER - AEEEEEHRE LN FE, 7
HID, BALWFIELMIE - S4L

« HEBMTEL, Ak, MRIEHEA B0 B R B B H S S é;&ﬁ SBUDTHIRERS, 5 IRKRR
HERE . HEIRERE R, ﬁ%ﬁ%?ﬁ?ﬁﬁ%mﬁ@?#ﬁﬁ’]ﬁu 55

[group:1]> getDeployLog 2

2019-05-26 08:37:03 [group:1] HelloWorld
—0xc0ce097a5757e2b6e189%aa70c7d55770aced 7767
2019-05-26 08:37:45 [group:1] TableTest
—0xd65313909%abffc3fe07573e7bacdfd35210b5576

[group:1]> getDeploylLog 1

2019-05-26 08:37:45 [group:1] TableTest
—0xd653139b9%9abffc3fe07573e7bacdfd35210b5576

H: WREEEMENHESAHEFER, EABconsole HK FHdeploylog. txt 4« 1Z AR
FAEEGT 1000045505 A2 H H1E % -

call

iBfTcall, ARG 24T
o BUGIR: EEELNBIRETLIH sol/54) -
o BAMIE: FRE SRR HAE, S 4UHEERT DIABEEIZR0, BIA0, 0x000ac78AT LA 5 AiOxac78 -
o BYENOL: WHAMEGNEDS .

';‘?ﬁl HENEOSERE . SHESHESE, HPFE/FE . FHRBESHFTEM LG
5 BAZHFEMETES, 23], HATRAFBRFTRE, W55, #l
fi[“alice”,’bob”], EREHSHHPANEGZEMR; A/REE Ntrued Hfalse -

# WHBelloWorldMget Hi AR name F1F 5
[group:1]> call HelloWorld.sol 0xc0ce097a5757e2b6el8%aa70c7d55770aced47767 get
Hello, World!
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# VHfHdelloWworldfsetHE X Ename 74 &

[group:1]> call HelloWorld.sol 0xc0ce097a5757e2b6el8%aa70c7d55770aced7767 set
—"Hello, FISCO BCOS"

transaction hash:0xa7c7d5ef8d9205celb228belfe90f8ad70eeb6a5d93d3£526£30d8£f431cble70

# JHHelloworldfiget O K Mnane FHFH, RERERTEN
[group:1]> call HelloWorld.sol 0xc0ce097a5757e2b6el89aa70c7d55770aced7767 get
Hello, FISCO BCOS

+ JHTableTestBlcreateE OB Rt _test, 1ZEMIRE TEAFVEH T CreateResult event, X5
Tﬁﬁ)ﬁﬁ]ﬁﬁﬁ%ﬁfﬁoutputﬁﬁtﬂﬁIEHE, ﬁﬁ%ﬁ*ﬁlogﬁﬁtﬂevent logfﬁ‘% °

# output: BEEFEHMEOZY, RERM, REE.

# Event logs: B&Hevent F&, eventWHINFSMeventF)ZE(E - CreateResult eventiDEH
fcreateBFE B FIREF{Ecount -

[group:1]> call TableTest.sol 0xd653139b%abffc3fe07573e7bacdfd35210b5576 create
transaction hash:0x895980dd6ef37004bb32a7f417daa3b5d0bdblfl6e8a62cc9251e5948c612bb5

Output

function: create()
return type: (int256)
return value: (0)

Event logs
event signature: CreateResult (int256) index: O
event value: (0)

# WHATableTestMinsertHEOHAILE, FB Nname, item_id, item_name

[group:1]> call TableTest.sol 0xd653139b%abffc3fe07573e7bacdfd35210b5576 insert
—"fruit" 1 "apple"

transaction hash:0x6393c74681f14ca3972575188c2d2c60d7£3fb08623315dbf6820£fc9dccl19cl

Output

function: insert (string,int256, string)
return type: (int256)

return value: (1)

Event logs
event signature: InsertResult (int256) index: O
event value: (1)

# WHTableTestMselect FHEOEIMILR

[group:1]> call TableTest.sol 0xd653139b9%abffc3fe07573e7bacdfd35210b5576 select
—"fruit"

[[fruit], [1], [applell

7F: TableTest.sol&ALIEZ %X H .

deployByCNS

iZ1TdeployByCNS, KHICNSERE AL . FICNSHEM S, ATHANGEERN . 25
o BUIGRR: HEBHALNIBIK
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o BAMART: HEBREARAS (KEAFEBIT40)-

# #EHelloWorldA#J1. o
[group:1]> deployByCNS HelloWorld.sol 1.0
contract address:0x3554a56ea2905f366c345bd44fa374757fb4696a

4 FEHelloWorldB4I2. 0k
[group:1]> deployByCNS HelloWorld.sol 2.0
contract address:0x07625453fb4a6459cbfl4f5aa4d574cae0£17d92

# B TableTest 54
[group.11> deployByCNS TableTest.sol 1.0
contract address:0x0b33d383e8e93c7c8083963a4ac4a58b214684a8

-

MERHPREIAY), AFFEFsolidity &L MEIES &R H X Pcontracts/solidity/H
ER, REHTERERIT] « #tabfA] LI Econtracts/solidity/ HE FIBANLIK -

- BREWMBMALEIH T HME A5 ibraryF, 5N import . /xxx.sol"; - HAf

KB ANHIE LI Flibrary I FEcont ract s /solidity/ H3 -

« WRALI5IH T library/Z , library  SCHF B 2RO M LI FAF &1 8R, UETXOEEESS

Slibrary 3 o library FESCHANRER A BRI A -

==

« B TFISCO BCOSE £ FR UL KM M Ik X 2 8, [ hsolidity s 29 B 77 3% A 35 £
Hlpayable k¥, Z%KBT T Hsolidity & LH A K java & A ST ARG BERS KIW -

queryCNS

iB1TqueryCNS, RIFHEANLHRMENRAS (ALESEH) HHCNSEKILRKEE (GABMELHIERIBR

5 .« %L
.Awg%;%%%A%%%o
o BUMAE . (AR BRI ELIRAE .

[group:1]> queryCNS HelloWorld.sol

| version |

| 1.0

| version \

| 1.0

callByCNS

iZfTcallByCNS, KHCNSHMH G2, HHEGANZEZERAHEY . 4L
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s BANEMEBGARAS:. EALNERARASHEILE S HE, 1l iHelloworld: 1.
0Ef{HelloWorld.sol:1.0. HEMEANMASE, #lUldelloWorldiiHelloWorld.sol,
TR A SRR AR R &2

< BOEA%L: ARNENEROAZ-

« 2. HAAEOSERE . ZHHSHESME, EPFFEHFE . FHEBSKFEM LW
5 BASHTEMLYHES, w23, AP RFHFRELFTREYE, mWX55, 6l
GA[<alice”,’bob”]; A7 /R KT Htrued Hfalse -

# VHHelloWorldA#I1. 0%, HidsetHE O X EnaneFHFH
[group:1]> callByCNS HelloWorld:1.0 set "Hello,CNS"
transaction hash:0x80bb37cc8de2e25f6alcdcb6b4a0lab5b5628082f8dadc48eflbbclfbld28b2d

4+ HHelloWorld&42. 0, BT setBE X Ename 47 &
[group:1]> callByCNS HelloWorld:2.0 set "Hello,CNS2"
transaction hash:0x43000d14040£0c67ac080d01790949906885d4a1495d3cfdla79ffb5f2945£f64

# WHBelloWor1dA#1. 0, HidgetiE KM name FFHF &
[group:1]> callByCNS HelloWorld:1.0 get
Hello, CNS

# VHRel1oWor ldALIEHI (2. 0hR) , B get B O KM name F4F &
[group:1]> callByCNS HelloWorld get
Hello, CNS2

addSealer

N

iz4TaddSealer, RF NI NIRRT S . SEL
o 7 HMnodeld

[group:1]> addSealer

—ea2cab5l9148cafc3e92c8d9%9a8572b41ea2£62d0d19e99273eel8cccd34ab50079%b4ec82fe5f4ae51lbd
{
"code":0,
"msg":"success"
}
addObserver

jzfTaddObserver, RiT7 SN A MERTT 5 - S
o 9 Hnodeld

N

[group:1]> addObserver,

—ea2cab519148cafc3e92c8d9a8572b41ea2£62d0d19e99273eel18cccd34ab50079%b4ec82fe5f4ae51lbd
{
"code":0,
"msg":"success"
}
removeNode

izfTremoveNode, T7 iR H - i#iTaddSealerdii 4 7] LLRFHR H AT A i AR5 5, iB it addObserverfiy
NG SN ERTT S . SR

o 9 Hnodeld

6.5. &EHlE 113

5dd788811c97

5dd788811c97



FISCO BCOS Documentation, & i v2.0.0

[group:1]> removeNode,
—ea2cabl9148cafc3e92c8d9a8572b41ea2£62d0d19e99273eel8cccd34ab50079%b4ec82fe5f4ae51lbd
{

"code":0,

"msg":"success"

setSystemConfigByKey
& fTsetSystemConfigByKey, LS E N A X X B RZRA S H - HI X EBE BN AR S XL
Frtx_count_limitMltx_gas_limit . XN DRESENI S 7] LUE tabBE#h 2
o tx_count_limit: XIEAKFTEATHE
o tx_gas_limit: A ZHUT T FERD B K gasEl
.
e key

W

¢ value

[group:1]> setSystemConfigByKey tx_count_limit 100
{

"code":0,
"msg":"success"
}
getSystemConfigByKey

51T getSystemConfigByKey, RIBHEE N RSSEINE - SE
* key

[group:1]> getSystemConfigByKey tx_count_limit
100

grantPermissionManager

i&1{TgrantPermissionManager, AR FEEE T APIR - 40
3O bihilR

[group:1]> grantPermissionManager 0xc0dOe6ccc0b44cl12196266548becd4a3616160e7d
{

"code":0,

"msg":"success"

}

TE: BUER IR 5 a4 A7 i 658 F AT LS 2 A PR 2 il 456 FH SR

listPermissionManager

i24TlistPermissionManager, G BEE H SN R AR 271 3%

[group:1]> listPermissionManager

address enable_num
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| Oxc0dOebccc0b44cl2196266548becd4al3616160e7d | 2

revokePermissionManager

i&1{TrevokePermissionManager, AL 7 HIBEE AR - 4L
o Mk

[group:1]> revokePermissionManager 0Oxc0dOe6ccc0b44cl2196266548becd4a3616160e7d
{

"code":0,
"msg":"success"

grantUserTableManager

51T grantUserTableManager, AU 5% PR EHR - S50
. B4
o Tk Hhihk

[group:1]> grantUserTableManager t_test 0xc0d0ebccc0b44cl2196266548bec4al3616160e7d
{

"code":0,

"msg":"success"

listUserTableManager

iZfTlistUserTableManager, EifHHE X H P RENRIIMKSIIE - S5
. K

[group:1]> listUserTableManager t_test

revokeUserTableManager

iz {TrevokeUserTableManager, fHUEEIK X P RIS - 4L
« R
9 b:ithils

[group:1]> revokeUserTableManager t_test 0xc0dOe6ccc0b44cl2196266548becd4al36l6160e7d
{

"code":0,
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"msg":"success"

grantDeployAndCreateManager

N

™I

fTgrantDeploy AndCreateManager, AUk 7 & & 2001 Al A P RAR -
.
bkl

NG

[group:1]> grantDeployAndCreateManager 0xc0d0e6ccc0b44cl2196266548bec4a3616160e7d
{
"code":0,

"msg":"success"

listDeployAndCreateManager

iz1TlistDeployAndCreateManager, B IAIHHFRE & 2O H F BRI - 512 -

[group:1]> listDeployAndCreateManager

| O0xc0dOebccc0bd44cl2196266548becdal3616160e7d | 2

revokeDeployAndCreateManager

iZ1TrevokeDeployAndCreateManager, UM HIF0E A LU0 A P RANR - S50
o K ik

[group:1]> revokeDeployAndCreateManager 0xc0dOebccc0b44cl2196266548bec4al3616160e7d
{

"code":0,

"msg":"success"

grantNodeManager

i24TgrantNodeManager, AN HOTT S EFARR - 3L
o Kk

[group:1]> grantNodeManager 0Oxc0dO0e6ccc0b44cl2196266548bec4a3616160e7d
{

"code":0,

"msg":"success"
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listNodeManager

i217listNodeManager, IR T S E B 515 -

[group:1]> listNodeManager

O
| address | enable_num g
. |

| 0xc0dOe6cccOb44c12196266548becdal3616160e7d | 2 .
o |

O

revokeNodeManager

j&fTrevokeNodeManager, U P AT S AR . S50
o MK 3bik

[group:1]> revokeNodeManager 0xc0dO0eb6ccc0b44cl2196266548bec4a3616160e7d
{

"code":0,
"msg":"success"
}
grantCNSManager

iZ1TgrantCNSManager, AU P HIHEHCNSIFR - S48
o Kk

[group:1]> grantCNSManager 0Oxc0d0e6ccc0b44cl2196266548bec4a3616160e7d
{

"code":0,
"msg":"success"
}
listCNSManager

JZ1TlistCNSManager, & IRHH i FHCNSIIK 5115

[group:1]> listCNSManager

| address | enable_num .
. |

| 0xc0dOebccc0bd44cl2196266548becda3616160e7d | 2 .
. |

revokeCNSManager

i5fTrevokeCNSManager, UFHIK 7 5 FHCNSHFR - S5k
o NPtk
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[group:1]> revokeCNSManager 0Oxc0dO0e6ccc0b44cl2196266548bec4a3616160e7d
{

"code":0,

"msg":"success"
}
grantSysConfigManager

iZ4TgrantSysConfigManager, AR FIEE RS S EAUR - 240
o P ik

[group:1]> grantSysConfigManager 0xc0dOe6ccc0b44cl12196266548becd4a3616160e7d
{

"code":0,
"msg":"success"
}
listSysConfigManager

i51TlistSysConfigManager, Eif{E BN ARG SEITINK 5% -

[group:1]> listSysConfigManager

| address | enable_num

revokeSysConfigManager

i&fTrevokeSysConfigManager, FUESIK P BN ARG SERR . S5
o KB AE

[group:1]> revokeSysConfigManager 0xcO0dOe6ccc0b44cl2196266548becd4a3616160e7d
{

"code":0,

"msg":"success"

quit

ZfTquit~ qElexit, BHEEHIE -

quit

[create sql]

iZfTcreate sqUBRIAIEHA £, HHmysqliEfJE= -
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# QI Ft_demo, EFEH Nname, HMFE Nitem_idHMitem name

[group:1]> create table t_demo (name varchar, item_id varchar, item_name varchar,
—primary key (name))

Create 't_demo' Ok.

ER:
o QIR TBERAY N FAT R KA, ARG E T B, iR R R E -
o WTEE FHTE . Gt demo®, FHEF BN name-

o RIVERS X ARBIRFET TR AZHEAMS, XEFRIUEANME—, XREERZ O ICFN
TEANTRE -

« MR TBOVER, HIRENTERAY, 2, RI|FBIHcET NEER -

desc

B Tdesc BRI BRI TEELE, - mysqiE I .

# Bt _demoRMFEER, FTUEERNERESMEAMFESL
[group:1]> desc t_demo
{

"key":"name",

"valueFields":"item_id, item_name"

[insert sql]

i&fTinsert sqEAIE ALK, FHmysqlifAjE= -

[group:1]> insert into t_demo (name, item_id, item_name) values (fruit, 1, applel)
Insert OK, 1 row affected.

ER:
o AT sqUiE AL AT AR B 8 7 BUE -
« BIAREFIRGAS . SREE BT IANE S TR TRA S, {EMLEWSS, WE5HA
REFHHANGE .

[select sql]

iZfTselect sqiB A ALK, FHmysqiBAIE -

+ BWEETEFBERILR

select * from t_demo where name = fruit
{item_id=1, item_name=applel, name=fruit}
1 row in set.

+ BHEEEEFBEMLR

[group:1]> select name, item_id, item_name from t_demo where name = fruit
{name=fruit, item_id=1, item_name=applel}

1 row in set.

# AR

[group:1]> insert into t_demo values (fruit, 2, apple?)
Insert OK, 1 row affected.

# EHand KRBT ERZ P EIRFMF
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[group:1]> select x from t_demo where name = fruit and item_name = apple2
{item_id=2, item_name=apple2, name=fruit}
1 row in set.

# FHALimitFB, TWELMILE, WERREZ R0

[group:1]> select x from t_demo where name = fruit limit 1
{item_id=1, item_name=applel, name=fruit}

1 row in set.

# FH1initFE, ElE2miis, WEEh

[group:1]> select * from t_demo where name = fruit limit 1,1
{item_id=2, item_name=apple2, name=fruit}

1 rows in set.

EE:
o BIHIC FsqliE Al LA AEwhere A HEE (LR A0 E B FBLE -
o RABEEREF imitF Bl DUER, #2HE 230 5 Aloffset(fis &) F1C 3Kk £ (count) -

o whereZ& {7 A1) L L Ffand K8, HAthor in-~ like inner~ join, unionld X F&EIH - L REKEHE
W CFF -

« BIAREFIR AT . SREE BT ANE S T RITA SR, FEMLEWSS, ME5HA
RFFHANG]5 -

[update sql]

iz Tupdate sqEFIFEFIICE, [ HmysqliEAJE -

[group:1]> update t_demo set item_name = orange where name = fruit and item_id =1
Update OK, 1 row affected.
HE:

o BHNLRsqliB A Kiwhere T AL TSR HER ) 57 B (E -

« BIAREFIRAATS . EREE BT ANE S TR TR S, FEMLEWSS, WE5HA
RFEHANG]5 -

[delete sql]

izfTdelete sqliEAIMIBRICSR, (5 FmysqliB A JE= -

[group:1]> delete from t_demo where name = fruit and item_id = 1
Remove OK, 1 row affected.

o MHBRIC SR sqliE A where T AL TR (IR A B 7 BUE -

« EARERPRAA T  SHEE LT A NO SRS, FEN LIS, WS ER
R ERANE|E -

6.5.7 Ffi%: JavaifiZfiE

Ubuntuifi% %3 Java
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# FEBI\ gavali K (Java sEill L)
sudo apt install -y default-jdk
# BTl gavahfUls

java —-version

CentOSIfE %3 Java

HiflcentoslfH M Javalfia

rpm —-dalgrep java

THERE IR EI) gavahil 2R

rpm —e —--nodeps javahl)iztK

iflgavahlig, &H IR S TR 56 52

java -version

OISR, 3 gava SELL ERIRRAR, B R8I jakitfEsoftware B
MopendDKE W (https://jdk. java.net/java-se-ri/8) 8 oracle B (https://www.oracle.
—com/technetwork/java/javase/downloads/index.html) % Jgava sl ERIMATE, FlWT
# jdk-8u201-1linux-x64.tar.gz

$ mkdir /software

# MEIE jdk

$ tar -zxvf jdk-8u20l-linux-x64.tar.gz

# MCEgavalfit, %/ etc/profile X fF

$ vim /etc/profile

# ATH UG NHE = A5 A S B EFR 1

export JAVA_HOME=/software/jdk-8u201 #Xsz&— 1 IFEHZ, 04
export PATH=S$JAVA_HOME/bin:$PATH

export CLASSPATH=.:$JAVA _HOME/lib/dt.jar:$JAVA HOME/lib/tools. jar
# H¥profile

$ source /etc/profile

# BEiflgavahfiA, HIMARRAR HC FEIRE, 23R -

java -version

He oS U S A S A Sk

6.6 HAESNITA

FISCO BCOS- & H i 37 #Solidity « CRUD ~ Precompiled = f & fE 4 LT «
* Solidity 545 LRI, SRR -

« CRUD#: [ 8 13t 7ESolidity & 2 1 3 R 40 i SUAZ TSR 640, AT LASEERE Solidity & 25 #5498 77 i
FEFISCO BCOSF & AMDBR A H, SLHL &2 S EURH -

o Fi%R% (Precompiled) AZFHC++I%, HETFISCOBCOSF4, HHEL T Solidity &4 EH HIT
FIteRE, HANBOFELARENTEME, EHTERECEFTEL RN R, flwitHamR
Ho RTPGREEINFLGE N —THTNE-

6.6.1 Solidity &2 %
* Solidity' B 7 314
o Remix7EZZIDE
6.6.2 fFH&4ICRUD¥ O

Vila] AMDB T Z Mt ] AMDB &I fE 6% Table. sol¥H, ZEAZEIRESL, AILIOIEE,
FxF AT R A -
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HEMR: EIAMDBOIZRIRAT L M e AR =R, HRAZHAN 2R M-/, BrTEE
Al — 4585 AR — AT, SIS DREMRFEINE

Table.sol XHRIBUIT:

pragma solidity 70.4.24;

contract TableFactory {
function openTable(string) public constant returns (Table); /7 FTHF
function createTable (string, string,string) public returns(int); // A=
}

// B

contract Condition {
//ET
function EQ(string, int) public;
function EQ(string, string) public;

/IRETF
function NE (string, int) public;
function NE (string, string) public;

/KT
function GT (string, int) public;
//RTEET

function GE (string, int) public;

///NT
function LT (string, int) public;
//NTEET

function LE (string, int) public;

/ /BRALR EE SR AL
function limit (int) public;
function limit (int, int) public;

}

// BFEEIRILR

contract Entry {
function getlInt (string) public constant returns(int);
function getAddress (string) public constant returns (address);
function getBytes64 (string) public constant returns (byte[64]);
function getBytes32(string) public constant returns (bytes32);

function set (string, int) public;
function set (string, string) public;

}

// BAECRSE

contract Entries {
function get (int) public constant returns (Entry);
function size () public constant returns (int);

}

// TableZk
contract Table {
// BN
function select (string, Condition) public constant returns (Entries);

// AN

function insert (string, Entry) public returns(int);

// BN
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function update(string, Entry, Condition) public returns(int);
// MiERED

function remove (string, Condition) public returns(int);

function newEntry () public constant returns (Entry);
function newCondition () public constant returns(Condition);

BAt—NEAN R TableTest . sol, BT

pragma solidity 70.4.24;
import "./Table.sol";

contract TableTest {
event CreateResult (int count)
event InsertResult (int count)
event UpdateResult (int count);
( )

’

event RemoveResult (int count);

/7 Bl
function create () public returns (int) {
TableFactory tf = TableFactory (0x1001); // TableFactorylJHiHt[EE N 0x1001
// Bt _test®, TWkey fieldHNname, value fieldNitem id,item name
// key_fieldF/mAMDBT key value field&mzeHiF], AlLUEZH], LLIES 4
int count = tf.createTable("t_test", "name", "item_id,item_name");
emit CreateResult (count);

return count;

}
// BEEUE

function select (string name) public constant returns(bytes32[], int[],
—bytes32[]) {
TableFactory tf = TableFactory (0x1001);
Table table = tf.openTable("t_test");

// FMREFIRANTE AT LR o 2 6 FH A 1R 02k

Condition condition = table.newCondition () ;

Entries entries = table.select (name, condition);

bytes32[] memory user_name_bytes_list = new bytes32[] (uint256 (entries.
—size()));

int[] memory item_id_list = new int[] (uint256 (entries.size()));

bytes32[] memory item_name_bytes_list = new bytes32[] (uint256 (entries.
—size()));

for (int i=0; i<entries.size(); ++i) {

Entry entry = entries.get (i);

user_name_bytes_list[uint256(1i)] = entry.getBytes32 ("name");
item_id_list[uint256(i)] = entry.getInt ("item_id");
item_name_bytes_list[uint256(i)] = entry.getBytes32("item_name");

return (user_name_pbytes_list, item_id_list, item_name_bytes_list);

}
// AR
function insert (string name, int item_id, string item name) public
—returns (int) {
TableFactory tf = TableFactory (0x1001);
Table table = tf.openTable("t_test");
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Entry entry = table.newEntry();

entry.set ("name", name);

entry.set ("item_id", item_id);
entry.set ("item _name", item_name);

int count = table.insert (name, entry);

emit InsertResult (count);

return count;
}
// BHEEGE
function update(string name, int item_id, string item name) public
—returns (int) {
TableFactory tf = TableFactory (0x1001);
Table table = tf.openTable("t_test");

Entry entry = table.newEntry();
entry.set ("item_name", item_name);

Condition condition = table.newCondition();
condition.EQ ("name", name);
condition.EQ("item_id", item_id);

int count = table.update (name, entry, condition);
emit UpdateResult (count) ;

return count;

}

// M EREGE

function remove (string name, int item_id) public returns (int) {
TableFactory tf = TableFactory (0x1001);
Table table = tf.openTable("t_test");

Condition condition = table.newCondition();
condition.EQ ("name", name);

condition.EQ("item_id", item_id);

int count = table.remove (name, condition);
emit RemoveResult (count);

return count;

}

TableTest.solVi A T AMDB & F IR BE & DNTable.sol, LM EHA P £t _test,
t_test FFHITHEMELERITNEE - t_testBEWWT, ZHFILKEAF A LAY EMGES -

HE: Kb 2R Rava X B & A E 77 2 K TableTest.sol FlTable.sol i A # ] &
ffcontracts/solidity H %, B & HI4m1E A sol2java.sh ¥ TableTest java -

6.6.3 THFELIIT X

—. T

%1% (precompiled) A4 —IW LK RAESTRRIINEE: 76K 2 Hor+ A KR E THRERT & 4Y
REAEVMEIRIFH - FISCO BCOSARR I BIRfE T ixXME, EIbEA AR T —EREmAH 5T
HREIINE S precompilediZ 53 « AMERN—RBAIIES, BEIETIH P WA=LEl B O precompiled &
2], L M precompiled & A HIYEF -
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. LEHRFESN
2.1 g

LIS & LIRS
« SMECE AL
VA i solidity & 2 BLH PG 12 & LT ERIE & LU IR X 7, Hdik 2= [\ %1l 5

P Besthk 22 (89 0x5001-0x £ £££, 1 PR E BRI TSR S L9 BL— DR BEF RO ht, %W
BAIE L HE—, AFE -

FISCO BCOS A SZ i ftJprecompild & 2351 3% LA M btk 43 Bie -
. EXANED

[lsolidity &Y, BT & AN T2 B SEMiE G LIMABIE L, precomipiled & 23 fIABTHE H AL 5 solidity 58
4HR, solidity ABIHEHE «
T SLTGmIE G AR, 85 TR E L — E RO Bsolidity 52, H FRFPTE R L /Y
AR EZS, X EABAOI IR F & NRE D&Y, #O-aLAER MR F & LN 72
i -

pragma solidity 70.4.24;
contract Contract_Name {
function interfaceO (parameters ... ) {}

function interfaceN(parameters ... ) {}

}

« WA ESE

TG IE S0 MBI VER 5 2000 PR R (5 B (R 2% 5 R A7 REAEFISCO BCOSH & 41—
RNREEM), AFRELE -

HEfR: R AR LB RS -

« S ZH

STIUEE SV BHE, TR — o+ ke, LRFEARPrecompiled, BH#icall L, 7Ecall B
e SEHLA N EE VR AT -

// libblockverifier/Precompiled.h
class Precompiled
{
virtual bytes call (std::shared_ptr<ExecutiveContext> _context,
—bytesConstRef _param,
Address consté& _origin = Address()) = 0;
}i

call BEUE = 1S4
std: :shared_ptr<ExecutiveContext> _context : REFERLGPITHI LT

bytesConstRef _param : dﬂﬁﬁé‘?ﬂﬂ’ﬂ%éﬂ%%\, Z’-‘(ﬁﬁ]ﬁﬁﬁ'&é\é@j%m Ux&ﬁ?l:] E/‘]%}ﬁzﬁﬂ;{
M _param fEHTEREL

Address consté& _origin : oy Kk, AT R S
AT SEE—1~Precompiled X 7E T ] Hsample 1 2 14015 A
o EED
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BRJE R 2R A N B IR 50 B SR E M-S LIRIET BRI, X ik F precompiled & 2R & £
RIBT B RERE RN AT, BEREMETIGRF 52075 - EMRRE:

file libblockverifier/ExecutiveContextFactory.cpp
function initExecutiveContext
2.2 R EHTF R

// HelloWorld.sol
pragma solidity 70.4.24;

contract HelloWorld({
string name;

function HelloWorld() {
name = "Hello, World!";

}

function get () constant returns(string) {
return name;

}

function set (string n) {
name = n;

}

}

R VEES Fsolidity 5 HHelloWorld & 4y,  ZARE T & LB — M HF DI RERI T4 3% 5 2, Eidstep by
stepfEFH PN PR IE &N RE B BEMAIAR o TREI B Ic++IRS FE 12

libprecompiled/extension/HelloWorldPrecompiled.h
libprecompiled/extension/HelloWorldPrecompiled. cpp

2.2.1 S &2t

2.2.2 L ANEO

T L SLHHelloWorld & 2T AR, #1105 HelloWorld#2 48R,  HelloWorldPrecompiled fJ$% [ 444

pragma solidity 70.4.24;

contract HelloWorldPrecompiled {
function get () public constant returns(string) {}
function set (string _m) {}

2.2.3 it FELEE

HelloWorldPrecompiled 75 Z2 /7 fifiset I F1F B {H, BT LAWS MBI HAE, FTERIT BRI REEM -
%%%: _ext_hello_world_
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FE5H:

R A BAEX, keyF B Hhello_key, value™ B Hhello_value 7 i#X B F4F R, 7] LU

¥ set(string) ¥ MEEL, #iT get()¥E 1 FRHL -

2.2.4 LA HZ R

7S MHelloWorldPrecompiled2t, E#icall %k, SEMIFTHREORAMATR, call HERR -

M P B € S HIPrecompiled & £ 7 ZH G — DR, AERFELSNWHEMAT N, £x 6 FH

fiTHelloWorldPrecompiledt, SRfF FEFRETEA LT TAE:
o BEOM

// X KT ETERED
const char+ const HELLO_ WORLD_METHOD_GET "get () ";
const charx const HELLO_WORLD_METHOD_SET = "set (string)";

// TERE) IS R BT HE AR
HelloWorldPrecompiled: :HelloWorldPrecompiled()
{
// nameZSelector%%jéPrecompiledj@‘PEi'ﬁ. PR YR FH BT 6 R

name2Selector [HELLO_WORLD_METHOD_GET] = getFuncSelector (HELLO_WORLD_METHOD_
<—>GET) ;
name2Selector [HELLO_WORLD_METHOD_SET] = getFuncSelector (HELLO_WORLD_METHOD_
}
. OEER
BN FA, RNFEEN
/7 REXFRA
const std::string HELLO_WORLD_TABLE_NAME = "_ext _hello_world_ ";
/) ERFE
const std::string HELLOWORLD_KEY_FIELD = "key";
/) B FETFER, Z0TFREMEZSSE], Wi "fieldo, fieldl, field2"”
const std::string HELLOWORLD_VALUE_FIELD = "value";

// cal ¥, HEMENITH, SNIELAER
Table::Ptr table = openTable (_context, HELLO_WORLD_TABLE_NAME) ;
if ('table)
{
/) BAFE, B0l
table = createTable(_context, HELLO_WORLD_TABLE_NAME, HELLOWORLD_KEY_FIELD,
HELLOWORLD_VALUE_FIELD, _origin);
if (!'table)
{
// BIERRM, R [EEEY
}
}

PR RIEaNZ I, B ] DISEI R e R BB -
o KOHHED
187 getParamFuncf#HT_param™] UX A D - TR A8 0 — 8 BIuEWE R Em

uint32_t func = getParamFunc (_param);
if (func == name2Selector [HELLO_WORLD_METHOD_GET])
{

// get () BEOFHZEHE
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else if (func == name2Selector [HELLO_WORLD_METHOD_SET])
{
// set (string) B ZHE
}
else
{
/7 RENED, AR, IRERRT
}

« SRR 545 RR ]

W A DB )2 50E S FEcallif B8 B_paramZ £, & % FESolidity ABIRG =X #F 17 4w 15, fiff
Fdev::eth::ContractABI T B 2K7] %ﬁﬁ%ﬁl%%ﬁffﬁ, lﬁ*ﬂ%m@@ﬁ@@@&%%&’ﬁﬁ%%
TG & YmE% . Solidity ABI

dev::eth::ContractABIRAHAIFEMF FHabiIn abioutMMED, BIEHIASHOFIML, 5§
] UNF I RO T 50

W)

// FIMABIEHE, c+r+ REEIRFII S evm{E AR
// _id : REEROERNBMETAFE, —BEOIATy rEE .

template <class... T> bytes abilIn(std::string _id, T consts&... _t)
/7 BN EERENT R c++ R B ETR
template <class... T> void abiOut (bytesConstRef _data, T&... _t)

N T 51 AR R 2 1 AT 56

// MFtransferiEd . transfer (string, string,uint256)

// S

std::string strl = "fromAccount";
%
std::string str2 = "toAccount";

7/ BHE3
uint256 transferAmoumt = 11111;

dev::eth::ContractABI abi;
// ML, abiIn®—"stringBEEIA "
bytes out = abi.abiIn("", strl, str2, transferAmoumt);

std::string strOutl;
std::string strOut2;
uint256 amoumt;

// 2%

abi.abiOut (out, strOutl, strOut2, amount);
// e

// stroutl = "fromAccount";

// strOut2 = "toAccount"

// amoumt = 11111

w5, % HiHelloWorldPrecompiled call REY Y SEHE SR A 5 H2

bytes HelloWorldPrecompiled::call (dev::blockverifier: :ExecutiveContext: :Ptr
—context,
bytesConstRef _param, Address consts& _origin)

{
// FENTREEE N
uint32_t func = getParamFunc (_param);
//
bytesConstRef data = getParamData (_param);
bytes out;
dev::eth::ContractABI abi;
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/7 TR
Table::Ptr table = openTable (_context, HELLO_WORLD_TABLE_NAME) ;
if (!'table)

/) B, Bl
table = createTable (_context, HELLO_WORLD_TABLE_NAME, HELLOWORLD_KEY_ FIELD,
HELLOWORLD_VALUE_FIELD, _origin);
if (!'table)
{
// BIEERKM, ToAURR 2
out = abi.abiIn("", CODE_NO_AUTHORIZED) ;
return out;

}

/7 KAAAZED, SO ERHHEE
if (func == name2Selector [HELLO_WORLD_METHOD_GET])
{ // get() EOWH

// BVGRENE

std::string retValue = "Hello World!";

auto entries = table->select (HELLOWORLD_KEY_FIELD_NAME, table->
—newCondition());

if (Ou != entries->size())

{
auto entry = entries—->get (0);
retValue = entry->getField (HELLOWORLD_VALUE_FIELD) ;
}
out = abi.abiIn("", retValue);
}
else if (func == name2Selector [HELLO_WORLD_METHOD_SET])
{ // set(string) EHHHA

std::string strValue;

abi.abiOut (data, strValue);

auto entries = table->select (HELLOWORLD_KEY_FIELD_NAME, table->
—newCondition());

auto entry = table->newEntry();

entry->setField (HELLOWORLD_KEY_FIELD, HELLOWORLD_KEY_FIELD_NAME) ;

entry->setField (HELLOWORLD_VALUE_FIELD, strValue);

int count = 0;
if (Ou != entries—->size())
{ // 1EHE, B
count = table->update (HELLOWORLD_KEY_FIELD_NAME, entry, table->
—newCondition (),
std: :make_shared<AccessOptions> (_origin));
}
else
{ // BIFE, A
count = table->insert (
HELLOWORLD_KEY_FIELD_NAME, entry, std::make_shared<AccessOptions> (_
—origin));

}

if (count == CODE_NO_AUTHORIZED)
{ /7 BERBIENR
PRECOMPILED_LOG (ERROR) << LOG_BADGE ("HelloWorldPrecompiled") << LOG_
—DESC ("set™)
<< LOG_DESC ("non—authorized");
}

out = abi.abiIn("", u256(count));
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{ /7 ZHEER, RAEDFA
PRECOMPILED_LOG (ERROR) << LOG_BADGE ("HelloWorldPrecompiled") << LOG_DESC("
—unkown func ")
<< LOG_KV ("func", func);
out = abi.abiIn("", u256 (CODE_UNKNOW_FUNCTION_CALL));

}

return out;

2.2.5 FEME A FHGRIFIRG

o ML RITIGREEY) - BFTISCO-BCOS/cmake/templates/UserPrecompiled.h.in,
T NHEEEFFEMEelloWorldPrecompiled & A RIHIME - BHADH, BUHERAIA .

void
—~dev::blockverifier: :ExecutiveContextFactory: :registerUserPrecompiled(dev::blockver
—context)
{
// Address should in [0x5001,0xffff]
context->setAddress2Precompiled (Address (0x5001), std::make_shared
—~<dev::precompiled: :HelloWorldPrecompiled>());

}

1fier:

o JRIEIRID - S H I, LRI IR -
HERE: SEIAIHelloWorldPrecompiled.cpp ik 3475 2 /i B TFISCO-BCOS/libprecompiled/extension H 3%
T.
« JEEFISCO BCOSHEA4E . Bi% MBI FrIsco-BCcOS/build HE N, NIFH FHETESIHEEA
AT BT - BRI 2 Z 05 .

bash ../tools/build_chain.sh -1 "127.0.0.1:4" —e bin/fisco-bcos

= HH

MHFAE, TigiEd 2 Ssolidity &R0 AT N EAFE, ME—FIX A Esolidity & A 7ERRE 2 J5 7 RE
RIEAA AN, TigmiFE S AT e, AHERE, TLIERH -

3.1 fFF#EH & A HelloWorld Tl 4R ¥ 44

1421l & contracts/solidity £l EHelloWorldPrecompiled.sol X4, 3T {4 N 2% & HelloWorld 7 4 15 & 23 Fr 2
R,

pragma solidity 70.4.24;

contract HelloWorldPrecompiled{
function get () public constant returns(string);
function set (string n);

}

i g 3 A I IE R T AR, BRE S BvL02BL ERRAS, SRE PAT N T E A B AT R A
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[group:1]> call HelloWorldPrecompiled.so
Hello World!

up:1]> call HelloWorldPrecompiled.so
542ffab97f93b8cebadb39d54825b1f709

[group:1]> call HelloWorldPrecompiled.so
Hello, FISCO BCOS

[group:1]>

3.2 solidity i

AT 25 FESolidity & 29 A1 8 T 4 1% & LI R B F A H O - 7E 45 Hl & contracts/solidity ]
##HelloWorldHelper.sol X {4, ST

pragma solidity 70.4.24;
import "./HelloWorldPrecompiled.sol";

contract HelloWorldHelper ({
HelloWorldPrecompiled hello;
function HelloWorldHelper () {
// W HelloworldMgmiEa4N
hello = HelloWorldPrecompiled (0x5001);
}
function get () public constant returns(string) {
return hello.get ();
}
function set (string m) {
hello.set (m);
}
}

P EHelloWorldHelperd 2 , #X J5 ¥ HHelloWorldHelperd 2V ) # 0O , 4 R @ T
group:1]> deploy Hello ¢ r 1

[group:1]>
Hello, FISCO

t "Hello World"

[group:1]> call HelloWorldHelper.so
Hello World

[group:1]>

6.7 1T 5
FISCO BCOSTEH: T AI AT & A ZHELR, FFREHBERMILRmE 154, BEWHEFISCO BCOS™ A
HATHIINAT - FEATELIMIEERA
o EEM: ZEMSLZGRNEHAT, RERARERAVLASMCPULR, MmiHE RS MTPS
o AI¥ERE: A LUE R EALES L E R IR A AR S HUTRIMERE,  DISCRERETY Kolk 55 HIAR
BRIk, BN BRI EFISCO BCOSHATAY, LAKIMMERERPUTHITAL -
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6.7.1 Fi&HIIR

HAFEF

WL B BB HITHIT, KT XHELSEEEELR . BF, RIEWELH % B RIES AT
BERNESTFERE.

Bln, RS RET, oM P RPEKERE . Fransfer(X, Y) 2 ANXH PRI Y FH 7 B IKEE O,
UURENES =2/ N

BEAb2E B B E S

s BFRZH: 208 0%, 5aNFHERRN G RIEMEKINSE . FlanERIKII#EE Oransfer(X,
Y), XHMYHEGRLFEEL -

s BRWS: —EXGT, RE\ELFSEGRBUER - BARNEFRAZ - FIINEIKAE O ransfer(X,
Y), ~EFAEONR S, BERNSECR ransfer(A, B), MEXERIEN TN RZA, Bl; HIb
—%% 5, MAKNZE  ransfer(A, C), MIXZERIFRIEFHREA, C-

AR —NZIWER SR TR TIT, MEAMRERSNERFNRETARE . HEZHETE
NG A HATHAT

6.7.2 WEHITEN

FISCO BCOSH& M T Al HAT G AT LHELR, TF A E AR HBERIMIET L 64, & g MadZn
WEFZE, R SEBEROF T HUITRIG2Y . S84 HRE S, FISCO BCOSEEHITZ FHi, BohfiE
PrEFX G, FER—RZ RATRELLTC Ao R B2 50 HATHAT

HHJ, FISCO BCOSHRML T solidity 5 i1 & 4 MR HAT AT L HELE .

solidity & 4 FHFTHELR

% 5 I 17T Wisolidity & £, FF R MR 5 JF &% i solidity & 2 F A2 AH [7] . fE &AMl B, AFE
Frarallelcontract fENTREHITHENMEE, #Uﬁ)ﬂregisterParallelFunction(), E
AT DAFAT B O RIA]

St ST EER2E), )T P fParallelOk & 2 SE B T HATHL IR A Th AE

pragma solidity 70.4.25;
import "./ParallelContract.sol"; // GlAParallelContract.sol

contract ParallelOk is ParallelContract // #prarallelcontract {ENFHEZE
{

/) BHISH

mapping (string => uint256) _balance;

function transfer (string from, string to, uint256 num) public
{
// WAL R EERZER], SCPRAE T A5 H safeMat WUBR BN
_balance[from] —= num;
_balance[to] += num;

}

function set (string name, uint256 num) public

{

_balance[name] = num;

}

function balanceOf (string name) public view returns (uint256)

{
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return _balance[name];

}

// TEMAT LAFFATH) & 203
function enableParallel () public
{
/ BRECENFREER (FEEr, ENREEZE) |, ZEEIL R EFSE GO REIN B R SE 8
£ TH]
registerParallelFunction ("transfer (string, string,uint256)", 2); //_
—critical: string string
registerParallelFunction("set (string,uint256)", 1); // critical: string

}

// EEHFTEAEA
function disableParallel () public
{

unregisterParallelFunction ("transfer (string, string,uint256)");
unregisterParallelFunction ("set (string,uint256)");
}
}
BASPIRANT

(1) ¥ParallelContractfENESARIES

pragma solidity 70.4.25;
import "./ParallelContract.sol"; // Gl AParallelContract.sol

contract ParallelOk is ParallelContract // ¥Parallelcontract VERFI

{
/ BRI

// EMAT LFAT B & 404 0
function enableParallel () public;

// EEFITENEA
function disableParallel () public;

(2) WERFHATHAENED

G F HFpublickR£L, EGAMED - WEFIFITNENED, ERE—ENHAN, EW—1 &4
HJpublic PR EY -

WEEORGA T
AIHATRI ST, W20 2 -
o TLIRHINER G2
s THAEEREEED
WEBRFSE
EREEOE, EWEEONLRSN, BONEFREN2RZEMNER, EFRSEITHEIN:
« 201510 T 4 Mymapping, mappingfikey& B F 5%
o BOVIR T 2&REEE, BN TR RS

OV TREARBNEREZE, FEEEREN2REEIN - TEFRSH, AARANEES
TEREFFX5

ik 2 e ielil) g
WEBLRFRZEUE, RIGINEHESBERBMIR, AN
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o BEOSEUNPR: string« address ~ uint256 ~ int256 (KRS FFHEL L)
o HRSEMET MR O ST
o A BRSO S 8N &l

mapping (string => uint256) _balance; // &Jfiimapping

// BRZ & from- toffE&A], ENtransfer () LRI TS

function transfer(string from, string to, uint256 num) public

{
_balance[from] -= num; // from &% Rmappingfiikey, & HIFZ4L
_balance[to] += num; // to Je%mmappingfkey, & HJFZEL

}

// BIRZ EnameHERET, 1ENset () FLIISH
function set (string name, uint256 num)

{

public

_balance[name] = num;

}

(3) FEMEZRFEM A HATHEAED

TEEYIHSEI] enableParallel() %L, i HregisterParallelFunction){EM AT FHATHIEE O - [RIFHFEESL
HlldisableParallel )RR %L, &2 B &BUEHATHATHIRES -

// MR LT &8 0
function enableParallel () public
{
/7 BRECESFRE EE, EAIRESE) |, SEEETL R EFR S
registerParallelFunction("transfer (string, string,uint256)", 2); // transferf®
H, Fi2h2EFZE
registerParallelFunction ("set (string,uint256)", 1); // transferfZH, Bi1TMEEFS
#
}

// T ENER

function disableParallel () public

{
unregisterParallelFunction ("transfer (string, string,uint256)");
unregisterParallelFunction ("set (string,uint256)");

(4) WMEBHITHITEY
P & BiWeb3SDK IR IEMER B G2, MA LIS & ) -
HhEAY

[group:1]> deploy ParallelOk.sol

WM enableParallel () ¥, ilParallelOkBEHATHUT

[group:1]> call ParallelOk.sol 0x8cl7c£f316cl063ab6c89df875e96c9£f0£f5b2£744
—enableParallel

RIEFHATRS) set ()

[group:1]> call ParallelOk.sol 0x8cl7cf316cl063ab6c89df875e96c9£f0£f5b2f744 set
—"Jimmyshi" 100000

Zilﬁ#‘ﬁy% transfer ()

[group:1]> call ParallelOk.sol 0x8cl7cf316cl063ab6c89df875e96c9f0f5b2£f744 transfer
—"Jimmyshi" "Jjinny" 80000
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ﬁﬁﬁ%mﬁﬁ% balanceOf ()

[group:1]> call ParallelOk.sol 0x8cl7cf316cl063ab6c89df875e96c9f0£5b2£744
—balanceOf "jinny"
80000

FISDKA A KEIR ZHIGI T, R TSR B 2EH -

Figm ¥ H AT B LIHESR

WMEFTHRMEFESLN, FRWES FF &L #6280 EmE R - 588 %% a0
PAPrecompile y £: 38, 7EiXZ FSEIN A 424 - BT, Precompilef!) 5 K8 N HTHEAML T B 152 6K
B, IREESEILX B REL, BRI ATSEB AT TGRIE A -

(1) FEAE LRI FRHAT

’bool isParallelPrecompiled() override { return true; }

(2) BXHTEOMERSE

FE, —HENEG T, MEREOBTFEHRATE N . HREZ, FrEEOLEANERSS . B
FEHEMGRIFS ARSI, AN SNTFISCO BCOSTEME R FRMR , B4R A2l m] B 204 20D af;
WM E RS RRERA .

/7 WIEHATED, NSEPRHEFRNR, REELFRNS
std::vector<std::string> getParallelTag(bytesConstRef param) override
{

// RBHORAREES (fune) FZEL (data)

uint32_t func = getParamFunc (param) ;

bytesConstRef data = getParamData (param);

std::vector<std::string> results;
if (func == name2Selector [DAG_TRANSFER METHOD_TRS_STR2_UINT]) // EREUEIF17H:0
{

// ¥%ON: userTransfer (string, string,uint256)

// MdataHUHHFHR

std::string fromUser, toUser;

dev::u256 amount;

abi.abioOut (data, fromUser, toUser, amount);

if (!invalidUserName (fromUser) && !invalidUserName (toUser) && (amount > 0))
{

// BHFENGE | resultsH

results.push_back (fromUser) ;

results.push_back (toUser);
}

}
else if ... // FTAREOMHEAHELFNER, REZ R RITER LR

return results; //RAIESF

(3) Hi%, ERVA
FERRFY SN, 5%, XE

YRS, M, BRI S e, EERE AR .
6.7.3 6. HITEIK

BEAb 5y A2 Hisolidity & LRI TSR ¥ & NI FFAT 251 -
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[[W=#Z 8
I THE LN T
« Web3SDK % f 3
+ —4kFISCO BCOSH
Web3SDK 3R & % #4758 5, FISCO BCOSEEFMHATHATRZ 5 - tHRELE, W5%.
+ Web3SDK R E:
. $EHE
EREENRRIMRE, 2OFE:
 3"Web3SDK, A REf“4 BB L IIL S

« 40, HPTEWeb3SDKHERELE T8 LATE T AGER, WSS AREFGE I AL, 7
RELLBERERILE B L IR 5

H1TSolidity527: ParallelOk
BRI, & —FA AL S5 HE - ParallelOk /Y, SRR FIEEIF— 2661, RESEBIHATHY
HENKTHEE - ParallelOkS A EE L SCHAH -
FISCO BCOS7EWeb3SDKH A& T ParallelOk &2y, I Ab%A H FAWeb3SDK R & i K& H AT 5 HI#RIE S
o

(1) FASDKIBE AN« FidH P - FREAHITHE

# ZH: <groupID> add <HIEMHFEE> <HAEBEBIEFE RN PS> <ERMAHFEEXHS >
java —-cp conf/:1lib/*:apps/* org.fisco.bcos.channel.test.parallel.parallelok.
—PerformanceDT 1 add 10000 2500 user

# fgroupl FOIET 100001, SIEBRIELI2500TPSKER), EAKIAFEERTEEuserd

PATHII)E, ParallelOKBERZ 2| X HEE |, B E BRI FEuser S, RIS JF/A T ParallelOKF]
HATHE

(2) MBEEHFITEEKZS

HR: EMERER, HRSDKI H ESRIERENERROR, FHEH RWHLILRES -

# B4 <groupID> transfer <EBRXGEE> <HWEMWERIEERM PR <FEWHPEEX > <5
HFASSH: 0~10>

java —-cp conf/:lib/*:apps/* org.fisco.bcos.channel.test.parallel.parallelok.
—PerformanceDT 1 transfer 100000 4000 user 2

# [Flgroupl Xk T 1000000385, KiERITPS LIRZE 4000, HAMZAIQIE user KB, XS
H 208 HEHF -

(3) BIEHATIERTE

FAT R G AT SE UG, Web3SDK% fT Bl H $0AT 45 R - Tps & MSDKA 3£ H) 5 5 48 11 s L IAT
HITPS - validation MK HHPUTEHRIRE -

Total transactions: 100000
Total time: 34412ms

TPS: 2905.9630361501804

Avg time cost: 4027ms

Error rate: 0%

Return Error rate: 0%

Time area:

0 < time < 50ms : 0 : 0.0%
50 < time < 100ms : 44 : 0.044000000000000004%
100 < time < 200ms : 2617 : 2.617%
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200 < time < 400ms : 6214 : 6.214%
400 < time < 1000ms : 14190 : 14.19%
1000 < time < 2000ms : 9224 : 9.224%
2000 < time : 67711 : 67.711%
validation:

user count is 10000
verify_success count is 10000
verify_failed count is O

ATLVE W, RIRZ 5 HATHITPS/&2905 - HUTH R G, A iR(verify_failed count is
0)-

4) IHHEETPS

B MWeb3SDK TG A & £ /2 1% 22 A8 5 LR BT S AT HUTRE T RO IR « 7524 1>Web3SDK RIS £ 1% 28
5« TE% "Web3SDK[EIR X £ 5 f5, HALRR 45 R ATPS IS 2| FITPS NS R, TR BB BN
SALFREXTPS -

FBIAS A B 30T ETPS

cd tools
sh get_tps.sh log/log_2019031821.00.1log 21:26:24 21:26:59 # Z:40 <H &> <TMEIFIG
IFIE] > < B SRS ] >

BF|TPS (2SDK- 47745, 8%, 16GINTE)

statistic_end = 21:26:58.631195
statistic_start = 21:26:24.051715
total transactions = 193332, execute_ time = 34580ms, tps = 5590 (tx/s)

H1THigmiEEY): DagTransferPrecompiled

EParallelOkd 2 W) Th B8 — ¥ , FISCO BCOSHW B T — M H A WM &% iF & & 19§ +
(DagTransferPrecompiled) , SEHL T A B AE TIK RN OEKINE . ZENEBEHERZ IHP
FIFEER, HIRME— R T Wtransfert 2 0, SEEUXT FH P (RIERMK A E RO AT A0 22 -

& : DagTransferPrecompiled W F173 5 1244, ThEeR N H, BHOHTER LS -
(1) &R

FAWeb3SDK A 3£ Bl F HHAE, BRI P E B R FFEuser U o fir & 284 S parallelOKAHF], AN[A]
HIA R iy 4 BT VR FH B 52 precompile -

# ZH: <groupID> add <HIEMHFEE> <HAEBBIEFE RN tPs> <ERMAHFEEXHS >
java -cp conf/:lib/x:apps/* org.fisco.bcos.channel.test.parallel.precompile.
—PerformanceDT 1 add 10000 2500 user

# fEgroupl FBIET 100001, SIEBERIELI2500TPSKER), EAKIAFEERTEEuserd

(2) MEREHITEIKRZS
FiWeb3SDK 4 i£ HATHRIKAZ 5
HRE: ERELER, BRSDKH H ESHEHE NERROR, 1 HEHE EWBHILERES -

# 24 <groupID> transfer <EXHEE> <MWEKRIEERKTPs LIR> <FHEIHFABEEXE> <55
BFBES: 0~10>

java —-cp conf/:lib/x:apps/* org.fisco.bcos.channel.test.parallel.precompile.
—PerformanceDT 1 transfer 100000 4000 user 2

# Mgroupl&i% T 100000025, Kk TPs EIRFE4000, FMIZATOE user TFRBIHA T, AR5
FE208MHSF -

(3) WIEFHATIERNE
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FHAT I 5 AT FERUJG . Web3SDKZ I E H $047 25 3R - Tps & MSDK& £ W58 5 #£ T . L HAT
HITPS - validation ZFIKZ HHUTERIRE .

Total transactions: 80000
Total time: 25451ms

TPS: 3143.2949589407094
Avg time cost: 5203ms
Error rate: 0%

Return Error rate: 0%

Time area:

0 < time < 50ms : 0 : 0.0%

50 < time < 100ms : 0O : 0.0%

100 < time < 200ms : 0O : 0.0%

200 < time < 400ms : 0 : 0.0%

400 < time < 1000ms : 403 : 0.50375%

1000 < time < 2000ms : 5274 : 6.592499999999999%
2000 < time : 74323  : 92.90375%

validation:
user count is 10000
verify_success count is 10000
verify_failed count is 0

MNEHRIE M, RKIXEGHATIITPSE3143 - HUTHE RS, LA IR(verify_failed count
is 0)o

(4) FEETPS

BL"Web3SDK L 12 A& 14 /2 18 £ W78 5 LA BT S AT HUTEE T LR - 7552 1>"Web3SDK [R5 & £ 42
5y« TE%Web3SDK[FII &£ 55, BAAl B 45 5 I TPSIN AN S 2 I TPS NS VR, T EEH BN
SALFREXTPS -

FBIAS A B B30 1B TPS

cd tools
sh get_tps.sh log/log_2019031311.17.1og 11:25 11:30 # 240 <HEXHE> <IFEIFUERA >
o < B HRS[H] >

5FITPS (3 SDK- 4774, 8#%, 16GINTE)

nd = 11:29:59.587145
tart = 11:25:00.642866
actions = 3340000, execute_time = 298945ms, tps = 11172 (tx/s)

statistic_e
statistic_

total trans

gE R LA

ARG AIPERELE R BAE3SDK ~ 471 4.~ 81% ~ 16GINTF - 1GMLE TG . & SDKHM T A #EZ
FEARFBIVPSH, EEAREE . KFFTPSEIRIERAIEFECE - BRIERZMM LT TR -

6.8 AT\ A

6.8.1 Z3MySQL

M OET S FE ) A X IR E EMySQLE 5 4 A =X F 2 BT, 7R E S S #EMySQLAR %5,
FEUbuntuF1CentOS iz 55 25 L FIBR & /7 =040 R -

Ubuntu: HUTFE =564, ZRIEF, EE root I/ #H -

sudo apt install -y mysgl-server mysqgl-client libmysglclient-dev
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J8 3 MySQL RSG5 H 2 i root ik 5565

sudo service msygl start
mysgl —-uroot -p

CentOS: T N H B &5 T8

yum install mysglx
#ELCRR R 11 nux, TR LSEmariadb, mariadbEmysqlll— 153
yum install mariadbx

JE5) MySQL kg5, EFfiH 7 root F B EHH -

service mysqgld start

#EHHE [ mariadb, WER T EPG 2B

service mariadb start

mysgl —uroot

mysqgl> set password for root@localhost = password('123456");

6.8.2 7 i Hi¥MySQL

FISCO-BCOST£2.0.0-rc3 2 J5 , CHFT sl i B EEMySQL, A% T RIE T AIMySQL T =, i & &
B AFEFHOEEGRE . BETEESH:

B

ZHARMEBBEXRETAXFRSIZAIBA, BANTHLHE . HEF
i~ KSRELNVHEEREB - lttﬁa‘?éETEl’J — T AN B — A IR E L

B, X BB M%FT ., F =11 HABC, H TABE ﬂ:Groupl,B,CE FGroup2. I
HAFICS A X M B 98 E SEFl, BT RN R T2 R EEE, ZEEME W
B e e ) BY4H2
T pEA T T _
/! (7 ; B ([ } FRC (/ .
.\‘ »@ ! 4 l‘" 7, 3‘." 7 ’:

3 E & £

n EE R, FﬁBFﬂ:gAﬁéﬂ, ANFEFREE T RE — DT 5, N R R B LB 20 PR,
T ANEREATRE— 5, HABCENT A, 4 A HGroupl_A (Groupl N FJAT &,
[f]) , Groupl_B, Group2 B, Group2 CHER -

TE LB, s R -
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i

o

R A EE A, FEERKEENEENSHANKE, BESSB NP5

R

HEA K

mkdir -p ~/fisco_direct && cd ~/fisco_direct

curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/ curl -s_
—https://api.github.com/repos/FISCO-BCOS/FISCO-BCOS/releases | grep "\"v2\.[0-9]\.
—[0-9]J\"" | sort -u | tail -n 1 | cut -d \" -f 4 /build_chain.sh && chmod u+x_,
—build_chain.sh

A il BE B SR

# HERXIREERCE X ipconf
cat > ipconf << EOF
127.0.0.1:1 agencyA 1
127.0.0.1:1 agencyB 1,2
127.0.0.1:1 agencyC 2
EOF

# BEIE M

cat ipconf

127.0.0.1:1 agencyA 1
127.0.0.1:1 agencyB 1,2
127.0.0.1:1 agencyC 2

i Fbuild_chainf& & [X bk

#ap FERRHEE (EERIN30700~30702, 20700~20702, 8575~857 7% % E# 5 )
### XEXFIREMGSFEEBINT S8 "-s MysorL" DI T imA .
bash build_chain.sh -f ipconf -p 30700,20700,8575 -s MySOL

Generating CA key...

Generating keys

Processing IP:127.0.0.1 Total:1 Agency:agencyA Groups:1
Processing IP:127.0.0.1 Total:1 Agency:agencyB Groups:1,2
Processing IP:127.0.0.1 Total:1 Agency:agencyC Groups:2

Generating configurations...

Processing IP:127.0.0.1 Total:1 Agency:agencyA Groups:1l
Processing IP:127.0.0.1 Total:1 Agency:agencyB Groups:1,2
Processing IP:127.0.0.1 Total:1 Agency:agencyC Groups:2

Group:1 has 2 nodes
Group:2 has 2 nodes

EBCTT Aini S i
group. [FFAHiniBLE CHFH, FAFHEAE XA EMySQLIVELEF B - BIZMySQLIIELEF BT

Iﬁiﬁldb_ipldb_port|db_usernameIdb_passwdldb_name|
|Groupl_A|127.0.0.1|3306|root|123456|db_Groupl_A]|
|Groupl_B|127.0.0.1]13306|root|123456|db_Groupl_B]|
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|Group2_B|127.0.0.1|3306|root|123456|db_Group2_B]|
|Group2_C|127.0.0.1|3306|root|123456|db_Group2_C|

&Enode0 | figroup.1.inifii &

& ~/fisco_direct/nodes/127.0.0.1/node0/conf/group. 1 .ini[storage|BL A AN 2%, BCE U1 N N% - db_passwd
X R B RG -

b ip=127.0.0.1
db_port=3306
i1 rname=root
db_Groupl_A
sswd=

E¥node1 T figroup.1.inifit &

&M~ /fisco_direct/nodes/127.0.0.1/node0/conf/group. 1 .ini[storage|BZ AN 2%, Hra0 F A% - db_passwd
%of ) ZE A o
db_1p=127.0.0.1

port=3306
db_username=root

EMnode1 F figroup.2.inifit &

{& E~/fisco_direct/nodes/127.0.0.1/node1/conf/group.2.ini[storage] B FI N 2, FT¥E U F A% - db_passwd
XoF R ZE A o

db_ip=127.0.0.1
db_port=3306
name=root

EXnode2 T ffigroup.2.inifit &

1B B ~/fisco_direct/nodes/127.0.0. 1/nodeZ/conf/group.2.ini[storage]11?,3(L RINZ, BRI NE - db_passwdj'ﬂ
o RS

db_1p=127.0.0.1
bort=3306
rname=root
db_Group2_C

WC

JEBIT R

cd ~/fisco_direct/nodes/127.0.0.1;sh start_all.sh
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A i

ps —ef|grep fisco-bcos|grep -v grep

fisco 111061 1 0 16:22 pts/0 00:00:04 /data/home/fisco_direct/nodes/127.
—0.0.1/node2/../fisco-bcos -c config.ini

fisco 111065 1 0 16:22 pts/0 00:00:04 /data/home/fisco_direct/nodes/127.
—0.0.1/node0/../fisco-bcos -c config.ini

fisco 122910 1 1 16:22 pts/0 00:00:02 /data/home/fisco_direct/nodes/127.

—0.0.1/nodel/../fisco-bcos -c config.ini

BN, 3Misco-beosHHAE « ARIIAIIEIE S H BN B2 T IEM -

A H S5

PUTFETES, BB AnodeOFER AT A EL (HABTT HRLD

tail -f nodes/127.0.0.1/node0/log/log* | grep connected

EFEUEBERRL AL, W AT LLE Hinode05 HAM AT A TEH -

info|2019-05-28 16:28:57.267770| [P2P] [Service] heartBeat,connected count=2
info[2019-05-28 16:29:07.267935| [P2P] [Service] heartBeat, connected count=2
info|2019-05-28 16:29:17.268163| [P2P] [Service] heartBeat, connected count=2
[ 10
[ 11

info|2019-05-28 16:29:27.268284 | [P2P] [Service] heartBeat,connected count=2
info[2019-05-28 16:29:37.268467 | [P2P] [Service] heartBeat, connected count=2
PAT T RS, KERTGAERLNA

tail -f nodes/127.0.0.1/node0/log/log* | grep +++

IEF B L2 AMEH H ++++Generating seal &7~ IR IEH

info|2019-05-28 16:26:32.454059| [g:1] [CONSENSUS] [SEALER] ++++++++++++++++_,
—Generating seal on,blkNum=28, tx=0,nodeIdx=3, hash=c9c859d5. ..
info|2019-05-28 16:26:36.473543| [g:1] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=28, tx=0,nodeldx=3, hash=6b319fa7...
info|2019-05-28 16:26:40.498838| [g:1] [CONSENSUS] [SEALER] ++++++++++++++++_,
—Generating seal on,blkNum=28,tx=0,nodelIdx=3,hash=2164360f...

fEFH R & X £ 5
HER AR

cd ~/fisco_direct;

bash <(curl -s https://raw.githubusercontent.com/FISCO-BCOS/console/master/tools/
—download_console.sh)

cp —n console/conf/applicationContext-sample.xml console/conf/applicationContext.
—xml

cp nodes/127.0.0.1/sdk/* console/conf/

e AL B A

R ~/fisco_direct/console/conf/applicationContext.xmUEEC N 40 N EL & G5 E)

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
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<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20700</value>
</list>
</property>
</bean>
</list>
</property>
</bean>
BHEHE

cd ~/fisco_direct/console

sh start.sh 1

#1F B TableTest &4

[group:1]> deploy TableTest

contract address:0x8cl7cf£316cl063ab6c89df875e96c9f0£f5b2£744

BEBIRETRBI

MySQL —-uroot -pl23456 -A db_Groupl_A
use db_Groupl_A;
show tables;

| _contract_data_8cl7cf316cl1063ab6c89df875e96c9f0£f5b2£744_
| _contract_data_f69a2fa2ecad49820218062164837cobeecc909abd_
| _sys_block_2_nonces_

| _sys_cns_

| _sys_config_

| _sys_consensus_

| _sys_current_state_

| _sys_hash_2_block_

| _sys_number_2_hash_

| _sys_table_access_

| _sys_tables_

| _sys_tx_hash_2_Dblock_

FEEHE A FcreateE 0 -

#AIER
call TableTest 0x8cl7cf316cl063ab6c89df875e96c9f0f5b2f744 create
0xabl1160£f0c8db2742f8bdb41dld76d7c4e2caf63b6fdcclbbfc69540a38794429

BEEIRETNREL

show tables;

e +
| Tables_in_db_Groupl_A |

e +

| _contract_data_8cl7cf316cl1063ab6c89df875e96c9f0f5b2f744_ |
| _contract_data_f69a2fa2ecad49820218062164837c6eecc909abd_ |
| _sys_block_2_nonces_ |
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| _sys_cns_ |
| _sys_config_ |
| _sys_consensus_ |
| _sys_current_state_ |
| _sys_hash_2_block_ |
| _sys_number_2_hash_ |
| _sys_table_access_ |
| _sys_tables_ |
| _sys_tx_hash_2_block_ |
| _user_t_test |

R B A — 55

#EFR BB
call TableTest 0x8cl7cf316cl063ab6c89df875e96c9f0£f5b2f744 insert "fruit" 100 "apple

n
—

0x082cab6ab5a292f1f7b20abeb3fb03£f45e0c6f48b5a79cc65d1246bfe57be358d1

FTHMySQLZ i, X if]_user_t_testRE(TE

#EE PR REOR
select * from _user_t_test\G;

KAKAKAAKAA KK AR KA h A A I A A AR A XK AKX K 1_ FYOW *,k* * kA d kA khkk khkkhkkhkhkkhkkhkhkkhhhrkhkkxkx%

_id_: 31
_hash_: 0a0ed3b2b0a227a6276114863ef3e8aa34f44e31567a5909d1dalaece31le575e

_num_: 3

_status_: O

name: fruit
item_id: 100
item_name: apple
1 row in set (0.00 sec)

6.8.3 i# i AHTH M MySQL

AAE P T OO T S5 BRAR 92.0.0-re3HE AL, AR5 ZE4E2.0.0-re2 7 {5 FH i (2 7 (W] My SQL™ ) 17 7]
FAEFER NI - B H I A B 7%

2R

RS R AR X BET SRR 2 R, BRI 5 - RS - KSR ERRE -
PCRELE T BB — 9 S5 B —1~amdb-proxy S5, a0, XHEEMZH, H=1"T5AB,C, HFABE
THEALB,CETHAE2 . TAEAFCH RN N IR FESLG], B SR T 2R L, (ZHEZEM A
I
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Bl
T $5AA )
(7 ;

\ 'y |

¢ &5 &5 &

wmEEPrR, TABETEZ A, AFBE TR TR,

%f B fJamdb-proxy il 55 FIMySQLZE 73 7+

K, AT XAOANERFHE TR — N5, BFABCENTA, 93 HGroupl_A (Groupl FHIATI &, T
[&]) , Groupl_B, Group2_B, Group2_C#H ~. FHELLEEAE], fAERECETRE-

TRIER

L Eamdb-proxy RSS2 1, FEFEAKRHENEEMZBANRE, BASHENTIR-

HEA K

o SISO

mkdir -p ~/fisco && cd ~/fisco

o FKHbuild chainfflz

curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/ curl -s_,
—https://api.github.com/repos/FISCO-BCOS/FISCO-BCOS/releases | grep "\"v2\.[0-9]\.

;}[079}\""
—build_chain.sh

| sort —u | tail -n 1 | cut -d \" -f 4" /build_chain.sh && chmod u+x,_,

G - s

# EMX R E X ipconf
cat > ipconf << EOF
127.0.0.1:1 agencyA 1
127.0.0.1:1 agencyB 1,2
127.0.0.1:1 agencyC 2
EOF

# BEBCEF

cat ipconf
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127.0.0.1:1 agencyA 1
127.0.0.1:1 agencyB 1,2
127.0.0.1:1 agencyC 2

i Fbuild_chainf& & [X HbE

##4 ERRXHEE (FEMIN30600~30602, 20800~20802, 8565~856 74 I E W GH)
bash build_chain.sh -f ipconf -p 30600,20800,8565

Generating keys
Processing IP:127.0.0.1 Total:1 Agency:agencyA Groups:1l
Processing IP:127.0.0.1 Total:1 Agency:agencyB Groups:1,2
Processing IP:127.0.0.1 Total:1 Agency:agencyC Groups:2

Generating configurations...

Processing IP:127.0.0.1 Total:1 Agency:agencyA Groups:1l
Processing IP:127.0.0.1 Total:1 Agency:agencyB Groups:1,2
Processing IP:127.0.0.1 Total:1 Agency:agencyC Groups:2

Group:1 has 2 nodes
Group:2 has 2 nodes

BT Hini SCHE
fEMnode0 T f¥igroup.1.inifit &

fE(~/fisco/nodes/127.0.0.1/node0/conf/group. 1.ini X £ H [storage| Bt N 2T, BB NI RN

[storage]
type=external
topic=DB_Groupl_A
max_retry=100

EMnode1 F figroup.1.inifit &

fE{~/fisco/nodes/127.0.0.1/node1/conf/group. 1.ini X £ H [storage| Bt I 2T, BB NI R IR

[storage]
type=external
topic=DB_Groupl_B
max_retry=100

{EMnode1 K figroup.2.inifit &

fE4(~/fisco/nodes/127.0.0.1/node1/conf/group.2.ini X £ H [storage| Bt I ZY, BB NI FIARE

[storage]
type=external
topic=DB_Group2_B
max_retry=100
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EMnode2 F ffigroup.2.inifit &

fE(~/fisco/nodes/127.0.0.1/node2/conf/group.2.ini X £ H [storage| Bt I ZY, BB NI R IR

[storage]
type=external
c=DB_Group2_C
max_retry=100
##amdbfUH
YRR AL

cd ~/fisco;
git clone https://github.com/FISCO-BCOS/amdb-proxy.git

TRAS %

cd AMDB;gradle build

PmiFT G, SEM— NdistH3, UM

— apps
L AMDB.jar
— conf
— amdb.properties
— applicationContext.xml
—— contracts
Table.sol
': TableTest.sol
— db.properties
—— doc

amop.png
leveldb.png
README . md

— log4j2.xml
L— mappers
[— data_mapper.xml

— 1lib
— log
— start.sh

fit Eamdb-proxy

amdb-proxy5 11 H B SR, amdb-proxy &client, 7 s fEserver, J& 513 F2 Zamdb-proxy R 55 F 5iEHE T5
s, A A T ERL & amdb-proxy K E Mtopic B AT, K TtopiclI /M H1E S % AMOP, amdb-proxy 75 21 13
IEBEAN .

WEPEE

cp ~/fisco/nodes/127.0.0.1/sdk/x ~/fisco/AMDB/dist/conf/
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amdbZE 4] #5 D1

cd ~/fisco;
###dist_Groupl_ AT HGroupl AN N K amdbSE |
cp AMDB/dist/ dist_Groupl_A -R
###dist_Groupl_BseT M Groupl B R amdbSE
cp AMDB/dist/ dist_Groupl_B -R
###dist_Group2_ Bt T M.Group2_BXf N i) amdbSE Al
cp AMDB/dist/ dist_Group2_B -R
###dist_Group2 CTI . .Group2 X N A amdbSE A
cp AMDB/dist/ dist_Group2_C -R

2 EaRBR, ATLVE B ~/fisco B A USRI T -

15:53 AMDB

14:58 build_chain.sh
15:58 dist_Groupl_A

15:58 dist_Groupl_B

15:59 dist_Group2_B

15:59 dist_Group2_C

14:59 ipconf

15:08 nodes

drwxrwxr-x 8 fisco fisco 4096 May
—rwxrw-r—— 1 fisco fisco 37539 May
drwxrwxr-x 5 fisco fisco 4096 May
drwxrwxr-x 5 fisco fisco 4096 May
drwxrwxr-x 5 fisco fisco 4096 May

5

1

4

ArwxXrwxr—x fisco fisco 4096 May
fisco fisco 68 May

fisco fisco 4096 May

—IrW—Irw—r——

B B s R

AdrwXrwxr—x

DB
MySQL -uroot -pl23456
CREATE DATABASE bcos_Groupl_ A ;
CREATE DATABASE bcos_Groupl_ B ;
CREATE DATABASE "bcos_Group2_B ;
CREATE DATABASE bcos_Group2_C ;
BLESCHELE

amdb.propertiesfiL Eamdb-proxy ik 55 75 21 E 2 1)1 S5 B, db.propertiesit B AR EREREER - X ERK
EMySQLIIALEF BT

Iﬁiﬁ\db_ipldb_port|db_usernameIdb_passwdldb_name\

|Groupl_A|127.0.0.1|3306]|root]123456|bcos_Groupl_A]|
|Groupl_B|127.0.0.1|3306]root|123456|bcos_Groupl_B]|
|Group2_B|127.0.0.1|3306|root|123456|bcos_Group2_B]|
|Group2_C|127.0.0.1|3306]|root]123456|bcos_Group2_C|

H1Group1 AT 5 AL Eamdb-proxy

F~/fisco/dist_Groupl_A/conf/amdb.propertiesHir & U1~ %

node.ip=127.0.0.1
node.listen_port=20800
node.topic=DB_Groupl_A

F~/fisco/dist_Groupl_A/conf/db.propertiesfit & N U1 A2

db.ip=127.0.0.1
db.port=3306
db.user=root
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db.password=123456
db.database=bcos_Groupl_A

i ~/fisco/dist_Group1_A/conf/applicationContext.xmUEE R 40 T B B G5 E)

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20800</value>
</list>
</property>
</bean>
</list>
</property>

</bean>

<bean id="DBChannelService" class="org.fisco.bcos.channel.client.Service">
<property name="groupId" value="1" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>
<property name="topics">

<list>
<value>5{node.topic/</value>
</list>
</property>
<property name="pushCallback" ref="DBHandler"/>

</bean>

J1Group1 )BT &AL Eamdb-proxy

Ff~/isco/dist_Group1_B/conf/amdb.propertiesHir & N U1 T FI %

node.ip=127.0.0.1
node.listen_port=20801
node.topic=DB_Groupl_B

Bi~r fisco/dist_Group1_B/ conf/db.properties@ﬂﬁﬂﬂ FORNAESS

db.ip=127.0.0.1
db.port=3306

db.user=root
db.password=123456
db.database=bcos_Groupl_B

.

i ~/isco/dist_Group1_B/conf/applicationContext xmUEX N U1 N AL E G5 E)

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
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<property name="connectionsStr">

<list>
<value>127.0.0.1:20801</value>
</list>
</property>
</bean>
</list>
</property>

</bean>

<bean id="DBChannelService" class="org.fisco.bcos.channel.client.Service">
<property name="groupId" value="1" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>
<property name="topics">

<list>
<value>S{node.topic}</value>
</list>
</property>
<property name="pushCallback" ref="DBHandler"/>

</bean>

J1Group2i]BT1 &AL Eamdb-proxy

Ff~/isco/dist_Group2_B/conf/amdb.propertiesHir & N U1 T F %

node.ip=127.0.0.1
node.listen_port=20801
node.topic=DB_Group2_B

Ff~/isco/dist_Group2_B/conf/db.propertiesHit & H U1 T A%

db.ip=127.0.0.1
db.port=3306

db.user=root
db.password=123456
db.database=bcos_Group2_B

Ff~/isco/dist_Group2_B/conf/applicationContext xmUE N U1 N AL & G AME B

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20801</value>
</list>
</property>
</bean>
</list>
</property>

</bean>

<bean id="DBChannelService" class="org.fisco.bcos.channel.client.Service">
<property name="groupld" value="2" />
<property name="orgID" value="fisco" />
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<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>

<!-- communication topic configuration of the node -->
<property name="topics">
<list>
<value>${node.topic/</value>
</list>
</property>
<property name="pushCallback" ref="DBHandler"/>

</bean>

J9Group2f]CT7 st Eamdb-proxy

i ~/fisco/dist_Group2_C/conf/amdb.propertiesHr &} 41 T N %

node.ip=127.0.0.1
node.listen_port=20802
node.topic=DB_Group2_C

i ~/fisco/dist_Group2_C/conf/db.propertiesHit & U1~ A%

db.ip=127.0.0.1
db.port=3306

db.user=root
db.password=123456
db.database=bcos_Group2_C

Ff~/isco/dist_Group2_C/conf/applicationContext xmUEX N U1 N AL E G5 E)

<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupld" value="1" />
<property name="connectionsStr">

<list>
<value>127.0.0.1:20802</value>
</list>
</property>
</bean>
</list>
</property>

</bean>

<bean id="DBChannelService" class="org.fisco.bcos.channel.client.Service">
<property name="groupId" value="2" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>

<!-- communication topic configuration of the node -->
<property name="topics">
<list>
<value>${node.topic}/</value>
</list>
</property>
<property name="pushCallback" ref="DBHandler"/>

</bean>
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J& shamdb-proxy

cd ~/fisco/dist_Groupl_A;sh start.sh
cd ~/fisco/dist_Groupl_B;sh start.sh
cd ~/fisco/dist_Group2_B;sh start.sh
cd ~/fisco/dist_Group2_C;sh start.sh

JRBhT A

cd ~/fisco/nodes/127.0.0.1;sh start_all.sh

KEHRE

ps -ef|grep org.bcos.amdb.server.Main|grep -v grep

fisco 110734 1 1 17:25 7 00:00:10 java -cp conf/:apps/*:1ib/x org.
—bcos.amdb.server.Main

fisco 110778 1 1 17:25 2 00:00:11 java —-cp conf/:apps/*:1ib/* org.
—bcos.amdb.server.Main

fisco 110803 1 1 17:25 7 00:00:10 java -cp conf/:apps/*:1ib/* org.
—bcos.amdb.server.Main

fisco 122676 1 16 17:38 72 00:00:08 java —-cp conf/:apps/*:1ib/* org.

—bcos.amdb.server.Main

ps —ef|grep fisco-bcos|grep -v grep

fisco 111061 1 0 17:25 pts/0 00:00:04 /data/home/fisco/nodes/127.0.0.1/
—node2/../fisco-bcos -c config.ini
fisco 111065 1 0 17:25 pts/0 00:00:04 /data/home/fisco/nodes/127.0.0.1/
—node0/../fisco-bcos -c config.ini
fisco 122910 1 1 17:38 pts/0 00:00:02 /data/home/fisco/nodes/127.0.0.1/

—nodel/../fisco-bcos -c config.ini

AR, SBEIH4 M avai A R, 3 Mfisco-beosiHFE - NEINANIEIES % H EMIARLE & & 1B -

K& H S

HAT FHETES, BB T SinodeOFEH 1T L (HoAth 7 SR

tail -f nodes/127.0.0.1/node0/log/log* | grep connected

EFBUEBRIRCINIAIHE L, Wi A U tHinode0 5 A SN2 T A ER -

info|2019-05-07 21:47:22.849910| [P2P] [Service] heartBeat connected count,size=2
info|2019-05-07 21:47:32.849970| [P2P] [Service] heartBeat connected count,size=2
info|2019-05-07 21:47:42.850024| [P2P][Service] heartBeat connected count,size=2

PIT RS, RERGELA

tail -f nodes/127.0.0.1/node0/log/log* | grep +++

1E 15 2 AN H ++++Generating seal 278 FHIEH -
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info|2019-05-07 21:48:54.942111| [g:1][p:65544] [CONSENSUS] [SEALER] ++++++++++++++++ |
—Generating seal on,blkNum=6,tx=0,nodelIdx=1,hash=355790£f7...
info|2019-05-07 21:48:56.946022| [g:1][p:65544] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=6,tx=0,nodelIdx=1,hash=4ef772bb. ..
info|2019-05-07 21:48:58.950222| [g:1][p:65544] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=6,tx=0,nodelIdx=1,hash=48341ee5...

R G RERX S
WS S EIEMySQL " T H & & k7 5T -

6.9 T AHEA

HPRIEXBREEZ 2%, FISCO BCOSHIA T 17 i ~ ML 17 AT i, X = S R A A E
P G AR -

6.9.1 B1EMmS

PRI EHRAT addSealer « addObserver F removeNode =K & 5 F5 & 17 m L IR & - Mg
AR A, FFAT#F getSealerList - getObserverList #11 getNodeIDList & & 2 B 20 F)F£1R 7T 5.3
* - Xﬂﬁfﬁ%ﬁ)ﬁﬂi@ﬂ?ﬂw}iﬁﬁﬁﬁﬂi

o addSealer: ARETT 5 NodeIDIEZ BRI s A HIHTT &
+ addObserver: HR¥ETT 5 NodelD1% B X K T7 s R AT
* removeNode: HRIETT S NodelD % &% B T5 i AR 1 A
o getSealerList: EAHHFHF HIATT HIFE;
* getObserverList: BB RS T HI1FE;
s getNodeIDList: & 11 M CIEHE M ETH HAth 17 S A NodelD -
Bl. CREFEETT MBI AR A WIBRE T A TR, FEREmSWT:

HE: TAEARER, BT
o #AVETT S Node IDTFELE, 7 M Node IDTETJ B B E FHUUT cat conf/node.nodeid 3R HX
o TEMMARXEERTE T S HER. ERHHPNTY SSHHE++HE

# KW ENT~/fisco/nodes/192.168.0.1/node0BFE T
$ mkdir -p ~/fisco && cd ~/fisco

# KRBT fiNode 1D (& TR EHTN~/nodes/192.168.0.1/node0/)
$ cat ~/fisco/nodes/192.168.0.1/node0/conf/node.nodeid
7a056eb611ad43bae685efd86d4841bco5aefafbf20d8c8f6028031d67af27¢36c5767¢c9¢c79¢cff201769%e

# EEEHE (}IEH G T~/fisco/console )
$ cd ~/fisco/console

$ bash start.sh

# KRR T R R A

[group:1]> addSealer
—7a056eb611a43bae685e£d86d4841bcb5aefafbf20d8c8£6028031d67af27¢c36c5767¢c9¢c79cf££20176
# BIRHIRTT HFE
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[group:1]> getSealerList
[

7a056eb611ad43baec685efd86d4841bcb5aefafbf20d8c8£6028031d67af27¢c36c5767¢c9¢c79¢cf£201769ed80ff.

]

# BB RIRH O EEE T A
[group:1]> addObserver,
—7a056eb611a43bae685efd86d4841bc65aefafbf20d8c8£6028031d67af27¢c36c5767¢c9¢c79cf£20176

# EMEE T R
[group:1]> getObserverList
[
7a056eb6llad43bae685efd86d4841bc65aefafbf20d8c8£6028031d67af27¢c36c5767c9c79cf]
1

# TR E T RIS Y A
[group:1]> removeNode,
—T7a056eb611a43bae685efd86d4841bc65aefafbf20d8c8£6028031d67af27¢c36c5767¢c9c79cf£20176

# BT RIIR

[group:1]> getNodeIDList

[
7a056eb611a43bae685efd86d4841bc65aefafbf20d8c8£6028031d67af27¢c36c5767¢c9c79cf]

]

roup:1]> getSealerList

lg
[]
[group:1]> getObserverList
[]

ed80££220b9%6

r201769ed80ff.

ed80£f£f220b96

r201769ed80ff.

6.9.2 BEAEZRHI

NS S B RIER I E R RAY R sURMRIE . ITEBRIED I E, 2RI R
IOAMILE - R R IARRA - (BFERIEE NI BL, 9R T AR R - R 0B k%

BER R
 BICTTABE: TABNRASEESEERAERS, WRARETHEEMEGHIMALRY - CAR#
BF BB -

o o HR BRE: AL R S BT RF A IR R, W RS B AR R RN E
- HEHRML A £ 52 niERl & - SDKEE{E ' precompiled service® [ -

« RPCEW: Ffcurlin & EWEE LER, WRIRETHAFERAT RER -

BIEDER

AR DUR B R BT F R T AR SR MR EFEATHEA - B FRRT AR REI T MBS, SRR R
TREERLEENEM F BEHAXR, ARABEXSAREACR . TRE—-1ITMN%, B2&5=17
BEH, HAHHAGroup3E =1 A - Group3 &5 EMBHEFAELET &, Al e 18 A
7.
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]
'-f \1
1:3 f

S’

Group3 HIHH KT (5 B2 -

T E1HIE R4 Nnode0, IPHEH#127.0.0.1:30400, nodelDHTPH N7 H1b231b309. ..
T H20 B R4 Nnodel, IP¥;H$7127.0.0.1:30401, nodeIDH]IU i Haab37e73. ..
T AE3H H R4 Nnode2, TPYH $7127.0.0.1:30402, nodelDH]PUNF 7 41d6b01a96. . .

AT SN2

Ytk
TRIFESEAEMLES, BAEIARLE -
BRAENT

1. # Anodes[F1 2% B3¢, 7EiZ B3 R HITgen_node_cert.sh M T A B3R, HEZnode2
%], node2NH cont/ H3;

# REUE AR

$ curl -LO https://raw.githubusercontent.com/FISCO-BCOS/FISCO-BCOS/master/tools/
—gen_node_cert.sh && chmod u+x gen_node_cert.sh

# AT, -cHERT SR calf R, agency WIS, —o W FERMT S HES

$ ./gen_node_cert.sh —c nodes/cert/agency —-o node2

2. ¥ lnode2%nodes/127.0.0.1/F, SEMIT S HFE (noded- nodel) [H;

$ cp -r ./node2/ nodes/127.0.0.1/

3. # Anodes/127.0.0.1/, ¥ Jlnode0/config.ini~ node0/start.shflnode0/stop.
sh¥node2 H 3%;

$ cd nodes/127.0.0.1/
$ cp nodelO/config.ini nodeO/start.sh node0/stop.sh node2/
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4.ﬂ§ﬂﬁnode2/config.inio %F?[rpc]ﬁ%ﬁ& ﬂ%ﬂﬁlisten_ip\ channel_listen_portfljsonrpc_listen_pc
FF [p2pl R, Blisten_portHH{Enode. FHIMEH T HE R

$ vim node2/config.ini

[rpc]
;rpc listen ip
listen_ip=127.0.0.1
;jchannelserver listen port
channel_listen_port=20302
; Jsonrpc listen port
jsonrpc_listen_port=8647

[p2p]
;p2p listen ip
listen_ip=0.0.0.0
;p2p listen port
listen_port=30402
;nodes to connect
node.0=127.0.0.1:30400
node.1=127.0.0.1:30401
node.2=127.0.0.1:30402

5. WA S 1M nodel/conf/group. 3.genesis (& BEHT SWIIEFE) Flnodel/conf/
group.3.iniflnode2/conf HX T, NFHHN;

$ cp nodel/conf/group.3.genesis node2/
$ cp nodel/conf/group.3.ini node2/

6. HfTnode2/start . shiE BT A.3;

$ ./node2/start.sh

7. BN R3S AT G2ANER CEE, A M RIETEA -

# TEFTHDEBUGRAI HERR T, BEHBET A (node2) BN SEITEENTAES (nodeId)

# LITHEEWHT Anode2 5 AT A (A HInode IDET4 N FE T Hb231b309 ~ aab37e73) B T %R
$ tail -f node2/log/log* | grep P2P

debug|2019-02-21 10:30:18.694258| [P2P] [Service] heartBeat ignore connected,
—endpoint=127.0.0.1:30400, nodeID=b231b3009...

debug|2019-02-21 10:30:18.694277| [P2P] [Service] heartBeat ignore connected,
—endpoint=127.0.0.1:30401, nodeID=aab37e73...

info|2019-02-21 10:30:18.694294| [P2P][Service] heartBeat connected count,size=2

e
o T R1HE DL SR config.ini [ H AR BLE Al R FF AN ;
o g b, WAIFRATREBIE & PP SR, RIA SRy 2 3 HIHRAE;
o SDURSH TSR PIRFE VN T A3 G SRR I IREA

o B P FETT S A2 E config.ini FIP2P T SE RS R INAT S3MEBEHEF T S1F2, R
RN R RN

AT R H 2%

=S iUy

TR3TEMLS, 518U S28E, BRI .
BRI -

1T AR3, K ESRIP2PT FUERSRARTES, ERET A3,
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# FEnode2 B3R FHUT

$ ./stop.sh

$ ./start.sh

nohup: appending output to ‘nohup.out’

2. XTI A2, R A3 B S RP2PT ROERRSIR TR (WE) | BEET A2
3.HAT R3S AL (F2) MEHEERCEMTT, 1B MBERIETEM -

R
o THEIFRBHEATRHEME, BHEIFFEAPRIE, RESFERE;

o MEHERHT AESNAGE, M2, A3 JIAN AT SR R2 AR IP2PIERIE K,
SR, A FHCAMR A BB X AR IE UL -

AT RINAGEA

Yt
FEHGroup3 7 T AT H2, W7 R HIER, IR T m3NAREA -
RN

1. T A3 R4

2. fF ] & addSealertRE 17 5.3 Inode D & 17 A3 L IHTT &

3. ¥ & getSealerListE i) group3 L IR s B B A& 7 5.3 nodelD, WIFF7E, MIAFELHERIE
FEAL -

Hf#:
o T B3 NodeID A LLf5# FH cat nodes/127.0.0.1/node2/conf/node.nodeid ‘3K EY ;

s TR3HERAN S FRENRAT SUIRIIRARTEARAT AARAGEK, KRADERE, AL
TRKBRAT RAGRY -5

s WRBTRTHMAGHENS, BHITIMARARBRE, REFRRRIENT
o TRMAFHE R BCE RS T AI2H—E .

AT ROR HIRFA

Yy st iin -
FELHGroup3RE T AL ~ T H2FTT 53, = SRR R, BRI 3R A -
RN -
1. f %I & removeNode R 17 /5.3 Node DI E 17 /5.3 A B8 19 A
2. f# ¥ # & getSealerList & il group3 F IR T S A 2 AL & 7 3K InodelD, WNEIHR, 1B HIAFAHE
VEZERL -
IV

R
o A3 AR S BT S B B TR H R .
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6.10 PR

AR PRI RO SE R AR, B RARIZE I AR HE S B RS 0 -

HIE: MEEEHANS: AT ARASEOATOREICS, FUEARMIK 7] LU AR E TR - il
Sk R ER S VA RERE G2, HRMKF2HW A IR ERR oA ARARE G2 - IRAMK 1003 E
REFHIFIR S, B EAMIK AT LLE BanRR - K, FEEEReEay, fErinn e R A -
] LA grantPermissionManagerf§ & B EEE H G, RIFEERF MK - AT LLBE AR S ECTh e, dF8E
BB TR 7 EETHRE -

6.10.1 BIENE

AT 0% LU D REEAT R R P B R E A 48
o AR oo HEE B B
o BAUKF N ASE 5
- A E S LRI R
- AR FHCNSEE &2
- FAVEHET A
- BRBER ARG S
« BAUKP G

6.10.2 IAIEACE

it & H S FIFISCO BCOS 2.0 X BB SAIEHI &, ES % 258 TRy .

6.10.3 FUPRFH TH

FISCO BCOS#EMLIEHI & & AR IhEE (14 %%, A LAEHSDK APIffPermissionService$s M it
FRRINEE) |, EA i e RS a2 T

6.10.4 FUPR ¥ Hl =5 -

?ﬁ%’] éfz%fﬁmﬁ)i' %)ﬁﬂfﬂﬁget_account .sh, %Jﬁﬁ/‘]mﬁ)ﬁ j(ﬁ‘?:r:account s E i? ° Tﬁ:’\zﬁ?'] f:T ﬂ U\?Efﬁm&
PR, BERESEEG G T Bit, mdEs G s ERs, SEARERDIRE . B TIKkA %
A, BT UEEH SR B3R T ilEdget_account . shflIZARAE = 1"PKCS 1282 B P 304, A&
BOT R A BT TR 240« AR =D PRCS 1288 =AM - SR

# K1
0x2c7£31d22974d5b1b2d6d5c359e81e91ee656252.pl2
# kP2
0x7£c8335fec9da5£84e60236029bb4a64a469a021.pl2
# K3
0xd86572ad4c92d4598852e2£34720a865dd4fc3dd.pl2

BAERT LAFT T = M E B Linux 08885, 0 Al A= PMIKP B A5 5 -
TEEKF IERERG

$ ./start.sh 1 -pl2 accounts/0x2c7£31d22974d5b1b2d6d5c359e81e91ee656252.p12
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TEREM P 25 SR AE I & -

’$ ./start.sh 1 -pl2 accounts/0x7fc8335fec9da5f84e60236029bb4a64a469a021.pl2

TR 35 R IZ I & -

’$ ./start.sh 1 -pl2 accounts/0xd86572ad4c92d4598852e2£34720a865dd4fc3dd.pl2

6.10.5 FAUK - HEEE B A

RN =FAE, SCERF USRS, kP2 RGEHEANKS, IkP 30y i@k
e BEEH AP A NIREHEONR, RIREDECAUR - A G0E K - AT LUE R ST KR D BEAIAYL
R, B—MARIRENIREFZEMAOE, BAEEFHESLIMEER P RODR - 2 SRR -
H FHCNSER 2 & A IRUIR USRS EUIAER - BEE P S~ AT LARACHABIK 7 o 88 P 51 K P 5
AOUEEANKS, A LEAEERS TS IEE A&, B Ek -

BEWIRIRA, BOREBERIK IS - BIE, TR P IRER G, SWER IOy BE R Ak
At o JEREE B B

[group:1]> grantPermissionManager 0x2c7£31d22974d5b1lb2d6d5c35%9e81le91lee656252
{

"code":0,

"msg":"success"

}

[group:1]> listPermissionManager

BEM I HEE A R -

6.10.6 Bk ARGIEEH A
BAERE GBI &

I AR 2 RGUEE AT, EITRAK 2] IERE-S AR R P & -

[group:1]> grantDeployAndCreateManager 0x7fc8335fec9dab5f84e60236029bb4abd4ad69a021
{

"code":0,

"msg":"success"

}

[group:1]> listDeployAndCreateManager

S
| address | enable_num .
—

| 0x7fc8335fec9da5f84e60236029bb4ab4a469a021 | 2 .
. [

S
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BRI 2B #HI G, SEEH S A TableTest 5 2Y - TableTest.sol & A LIEE %X B . HEEHAIEH
FAFet_testFIAE KAG M A /T -

[group:1]> deploy TableTest.sol
contract address:0xfe649f510e0cadlf716e7935caece74db993e9de8

i F TableTestHcreate s M 61 3 FH 7 £t_test -

[group:1]> call TableTest.sol 0xfe649f510e0cadlf716e7935caece’74db993e9de8 create
transaction hash:0x67ef80cf04d24c488d5f25cc3dc7681035defc82d07ad983fbac820d7db31b5b

.
createResult index: 0

count = 0

R

FH P 3t _test B AL -
R 3HER 5, - E TableTest &2 -

[group:1]> deploy TableTest.sol
{
"code":-50000,
"msg":"permission denied"

}

Ik 3R EE S AHRR, FRE SR -

< TR HARESNMOER SRR A IEHT, AFEACRUDELR, FiTEUIGHE S
MR —EIE SN EARIMELE T (ESNNMERETEER) | B TREE RN
ST RE B R B EER - MR SR ISR, SERIBIREEZ R Ass D%
Mk, AmEE_EATRES MR MK -

RIAFHCNSTRE &4

EH BRI MY RCNSHIa <, WTFPTR:

I & . H fdeployByCNS#r & % #U R 7] LL#= ), H [F B 75 Z 3 & & 4 £ FHCNSH #L
FR . callByCNSHlqueryCNSi 4 ANSZ AN FRAZEH] -

BREPIES G, UK 25E M FHCNSHE & 2 RUR -

[group:1]> grantCNSManager 0x7fc8335fec9dabf84e60236029bb4abdadb9al2l
{

"code": 0,

" men

msg success"

}

[group:1]> listCNSManager

| address | enable_num
— \

| 0x7£c8335fec9da5£84e60236029bb4ab64ad469a021 | 13

BN 20EH 5, FIFHCNSHRE G2 .
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[group:1]> deployByCNS TableTest.sol 1.0
contract address:0x24£902ff362a01335db94b693edc769pab226f£7

[group:1]> queryCNS TableTest.sol

\ version \

\ 1.0
—0x24£902££362a01335db9%4b693edc769bab6226££7

BRI 3ER G, FIFCNSHRE G2 -

[group:1]> deployByCNS TableTest.sol 2.0
{

"code":-50000,

"msg":"permission denied"

[group:1]> queryCNS TableTest.sol
\ version \

\ 1.0
—0x24£902££362a01335db9%4b693edc769ba6226££7

TRBERI, MK 3TAURFIFHCNSERZ A2 -
BAUEET A

EHIGRAS MR ARRIEN G S, WNRITR:

x E . H  HaddSealer - addObserverfiremoveNodefit & % I R
i, getSealerListflgetObserverListiiiy & 32 A FRIZEH -

R 1HES G, SOUK P 2008 & =T R BIRR -

[group:1]> grantNodeManager 0x7fc8335fec9da5£84e60236029bb4a6c4a469a021
{

"code":0,
"msg":"success"

[group:1]> listNodeManager

| address | enable_num
—

| 0x7f£c8335fec9da5f84e60236029bbd4ab6d4ad69a021 | 20

—

BoRMK P2iEd G, BEEHRT A% -

[group:1]> getSealerList
[
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—01cd46feef2bb385b£03d1743¢c1d1ab2753129¢c£092392acb9%e941d1a4e0£499£fdf6559dfcd4dbf2b3

—

a418caal09do5

—279c4adfdleblel5e7£fbd3fca37407db84bd60a6dd36813708479£31646b7480d776b84df5fea2f3157da6df9cad078

—

—320b8£3c485c42d2bfd88bb6bb62504a9433¢c13d377d69e9901242f76abe2eae3clcal053d35026160d

—

6dblab63ab2a

—c26dc878c4££f109£81915accaal56ba206893145a7125d17dc534c0ecd41c6al0£33790££38855df008aecal3az27ae7d9

]

BEMWET R

[group:1]> getObserverList
[]

R 26— nodelDXT BT SR E I WER T A

[group:1]> addObserver

—~01lcd46feef2bb385b£03d1743c1d1a52753129c£092392acb9%e941d1a4e0£499£df6559dfcd4dbf2b3¢adl8caal09d95

{
"code":0,
"msg":"success"

[group:1]> getObserverList
[

—01lcd46feef2bb385b£03d1743c1dla52753129c£092392acb9%e941d1a4e0£499£df6559dfcd4dbf2b3
]

[group:1]> getSealerList
[

—279c4adfdleblel5e7fbd3£fca37407db84bd60a6dd36813708479£31646b7480d776b84df5fea2f315]

—

—320b8£3c485c42d2bfd88bb6bb62504a9433¢c13d377d69e9901242f76abe2eae3clcal053d35026160d

—

—c26dc878c4£f£f109£81915accaal56ba206893145a7125d17dc534c0ecd4lc6al0£33790££38855d£008
]

ra418caa09d95.

fda6df9cad078

6dblab63ab2a

neca3az7ae7d9

BXRMP3RER G, FET AINAIERT G515% -

[group:1]> addSealer
—01cd46feef2bb385b£03d1743¢c1d1ab52753129¢c£092392acbh9%9e941d1a4e0£499fdf6559dfcd4dbf2b3

{
"code":-50000,
"msg" :"permission denied"

[group:1]> getSealerList
[

—279c4adfdleblel5e7fbd3£fca37407db84bd60a6dd36813708479£31646b7480d776b84df5fea2f315]

—

—320b8£3c485c42d2bfd88bb6bb62504a9433¢c13d377d69e9901242f76abe2eae3clcal053d35026160d

—

ra418caa09d95.

fda6df9cad078

6dblab63ab2a

—c26dc878c4££f109£81915accaal56ba206893145a7125d17dc534c0ecd41c6al0£33790££38855df008aecal3az27ae7d9
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]

[group:1]> getObserverList
[

—~01cd46feef2bb385b£03d1743c1dla52753129c£092392acb9%9e941d1a4e0£499£df6559dfcd4dbf2b3
]

ra418caal09d95

AINHARTT R, K3 ABREE T A - AR AR 28 I RRE T mNA SR 5515 -«

BRBERAGSH

EH B REDP R TBUASSZ N m S, W HRIR:

o R HEISEFHE N x_count_limitflix_gas_limitf) REISEORE - H PsetSystemConfigByKey i &
ZAUPRIEHI, getSystemConfigByKey i & N AU PRI Hl -

FERKFIRESR G, UK 2B RS S EHIRUR -

[group:1]> grantSysConfigManager 0x7£c8335fec9dab5f84e60236029%b4ab64ad69a021
{

"code": 0,

"msg":"success"

}

[group:1]> listSysConfigManager

S
| address | enable_num .
—

| 0x7fc8335fec9da5f84e60236029bb4ab4a469a021 | 23 .
. [

S

BRIk F2RE 5, BRI SE U _count_limit{E /2000 -

[group:1]> getSystemConfigByKey tx_count_limit
1000

[group:1]> setSystemConfigByKey tx_count_limit 2000
{

"code": 0,

" n

msg" :"success"

}

[group:1]> getSystemConfigByKey tx_count_limit
2000

BORMKP3MERIG , BEARS S Eix_count_LimitfI{E 73000 -

[group:1]> setSystemConfigByKey tx_count_limit 3000
{

"code":-50000,

"msg":"permission denied"

}

[group:1]> getSystemConfigByKey tx_count_limit
2000

BEKRW, WKP3EBRARSHHPIR -
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6.10.7 XK EHP#
ST P 1A P 3T LS P B _test AR -

[group:1]> grantUserTableManager t_test 0xd86572ad4c92d4598852e2£34720a865dd4£fc3dd
{
"code":0,
"msg":"success"
}
[group:1]> listUserTableManager t_test

J
| address | enable_num o
—

| 0xd86572ad4c92d4598852e2f34720a865dd4fc3dd | 6 o
o [

R

BRIKF3HERI G, R R esti A—FRI03%, REERIZRMICTE -

[group:1]> call TableTest.sol 0xfe649f510e0cadlf716e7935caee774db993e9de8 insert
—"fruit" 1 "apple"

transaction hash:0xc4d261026851c3338flabd4ecd4712e5fc2a028c108363181725f07448b986f7e

InsertResult index: 0
count = 1

[group:1]> call TableTest.sol 0xfe649f510e0cad4lf716e7935caece’74db993e9de8 select
—"fruit"
[[fruit], [1], [apple]]

B 2RES G, EHIKPA3mARICSE, HFERIZEICSR.-

[group:1]> call TableTest.sol 0xfe649f510e0cad4lf716e7935caece’74db993e9de8 update
—"fruit" 1 "orange"
{
"code":-50000,
"msg":"permission denied"
}
[group:1]> call TableTest.sol 0xfe649f510e0cadlf716e7935caee’74db993e9de8 select
"fruit"
[[fruit], [1], [apple]]

FORTERIA, TP 20 AR BB 7 3Rt _test
o JEIIMK A HAEEIK P35 F P R _test FIRUIR -

[group:1]> revokeUserTableManager t_test 0xd86572ad4c92d4598852e2£34720a865dd4fc3dd
{

"code":0,

"msg":"success"

[group:1]> listUserTableManager t_test
Empty set.
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TR -
o TR RBEERPIEN AP R _est SRR, FHHZRERRIKE THRE, BrE

P B SHZ R SRR - RIEIK P B XZROERER, AT LOEE K S AU 4 — 1
K5, HaAkS 2 2RI SRR EH -

6.11 CAE &1

AT RCAR Z B EBRE, BN ARIESOEANE LT TR (CARZ B H) -
CABAZ BRI EEE— T R T RIIABERCAR A B, i B E SR E R -

6.11.1 EXGEHE

T Hconfig.inififBH [certificate_blacklist]#4% (A1) . [certificate_blacklist]
7 i NodeIDF!|5E, node. XA s FELEERE FIXS 77 17 .NodelD -

6.11.2 BEZURH

MR FAE= T A, WEE, TAMEXEER:

T A1) B &4 Nnode0, TP 7127.0.0.1:30400, nodeIDH) U7 H1b231b309. ..
T 5200 H 344 Fnodel, TP¥H4127.0.0.1:30401, nodeIDHI Y577 Haab37e73. ..
T 5300 H 344 Fnode2, TP H4127.0.0.1:30402, nodeIDHT P77 H1d6b01a96. ..

>

TRFFBT RIIACARL B

/B8 BUE

TR VAT H27ERF A — D, SHHERT RRAHR, WET AT A2IMAESEL % .
BRAEN T -

1. % F 17 finode0, R 77 finodelHA $AnodeIDINA H & HICA R4 8

7

$ cat nodel/conf/node.nodeid
aab37e73489bbd277aa848a99229ab70b6d6d4el1b81a715a22608a62£0£5d4270d7dd887394e78bd02d91
$ vim nodeO/config.ini
;certificate blacklist
[certificate_blacklist]

;jcrl.0 should be nodeid, nodeid's length is 128

crl.
—0=aab37e73489bbd277aa848a99229ab70b6d6d4el1b81a715a22608a62£0£5d4270d7dd887394e78bd

2. HBTAL

# fEnodel BE FHUT

$ ./stop.sh

$ ./start.sh

nohup: appending output to ‘nohup.out’

W HEBIAT A1S T AN R, A B BERIESERL -

# TEFTHDEBUGHAIHERHITR T, BEHET A (node2) EBMT SEFTERNT AEE (nodeId)
# DITHEEWHT Anode2 5 AT A (A HInode IDET 4N FE T Hb231b309 ~ aab37e73) B T %R
$ tail -f node2/log/log* | grep P2P

debug|2019-02-21 10:30:18.694258| [P2P] [Service] heartBeat ignore connected,
—endpoint=127.0.0.1:30400, nodeID=b231b3009...
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debug|2019-02-21 10:30:18.694277| [P2P] [Service] heartBeat ignore connected,
—endpoint=127.0.0.1:30401, nodeID=aab37e73...
info|2019-02-21 10:30:18.694294| [P2P] [Service] heartBeat connected count,size=2

FNFE VLR -
o 1 finodeO? N T snodel®| H HCARE & B I #1E | nodeOs Wi 7 5 7 Sinodel 1Y W 4% 3% 2
N AMOP;EE;

AT E KRBT A BRCARZ B

Gy
T IICA R B E T 28 nodelD, 79 s 2MCA R & B AR A 75 s 1 fnodelD,  FIFAE T 5 187 s52%%
BB S HICARL R .
RN -
LGP AL, BT A2H0AINodeID I H 5 KICA R4 B ER;
2. ERTIAL
W HEIABRIAT S5 T S B E, BRREA RERETTAL -

6.12 B LS

6.12.1 N43

8 5 7 ILAMOP (Advanced Messages Onchain Protocol) 4% & 7E N Bf BA B 42 it — 122 2 5 3K
HEFE, KEEPMA M, REMRE TXRET S, TSR L2 WgE &, W
FAMOP#1Ti# T, AMOPH U1 FEH:

* SEBY: AMOPTHE /AKX IREEZ Sy MR, THEAET AIRIER G5, EREZR -

« ATEE: AMOPIH B fEHRf, HEhT X EEE R 2% o BT AT ADRE RS IEAT I8 I, REEZ T 24D
B HER AT, 1H R RIERT X -

o AL AMOPYH BEEFITE « B AR, (NP EcpulsH, BER 9 FIFH RILEH T -
o T4 AMOPHIPTE B HBER (FHSSLINE, & EIEAELE -
o S H: FHAMOPHKS, JoFEESDKM L&Y MICE -
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6.12.2 ZHRZEMY

P 4 Btk 4 B
B X SFIX DMZX

D
| mRERS

«— FhHE ——

ez XRHEP2PRLE

Y

DMZ[X

usRE |

DURATELAIIDCERAG A, & X IR -

o SFIX: ML NER AL S5 AR S5 X, b X 38 N L 55 7 R 45 FH X 3R BESDK, 1 EDMZIX. , Bt
BESDKIEES| X HEETT 5., 2Bl & SDKIEHEE|DMZX A X SRS i & -

« DMZIX: HUSAFRRISMNARRELX, R0, R, RXEEE IR R E -

. %i%iﬁPzPITXJé%: P X IER B S AU A X BREE T 5, BEIR OB B X, KRBT s th AT R R
HIAED o

6.12.3 AL E
AMOPEFALMZSMICE , LT A Web3SDKIALE Z ] SDKACE (Spring Bean) :

<?xml version="1.0" encoding="UTF-8" ?>

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:p="http://www.

—springframework.org/schema/p"

6.12. ¥ _EfEMEMY 167




FISCO BCOS Documentation, & i v2.0.0

xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://www.
—springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx—-2.5.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring—aop—-2.5.xsd">

<!-— AMOPHRMLHLEWELE, MIBELIrTHELE -—>
<bean id="pool" class="org.springframework.scheduling.concurrent.
—~ThreadPoolTaskExecutor">
<property name="corePoolSize" value="50" />
<property name="maxPoolSize" value="100" />
<property name="queueCapacity" value="500" />
<property name="keepAliveSeconds" value="60" />
<property name="rejectedExecutionHandler">
<bean class="java.util.concurrent.ThreadPoolExecutor.AbortPolicy" />
</property>
</bean>

<!-- HAFEERE ——
<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.handler.
—GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list>
<bean id="groupl" class="org.fisco.bcos.channel.handler.
—ChannelConnections">
<property name="groupId" value="1" />
<property name="connectionsStr">
<list>
<value>127.0.0.1:20200</value> <!-- k&= 1P:¥HH ——>
<value>127.0.0.1:20201</value>
</list>
</property>
</bean>
</list>
</property>
</bean>

<l-— XBRETAEERE ——
<bean id="channelService" class="org.fisco.bcos.channel.client.Service"
—depends-on="groupChannelConnectionsConfig">
<property name="groupId" value="1" />
<property name="orgID" value="fisco" />
<property name="allChannelConnections" ref="groupChannelConnectionsConfig"></
—property>
</bean>

XeREEHT EACE, WHEDMZIX:

<?xml version="1.0" encoding="UTF-8" 2>
<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:p="http://www.
—springframework.org/schema/p"
xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://www.
—springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx-2.5.xsd
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http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring—-aop—-2.5.xsd">

<l-— XBREET SEREE ——
<bean id="proxyServer" class="org.fisco.bcos.channel.proxy.Server">
<property name="remoteConnections">
<bean class="org.fisco.bcos.channel.handler.ChannelConnections">
<property name="connectionsStr">
<list>
<value>127.0.0.1:5051</value><!-— #&x: 1P:¥iH -—>
</list>
</property>
</bean>
</property>

<property name="localConnections">
<bean class="org.fisco.bcos.channel.handler.ChannelConnections">
</bean>

</property>

<l—— XFEERIERITGOE, XREspiEEl -->

<property name="bindPort" value="30333"/>

</bean>
</beans>

6.12.4 SDK{#H
AMOPHITE B & £ Topic (/&) ML, MRS U E B E— Mopic, & Ui{E&topic K £1HE., RS
st B AT U -

AMOPFFFE Al — > X EREE M 28 TR £ PopiclU X TH B, topic TR ERBE MRS AN E P, HHZ
N ARSS U RE Rl — 1 topich , ZtopicHITH BARFHEL T & B H A — 47T F I AR S5 3 -

R S5 o AR R 451

package org.fisco.bcos.channel.test.amop;

import org.fisco.bcos.channel.client.Service;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.springframework.context.ApplicationContext;

import org.springframework.context.support.ClassPathXmlApplicationContext;

import java.util.HashSet;
import java.util.Set;

public class Channel2Server ({
static Logger logger = LoggerFactory.getlLogger (Channel2Server.class);

public static void main(String[] args) throws Exception {
if (args.length < 1) {
System.out.println ("Param: topic");
return;

String topic = args[0];
logger.debug ("init Server");
ApplicationContext context = new ClassPathXmlApplicationContext (

—"classpath:applicationContext.xml");
Service service = context.getBean (Service.class);

6.12. ¥ _EfEMEMY 169




FISCO BCOS Documentation, & i v2.0.0

// WHBtopic, XFEL Mtopic

Set<String> topics = new HashSet<String> () ;
topics.add (topic);

service.setTopics (topics);

// WERE BRI Pushcallback®, W callback{tis
PushCallback cb = new PushCallback();
service.setPushCallback (cb);

System.out.println("3s...");
Thread.sleep (1000);
System.out.println("2s...");
Thread.sleep (1000);
System.out .println("ls...");
Thread.sleep (1000);

System.out .println("start test");
System.out .println(

G M=== "

// ARG

service.run();

RS ¥ I PushCallback 25 2471

package org.fisco.bcos.channel.test.amop;

import java.time.LocalDateTime;
import java.time.format.DateTimeFormatter;

import org.slf4j.Logger;
import org.slf4j.LoggerFactory;

import org.fisco.bcos.channel.client.ChannelPushCallback;
import org.fisco.bcos.channel.dto.ChannelPush;
import org.fisco.bcos.channel.dto.ChannelResponse;

class PushCallback extends ChannelPushCallback {
static Logger logger = LoggerFactory.getLogger (PushCallback2.class);

// onPushJil%, TENCE|amopiH B #E A

@Override

public void onPush (ChannelPush push) {
DateTimeFormatter df = DateTimeFormatter.ofPattern ("yyyy-MM-dd HH:mm:ss");
logger.debug ("push:" + push.getContent ());

System.out.println (df.format (LocalDateTime.now()) + "server:push:" + push.
—getContent ());

// EEHE

ChannelResponse response = new ChannelResponse () ;

response.setContent ("receive request seq:" + String.valueOf (push.
—getMessagelID()));

response.setErrorCode (0) ;

push.sendResponse (response) ;

Eonb ESUE
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package org.fisco.bcos.channel.test.amop;

import java.time.LocalDateTime;
import java.time.format.DateTimeFormatter;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.springframework.context.ApplicationContext;

import org.springframework.context.support.ClassPathXmlApplicationContext;

import org.fisco.bcos.channel.client.Service;
import org.fisco.bcos.channel.dto.ChannelRequest;
import org.fisco.bcos.channel.dto.ChannelResponse;

public class Channel2Client {
static Logger logger = LoggerFactory.getLogger (Channel2Client.class);

public static void main(String[] args) throws Exception {
if (args.length < 2) {
System.out.println ("param: target topic total number of request");
return;

String topic = args[0];
Integer count = Integer.parselnt (argsl[l]);
DateTimeFormatter df = DateTimeFormatter.ofPattern ("yyyy-MM-dd HH:mm:ss");

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml") ;

Service service = context.getBean (Service.class);
service.run () ;

System.out.println("3s ...");
Thread.sleep (1000);
System.out .println("2s ...");
Thread.sleep (1000);
System.out.println("ls ...");
Thread.sleep (1000);

System.out.println("start test");
System.out.println(

for (Integer i = 0; 1 < count; ++i) {

Thread.sleep (2000); // BELEBETRE—ARE, WRLRIAZEEE SR

ChannelRequest request = new ChannelRequest () ;

request.setToTopic (topic); // WHIHEtopic

request.setMessagelD (service.newSeq()); // HEFIS, M—FRRFEEHEE, 7
M newseq () HEHLAE K

request.setTimeout (5000); // JHEHAIEBETAT(A]

request.setContent ("request seqg:" + request.getMessagelID()); // ﬁjiﬁﬁﬁi%
NZ

System.out .println (df.format (LocalDateTime.now()) + " request seq:" +_|
—String.valueOf (request.getMessagelD () )

+ ", Content:" + request.getContent());

ChannelResponse response = service.sendChannelMessage? (request); // Rk
HE

System.out.println (df.format (LocalDateTime.now()) + "response seq:" +_|

—String.valueOf (response.getMessagelD ())

6.12. ¥ _EfEMEMY 171




FISCO BCOS Documentation, & i v2.0.0

+ ", ErrorCode:" + response.getErrorCode() + ", Content:" +_
—response.getContent ());
}
}

6.12.5 iz

PR E LS, FPEE— N EM: topic, PUTLURHAN a4 AT LIS -
f& Bhiamop R 55 Vi

java -cp 'conf/:apps/+:11ib/+' org.fisco.bcos.channel.test.amop.Channel2Server,

— [topic]

JE BflamopZ F iy

java -cp 'conf/:apps/+:1ib/+' org.fisco.bcos.channel.test.amop.Channel2Client_,

— [topic] [VHEBFE

6.12.6 F5iRHY

¢ 99: RIEXHERW, AMOPAEHFTHEERMZEG, HERELBIIRS IR, B & AR A AL
Hiseq, KEHER &N SAGHEEN -

* 102: HEMEN, BWGERS w2 TIERMCE THE, FREESE .

6.13 FiEZ 4

BRERBEROEE, FOCEREIPNET AR AT I - WEEINE, GOk 1T BRERRER SR, EE LR e ett. —
B ST B BE B ORI EASE, BORR TTiA iR -

Ve BB AR RE L ) W%\*Lﬁ’ﬂﬂ , INERNAERE: AAEGE - T AR -
BARREEIMENR, 5% EEINEN
6.13.1 ZfEKey Manager

WA — 1 Key Manager, BARRIEREDIR, 7] 2% Key Manager README

BHE: AT ENERR, Key Managert! 75 /2 E 2R -

6.13.2 AT A
Fbuild chain.shffiA, FEEROBIESE, STEBT A -

curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/ curl -s,,
—https://api.github.com/repos/FISCO-BCOS/FISCO-BCOS/releases | grep "\"v2\.[0-9]\.
-9J\"" | sort -u | tail -n 1 | cut -d \" -f 4 /build_chain.sh && chmod u+x,_

—build_chain.sh

bash build_chain.sh -1 "127.0.0.1:4" -p 30300,20200,8545
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HE: TRAENE, NEED, FrdaaKeylLBF, RS- TRAER KBt LAEEF-ZEERA
VEEINE . — B RITRIBTT, ARG -

6.13.3 5 3Key Manager

BE#askey-manager . AN FEkey-manager, HZ#%Key Manager README

# 2% WO, superkey
./key manager 31443 123xyz

[BEhRTy, fTHHE

[1546501342949] [TRACE] [Load]key-manager started,port=31443

6.13.4 fii EdataKey

HE: ACEdataKeyI A, DAURETER, RESNEHIT A -

HUATHIA, & Xdat aKey, gftEKciphe rDataKey

cd key-manager/scripts
bash gen_data_secure_key.sh 127.0.0.1 31443 123456

CiherDataKey generated: edl57£4588b86d6la2el745efe7lebea
Append these into config.ini to enable disk encryption:
[storage_security]

enable=true

key_manager_ip=127.0.0.1

key_manager_port=31443

cipher data key=edl57f4588b86d6lazel745efe7lebea

73 FlcipherDatakey, Ml 74 B zh 1T E1 H % & 10 % & Z Winilid EA ) W HF 2 77 5
ffjcipherDataKey: cipher_data_key=edl157f4588b86d6la2el745efeTlebea RH{FEIMTE & IN%
WinifitE, 5AT AECEXH (configini) H.

vim nodes/127.0.0.1/node0/config.ini

BB [storage_security] FHIFEUT -

[storage_security]

enable=true

key_manager_ip=127.0.0.1

key_manager_port=31443
cipher_data_key=edl57£4588b86d6la2el745efe7lebea

6.13.5 %17 S AR

PUTHIA, T sAAE

cd key-manager/scripts

# 28 ip port TiEFAEANHF cipherDataKey

bash encrypt_node_key.sh 127.0.0.1 31443 ../../nodes/127.0.0.1/node0/conf/node.key,
—edl57f4588b86d6lazel745efeTlebea
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WATIE, TARHEEONE, MEE A& 8] T X node . key . bak . xxxxxxH, HRF&EHFA
HezBERE, HMERT S LERNEGRHA

[INFO] File backup to "nodes/127.0.0.1/nodeO/conf/node.key.bak.1546502474"
[INFO] "nodes/127.0.0.1/node0/conf/node.key" encrypted!

B Enode.key, AEEH, CEWME NI

8bZeba71821a56b15b0cbe710696f23191419784f644389c586823477cf33bd73a51b6f14af368d4d3ed#47d9de681893

BE: rEFREMER N0, BRI, 1A TLEE -
« JEE®AR: conf/node.key
o E%HR: conf/gmnode.keyFlconf/origin_cert/node key

6.13.6 T HIBFT

EHEBT R ATAT

cd nodes/127.0.0.1/node0/
./start.sh

6.13.7 1AM

(1) TRIEHZTT, EHHR, Al IRTasEs .

’tail -f nodes/127.0.0.1/node0/log/* | grep +++

(2) key-managerfE T HEIR/EBIN, HSITEN—&HE - Flan, A& — KB, Key Man-
ager EAEHIHATH EWT -

[1546504272699] [TRACE] [Dec]Respond
{

"dataKey" : "313233343536",
"error" : O,
"info" : "success"

6.14 EZ 3 H

HNT R IFETZEEEDE, SHEEETE G EPRE, FFISCO BCOSY & &M T E % fi#
BB IE L RFSEEE . EESSLBETMY, SEELT X E R EL R E KT A SRR TR 8
3R L E 22 B FISCO BCOS &1 F1F

6.14.1 FIIKEE E %R FISCO BCOS

AT EFbuild chainfil A 7E A b 15 8 — 554717 A AUFISCO BCOSHE, Plubuntu 16.04 R %55 i #
YE o ARF M FHRIERFRS fisco-beos —#FHI S, #ECentOS 7H1Ubuntu 16.04_F 4853 -

Ubuntul 6Z3EAHH

sudo apt install -y openssl curl
TEEEAE

cd ~ && mkdir -p fisco && cd fisco

Uy S Uy S
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# RN#ibuild chain.shifIZR

$ curl -LO https://github.com/FISCO-BCOS/FISCO-BCOS/releases/download/ curl -s_
—https://api.github.com/repos/FISCO-BCOS/FISCO-BCOS/releases | grep "\"v2\.[0-9]\.
<~ [0-9]J\"" | sort -u | tail -n 1 | cut -d \" -f 4" /build_chain.sh && chmod u+x_,
—build_chain.sh

PAT5E LR PIRIE , fisco H X NEEHANT

fisco

L— fisco-bcos
build_chain.sh

o FEEATY S FISCO BCOSHE

# 54T RNFISCOlE 40T SANB T groupl THIIEATEfiscoHE N HUT

# -piEEREWH, 95 &p2p_port, channel_port, jsonrpc_port

# WRIEFHEAIES . FERIENLEEM30300~30303, 20200~20203, 8545~854 8%k 1A H S H
# -g EEGRFEED, TGS A RE BT S . BRAMG t Hub N EEOTiR B MR AT HU TR 7
$ ./build_chain.sh -1 "127.0.0.1:4" —p 30300,20200,8545 —g

¥*Fbuild_chain.shiIZET, #H2 %X . fLEEHITESHEALL completed. (MIFEEH
H, M&#*nodes/build.logfh®) -

[INFO] Downloading tassl binary
Generating CA key...
Generating Guomi CA key...

Generating keys
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1

Generating configurations...
Processing IP:127.0.0.1 Total:4 Agency:agency Groups:1

[INFO] FISCO-BCOS Path : bin/fisco-bcos

[INFO] Start Port : 30300 20200 8545

[INFO] Server IP : 127.0.0.1:4

[INFO] State Type : storage

[INFO] RPC listen IP : 127.0.0.1

[INFO] Output Dir : /mnt/c/Users/asherli/Desktop/key-manager/build/nodes
[INFO] CA Key Path : /mnt/c/Users/asherli/Desktop/key-manager/build/nodes/
—gmcert/ca.key

[INFO] Guomi mode : yes

[INFO] All completed. Files in /mnt/c/Users/asherli/Desktop/key-manager/build/nodes

= EFBEEE SN e, ERRIES RN .

6.14.2 EZILERFE

[ % hiR AXFISCO BCOS ™17 . 2 [A] >R FHSSL % 4t 18 A sA FNHE A 8., IE+3 32 2 B T8 Fh e 40 B B
H:

[network_security]

data_path: UE ST RS E

key: THMAMN Tdata_pathfiE

cert: ﬂE#ﬁgmnode.crt*ﬁﬂﬁﬂ:data_pathﬂﬁﬂﬁﬁé
ca_cert: gmcallPigE

;certificate configuration
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[network_security]
;,directory the certificates located in
data_path=conf/
;the node private key file
key=gmnode.key
;the node certificate file
cert=gmnode.crt
;the ca certificate file
ca_cert=gmca.crt

6.14.3 EZhSDKEH
PEARIRIES 2 SDK R -

6.14.4 EZEEHEHH

= AR & ThRE SRRz & SEA T =0 R, P & B E T -

6.14.5 EHEELIMELE
[ % kit Key Manager

[ % it ) Key Manager s 2 #7144 1%¥Key Manager, A~F] 5.7E T cmakels 7 I ~DBUTLD_GM=0NiE -

# centos N
cmake3 .. -DBUILD_GM=0ON
# ubuntu b
cmake .. —-DBUILD_GM=ON

EHRES M Key ManagerfH[F], 152%: key-manager repository «

I 2T L B

FISCO BCOSE Z MUK FAXGE 5=, FILEEIMBREMBZXIWMEILETR, 5517: conf/gmnode.key 1
conf/origin_cert/node.key - H-'& 5 hritEhi s 2 N EAE ] -

cd key-manager/scripts

#InE conf/gmnode.key7%§T ip port T ANVH cipherDataKey

bash encrypt_node_key.sh 127.0.0.1 31443 nodes/127.0.0.1/node0/conf/gmnode.key,,
—edl57£4588b86d6la2el745efe7lebea

#1% conf/origin_cert/node.key ¥l ip port TiEFMIAN cipherDatakey

bash encrypt_node_key.sh 127.0.0.1 31443 nodes/127.0.0.1/node0/conf/origin_cert/
—node.key edl57£4588b86d6laz2el745efe7lebea

6.15 H&UiH

FISCO BCOSE@E?FJE%‘??HEI,b\%‘ﬁﬁmﬂlogE%T@Jlog SYYYYSmm$ddSHH . sMMI SO, HEHI T HE
=, AEAPEDHEEESHARS . HERERIES %S H EILE
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6.15.1 HEHR
F—4 H BN

# HER

log_level|time| [g:group_id] [module_name] content

info|2019-06-26 16:37:08.253147| [g:3] [CONSENSUS] [PBFT] """"""""Report, num=0,
—sealerIdx=0,hash=a4el0062...,next=1,tx=0,nodeldx=2
BFBE T

e log_level: HEZH], BRiFEAHEtrace, debug, warning, errorflfatal, HAFTEKXER
HmEERN 2Rt fatal

o time: HEHHATE], KEiHEI9F>

» group_id: HiH HEIDRAEELHEID

* module_name: RERKHEF, WIRIPERICET sync, AR KH# T HCONSENSUS
s content: HEIEEAE

6.15.2 & W H & BA

HRFTEHE
R

o NHRTESHAHMHEE L ITITEHET AERTA#ETH4 tail -f log/* | grep
"${group_id}.x++" ﬁﬁ% /‘TEE??E FIFTEH )

 TEHSTREREHANIGAT ARETRE, REPKATAASHHTEAS

NEGEFRIT 6 H B RR B

info[2019-06-26 18:00:02.551399| [g:2] [CONSENSUS] [SEALER]++++++++++++++++
—Generating seal on,blkNum=1,tx=0,nodeIdx=3,hash=1£f9c2bl4...

HEPA TS LT
* blkNum: FTEXERHIREE
o tx: FTAXIRBEE I HEL
 nodeIdx: HFIHIRT ARG
* hash: {TEXRHMEA
HRREAE

LS - MERESE HE®WE — T AN HIR XA E MRS S840
H, PBFTH T s &HitHviewChangeWarning Hi&, R~HEIUF:

warning|2019-06-26 18:00:06.154102| [g:1] [CONSENSUS] [PBFT]ViewChangeWarning: not
—caused by omit empty block ,v=5,toV=6,curNum=715,hash=ed6e856d...,nodeldx=3,
—myNode=e39000ea. ..

[

ZHEATFEE T
o v: HEIT A PBFTH LA
o toV: MBI S E I HRE A
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m
hash: 7 5 mERIG 7

nodeldx: = Fi HiHT SR T
myNode: =i Hij 17 5 Node ID

XHR¥E & H &
KBRS S IEAENEAM T GRIP KR, o mHEE S

EfE: MTRARS, HX5EAHE, EFETASmHEEAE® SHERT
log/+ | grep "${group_id}.xReport" BE TWAHRIEIN), HRERMBLHE, WHAT RCL
FTRERE, WIHEREMSERERER - TRIEPETHEL

A4 tail -f

MR X RE L H

info|2019-06-26 18:00:07.802027| [g:1] [CONSENSUS] [PBET] """""*"""Report,num=716,

—sealerIdx=2,hash=dfd75e06..

.,next=717,tx=8,nodelIdx=3

H & &7 BT

num: & XHRERE

sealerIdx: TTEIZXRMILIATT SR
hash: %% DXHRAG 7

next: N —/XERERE

tx: ERXRAPE SIS

nodeIdx: HFiHiRT ARG

ML H &

MR 1R EHNALE
EREAT AT, 1

7
i

M4 tail -f log/* | grep "connected count " # H E i H FIM 452
i netstat —anp | grep fisco-bcos AR E T S

HERBEIATE

infol2019-06-26 18:00:01.343480]| [P2P] [Service]

heartBeat, connected

count=3

HEFESFEBS LT
» connected count: 5 F]TT S P2PM LS TE BT AL

6.15.3 HEBRHRKRT

FISCO BCOS H & HZ OB B F U0 T
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o KT EFBFEETHURIER S 4 KRB IRE, =t T ZMEREE -

P RTEEE T AT AL RIETR, FOEIMIAHEEREY SIOES, R S0
P LR A, A BLMSN Y SR -

« RTEBE THMET A r SRR, SO R LUEE AT IR &2 2 il E 5 O
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E%:%Eﬁ@%?%\ﬁfﬂﬁ$,MW%&%%%%K@W%%EWA,E%R%mﬁmmiﬁﬁ
RE -

FEFISCO BCOSHIFFEMIIA LI REF , FELZ DT s AR A QI XER - Bt [ BRAE [R]—
i%%—%,E¢@§T@ﬁ%ﬁ%%%%%@%oﬁ%%%%%%%ﬁﬂﬁ@ﬁ?ﬁ%%ﬁﬁ%@
28

U A0 R s 4R 2 T B AR YT IR (L B0i0F 5 IR K BR BE 1R 22 D4R A0 S5 22 2 piRsk - BRERBEAEY)
AR, FEDEAUET A PEEHTAER . FIHERERXLEEERESTHEE. WHBIEHHE
—HUERE T REE, BEnXREE, FINARE TR R, B0k AU = U B A
BIMANRT AER, T ABEE AR AE R -

A—77TH, FISCO BCOS 2.05| A\ TRaAAYEFN R B iR a0 S HELH 20N « ZERFAHZRM T, FELH (B0 -
THMERE, BN T IHREE . AR X BB B R AR AL R IP R K

fE EARE A, BE MM MEmARIEREEZ ;I BAEXMER S, 88— MM REE
T REIFAEH «

AR RAE AR Y (BT AT X 45+ 224 BRFAHTEREAH - BrERHAZ R ORIEY ST 5, BRANElT; &
ARAREREMZ 2N, DT AR R R 2 — MR R SR ARIE -

Caapy s

FISCO BCOS generator N FiAEFH A, MI\RIGE 4 ZH - WEREN, MWASFEHLAREERE -
FIEREARAEER, BT TR LR R R T 2 -

R

o ToTR R AN AT

o IFEFZFERE LR

« XFRFE MRS
T

o IFFZMIRIIELE)

o TR AR

o U A AT IES
VtE

o IFFZAEMBER

o Zia TR ARTER

o WEEITHIAR
IOE-F

o WU HB LN 45

o FrENU I E A G X R

o WUR S8 T I A 4H
EEXO R AR BB RE, AR T A LIPURECE RN Z DA, R AR AR SR -

ANEIAVEE [RDE I P R 7 A IE S ~ TP ¥ S S RAR A, HERCET, & MU AT A A A
& RAAAR T R ECE SRR, T R EOFABA R LU K, BRI B SRR R, B IR
TV RBIFER, AR L EMEE . XM, ERIEY ST HRFEE, RIPY SR 22 -

F @S i A B Xk, BT R E SRS, BEh TR, TASRIEA R ER ST 2 iE
HKH .

180 Chapter 7. M HFHETEH



FISCO BCOS Documentation, & i v2.0.0

7.1 FELE

7.1.1 EREAKS

FISCO BCOS generator{{KFi a0 T :

7.1.2 NE L%
T#

’ $ git clone https://github.com/FISCO-BCOS/generator.git

7e S

$ cd generator
$ bash ./scripts/install.sh

AR D LR

$ ./generator -h
# TN, i usage: generator xxx

7.1.3 HIHCT S

P BB fisco-beos i il {4 E meta

’$ ./generator —--download_fisco ./meta

B IR

$ ./meta/fisco-bcos -v
# ERTh, Wi FI1SCO-BCOS Version : x.x.x-x

PS: JRESG T A I, RS R R R A I B me t a SCHFR TR BT AT

7.2 —BIE

one_click_generator.shfliZANREHFAES T AEE, —EABKEREMEA . HARSRIERH
F’?E{’%Yﬁ#%?@aﬁﬂ/‘]node_deployment Lini, FESCHERIE TN AR AUHE R T A o

AEE AR E 2 VR HAT R 0 H T, Oy AR B AL — B L R E TR T
%

REREE T BHE TR T A RE T, LR EE TRSHAERZEBRE T LAZ % (6] 1L 50
ZTH.

7.21 FTEHLE

T

’cd ~/ && git clone https://github.com/FISCO-BCOS/generator.git && cd ./generator
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7.2.2 RBI5HT

FEATH, FATRAEAYIPH127.0. 0. VAR — NN TR M 3R NER 928 LA 1FEHATT 5 A0 R
X, BV AW, WwmH5 0508

BE: 5100 2 MRS SR Mvps g5 28, RPCUAIFHUHE 75 255 0 o 1) 252 M (P ot 2127.0.0.1),
AT B 5 P P % Wssh AR5 22— 3

7.2.3

i AT P AR E S A dlone_c1ick BISLFR, FEILIER T 03l E AR A H 3, & P08 E 5%
T%%EX@@Eﬁ@ﬂﬁj{ﬁinode_deployment ini o fFR IR Z R iEgenerator Fmeta S ARy # 1 Tid
EROEZ (o

BE BB R

ls ./one_click

# SHURRE

# T Z DN, TETFEhEEZ R

one_click # FAFFREHT R BHRIERISIHR
a%mwA#HWME%.ﬁémﬁﬁ%ﬁﬂaiﬁiﬂmﬁm%%ﬁ&ﬁ%yﬁ
L— node_deployment.ini # WUGA™ SECE S, —HELE G &SRB A RUHE R S
agencyB # HUBHN, n&HUITIESTEZ H NS BAY T B K30
L node_deployment.ini # WUF BT S ECE SO, — S50 E 2 SR IE I ST A AR B 7 A5

724 YIHWESTEEER

R AR LB S U E 5 one_click 303K T Hagency A, agencyB T

cat > ./one_click/agencyA/node_deployment.ini << EOF
[group]
group_id=1

[node0]

; host ip for the communication among peers.

; Please use your ssh login ip.

P2p_ip=127.0.0.1

; listen ip for the communication between sdk clients.

; This ip is the same as p2p_ip for physical host.

; But for virtual host e.g. vps servers, it is usually different from p2p_ip.
; You can check accessible addresses of your network card.

; Please see https://tecadmin.net/check-ip-address-ubuntu-18-04-desktop/
; for more instructions.

rpc_ip=127.0.0.1

p2p_listen_port=30300

channel_listen_port=20200

jsonrpc_listen_port=8545

[nodel]
pP2p_1ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30301
channel_listen_port=20201
jsonrpc_listen_port=8546
EOF
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cat > ./one_click/agencyB/node_deployment.ini << EOF
[group]
group_id=1

[node0]

; host ip for the communication among peers.

; Please use your ssh login ip.

p2p_ip=127.0.0.1

; listen ip for the communication between sdk clients.

; This ip is the same as p2p_ip for physical host.

; But for virtual host e.g. vps servers, it is usually different from p2p_ip.
; You can check accessible addresses of your network card.

; Please see https://tecadmin.net/check-ip-address-ubuntu-18-04-desktop/
; for more instructions.

rpc_ip=127.0.0.1

p2p_listen_port=30302

channel_listen_port=20202

jsonrpc_listen_port=8547

[nodel]
P2p_1ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30303
channel_listen_port=20203
jsonrpc_listen_port=8548
EOF

7.2.5 #EETH

bash ./one_click_generator.sh ./one_click

HAT585E)E, Jone_click SCAFREEFI AN T -
BEHITE I — S0 B AR OER

ls ./one_click

agencyA # AN SR

— agency_cert # ANUUES JZFAHH

— generator-agency # Eﬁj]'ﬁgymmiﬁﬁﬁﬂ/ﬁﬁ"]generatoriﬁ:%
— node # ANUMARATTI A, ZHLERE R X B RSS2 RI AT
L node_deployment.ini # AN SEE(EE

L sdk # AW sakadz & aLE

agencyB

—— agency_cert

—— generator-agency

— node

— node_deployment.ini

— sdk

7.2.6 BT A
B FE A R BT A

bash ./one_click/agencyA/node/start_all.sh

bash ./one_click/agencyB/node/start_all.sh
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BE T R

ps —ef | grep fisco

# R

# AT LUE BN T R

fisco 15347 1 0 17:22 pts/2 00:00:00 ~/generator/one_click/agencyA/node/
—node_127.0.0.1_30300/fisco-bcos -c config.ini

fisco 15402 1 0 17:22 pts/2 00:00:00 ~/generator/one_click/agencyA/node/
—node_127.0.0.1_30301/fisco-bcos -c config.ini

fisco 15442 1 0 17:22 pts/2 00:00:00 ~/generator/one_click/agencyA/node/
—node_127.0.0.1_30302/fisco-bcos -c config.ini

fisco 15456 1 0 17:22 pts/2 00:00:00 ~/generator/one_click/agencyA/node/
—node_127.0.0.1_30303/fisco-bcos -c config.ini

7.2.7 BFET HBTRE

BHET mlog:

’tail -f ~/generator/one_click/agencyx/node/node*/log/logx | grep +++

# R

# +++BI T IR R

info|2019-02-25 17:25:56.028692| [g:1] [p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1,tx=0,myIdx=0,hash=833bd983...

info|2019-02-25 17:25:59.058625| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1,tx=0,myIdx=0,hash=343b1141...

infol2019-02-25 17:25:57.038284| [g:1][p:264] [CONSENSUS] [SEALER] ++++++++++++++++
—Generating seal on,blkNum=1, tx=0,myIdx=1,hash=ea85c27b...

7.2.8 fHHEHE

AT s 6 HRRER, —HARE T RE RS, HA AT LU BUN fr SRS &
RIS AT RERR 2R )

’./generator ——download_console ./

FLE AN RIS
P UL & =X R A

’cp -rf ./console ./one_click/agencyA/console

BB ATE R G X R, 6 G RS FR A RUES - AR LU SR & BLE S

’cp ./one_click/agencyA/sdk/* ./one_click/agencyA/console/conf

RahERlG, FELEava:

’cd ./one_click/agencyA/console && bash ./start.sh 1

FIH, BCEBHMESIA:

’cd ~/generator && cp -rf ./console ./one_click/agencyB/console

AL ENABIEH G X R OCHE, & R SIS /R ZARSUE TS - FABA LIl & B & ST
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cp ./one_click/agencyB/sdk/* ./one_click/agencyB/console/conf

7.2.9 FrEfrd Ry A&

one_click_generator. shfI AN SRR R RO & ST lZﬂ%%@E’JTﬁM/E, e LJA*M’LSJ&%?TY@?%VE, T
F£./one_click/agencyA/generator-agency X R N HUTgenerator FH AV E ALY [F ) -

BAERE TEREEERIES B E T EHIEMEE -
JE ST ST R SC B IR RE, RIS E R, sl T BTSSR E R -
R A EIER P A LEH fTone_click_generator.shfl R EH KT, BB, /conf/

group_genesis. ini X, %ﬁtﬁ‘——create_group_genesisﬁﬁ/%\ °

PR B TS B #E T M B F B X, /conf/node_deployment.ini¥ 4 , & fF

ﬁﬁ**generate_all_certificates% Bk o, B OE H--build_install_package i il
=

AR EAIZERRBT| R, HEEEBFAQ

7.3 BB

FISCO BCOS generatorfl] Fi. & 3 7E./conf3 £ 3k T, B & X6 #EAH 0 X 3 A &
ﬁ:group_genesis . ini%ﬂiﬁi%ﬁ@ﬂﬁj{ﬁ‘node_deployment .inio

PP B conf U T ICERIERME, BCEAERT SBCE U RMEARER -

7.3.1 JLEHE X #F K meta

FISCO BCOS generatorfmeta X {4 R T AR R, TFEF M fisco beos _iFFfI S« #EiETica.
crt-~ K$R7F@*R7F@1E:F3agency .crt ~ FUANEATT SRS « B A KR S0H4% .

TE AR 2 B N cert_p2pip_port.crtfIRSZ, fcert_127.0.0.1_30300.crt «

FISCO BCOS generator 2 1R 3f& FH 7 AE TTEHE SC1F K T ACE IIFERIES « conf N ABCE ST, AR T
FLE )T A BCE SR -

7.3.2 group_genesis.ini

Wi B group_genesis.ini IACE, H P EFEE B3R Kmeta UK T A BUEHTREZH G HH X A0 HE AT
B, Wgroup.1l.genesiso

[group]
group_id=1

[nodes]

; FEAA QI X B AT 5 p2ptihlk
node0=127.0.0.1:30300
nodel=127.0.0.1:30301
node2=127.0.0.1:30302
node3=127.0.0.1:30303

EE: RO XSRS Z T SRS, W bR Bl E SR R AT R o 53
7. cert_127.0.0.1_30301.crt, cert_127.0.0.1_30302.crt, cert_127.0.0.1_30303.crtfflcert_127.0.0.1_30304.crt -

7.3. BLEXH 185




FISCO BCOS Documentation, & i v2.0.0

7.3.3 node_deployment.ini

1B 1d M node_deployment . iniBECE, FH/HA] [/)L@*i)zﬁ—build_install_packagefﬁ/%\Y:ETIEIQ/‘TEI1¢9§TE
BT AN S AR SECE SR - P ECE RIS S section [node] RIS P R4 B A0 T M ECE L
k. section [peers] N EEZ I HMT Sp2pfEE -

B &SRB T

[group]
group_id=1

# Owned nodes

[nodeO]

p2p_ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30300
channel_listen_port=20200
jsonrpc_listen_port=8545

[nodel]

P2p_1ip=127.0.0.1
rpc_ip=127.0.0.1
p2p_listen_port=30301
channel_listen_port=20201
jsonrpc_listen_port=8546

BHCY A BB, WA IR S E SR S UL B E S -

7.3.4 B Rtpl
generator AR ST a0 R B FT R -

applicationContext.xml # sdkii&E CIAFEHT
config.ini # 1A HELE IR
config.ini.gm # E&TRALE HFER
group.i.genesis # HEZHOIH XTI
group.i.ini # HFAXIECEBAR

start.sh # TR JE BN

start_all.sh # RS IEABR
stop.sh # T RfFIEMIAER

stop_all.sh # Wit F LA

generatorEEAT AN AR FCTY i B A FC B HOME SR AR, S ARFEASIRR ST 2R N A C B ST 2 A R

FCE S RAFAHECE , P AT DUBERIRCST R T IR, FHsiTal g kan <, R4 E X
REP

FISCO BCOSHCE HIAH K MERERT LI HFISCO BCOSHL & L ff:

7.3.5 T R p2piEE X peers.txt

T Ep2piE X Mrpeers . txt WA KT A B E U RNIEE N EMYLBAM T S ERER, £F
ﬁﬁbuild_install_packageﬁ‘ﬁ/&f\ﬁﬂ', %%?5%5ZIWI‘J-LMFJJﬁ)ﬁiﬁﬁﬁﬁ?E‘]%ﬁp%i@%@)ﬂ#peers.
txt, AERPIAYAGTT SECE R SRIEZ U S HAb T S T E -

%Téﬁﬁgenerate_all_certificatesﬁ”ﬁ/ﬁ\ AP 2RIEEcontBRX NES E"Jnode_deployment .
ini MR Fipeers . txt, SKAHHEAMJT A BOIEH B P F7E T804 BN T s fp2piE i 30
RIELERTT, TR p2pE A RIRE A T TR

127.0.0.1:30300
127.0.0.1:30301
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K& KR mlip:p2p_listen_port
o AFHEGEZHMT AEE, FERZUHE7F

7.4 BAEFM
FISCO BCOS generator FEHEZ R mi A~ 728 - FEARI S - IEBAEHCHERIE, RBENBT.

7.4.1 create_group_genesis (-C)

BRI

$ cp nodeO/node.crt ./meta/cert_127.0.0.1_3030n.crt

$ vim ./conf/group_genesis.ini
$ ./generator —--create_group_genesis ~/mydata

BFHITERSE, S7%E~/mydata 3 4R A Aimgroup.iniF AL & flgroup. i . genesis
ﬁﬁ)ﬁéﬂcﬁiﬁ/ﬂgroup .1.genesi sRINAELE AR X, RIAT SEAGHTRELE &I 484 -

HEf#: FISCO BCOS 2.0 &N FELHESH — M EE O H X H .

7.4.2 build_install_package (-b)

BAVER

$ vim ./conf/node_deployment.ini
$ ./generator —--build_install_package ./peers.txt ~/mydata

BFHATER)E, &7 ~/mydata U N AR Z 1> 4% Fnode_hostip_port i3, HEEEINS N ARSS 28 5
IR =T IRT PN

7.4.3 generate_chain_certificate

$ ./generator —-—generate_chain_certificate ./dir_chain_ca

BT 52 RS B P ] LLEE /dir_chain_ca X N ERIRIEF ca. crt MAAEHca. key -

7.4.4 generate_agency_certificate

$ ./generator —-—generate_agency_certificate ./dir_agency_ca ./chain_ca_dir The_
—Agency_Name

AT 52 A FT LLUFE /dir_agency_calf 12 T A Al 45 NThe_Agency_Name[ S 3%, 1 & #8 KL A #1144 ik
Fagency.crt fiFAfHagency . key -

7.4.5 generate_node_certificate

$ ./generator —-—generate_node_certificate node_dir (SET) ./agency_dir node_p2pip_
—port
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PUT5ERUE P LAFEnode_dir #4152 N AT SEPnode . crt FFAEAnode . key -

7.4.6 generate_sdk_certificate

$ ./generator -—-generate_sdk_certificate ./dir_sdk_ca

./dir_agency_ca

AT 58 B AT BATE /dir_sdk_cal& 12 N 4 A 4% SDKFI 44 3€ | £1& 45 B FISDKIE Fnode . crt FIFA

#HAnode . key -

7.4.7 generate_all_certificates

$ ./generator —--generate_all_certificates ./cert

T iR & SRiEmeta H Sk T FIca.crt « HLAIEFagency.crtFIHLIE FAEHagency key & AAE R 15

AIUET .

« AP B ERS AR, MR SIS, B 2R -

PUTSERUR 2AE Jeert SUIFR TN AR ARIAHSIER SFA8H, R AOERE T /meta T

7.4.8 merge_config (-m)

{8 F-merge_configii< AT LL& F B 1> config.iniH HIp2p section
A H3% N config.ini X4 Ap2p section

[p2p]

listen_ip = 127.0.0.1

listen_port = 30300

node.0 = 127.0.0.1:30300
node.l = 127.0.0.1:30301
node.2 = 127.0.0.1:30302
node.3 = 127.0.0.1:30303

B H 5% T Bconfig.ini L AIp2p section

[p2p]
listen_ip =
listen_port =

127.0.0.1
30303

node.0 = 127.0.0.1:30300
node.l = 127.0.0.1:30303
node.2 = 192.167.1.1:30300
node.3 = 192.167.1.1:30301
fER i & f5 2 HOR -

[p2p]

listen_ip = 127.0.0.1
listen_port = 30304

node.0 = 127.0.0.1:30300
node.l = 127.0.0.1:30301
node.2 = 192.167.1.1:30302
node.3 = 192.167.1.1:30303
node.4 = 192.167.1.1:30300
node.5 = 192.167.1.1:30301
i R4
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$ ./generator —-—-merge_config ~/mydata/node_A/config.ini ~/mydata/node_B/config.ini

15 FH 5 2h J5 25 Ffnode_AFInode_BHconfig.iniHp2p sections H 5 ~/mydata/node_B/config.inifJ 3 {4 H1

7.4.9 deploy_private_key (-d)

{5 F—deploy_private_key F] LLRF B& 12 T 24 FRAE R )9 s5FARH 5 NI A2 U O BC B SRR A
fsE FH 7R 151

$./generator —--deploy_private_key ./cert ./data

. /cert N 44 Hnode_127.0.0.1_30300, node_127.0.0.1 30301/ 3C 4 3¢ | C {4 3k d F 7 & FA 8
#node.key

Jdata FE 4% Fmode_127.0.0.1_30300, node_127.0.0.1_30301 FIBC & L1435
HATSERUE 7T LR Jeert ™ N RZ AT S FASH S N /data B BL & S #F R H

7.4.10 add_peers (-p)

{5 F-add_peers 7] AT % HIpeers U5 A B A2 AT B9 e B SR A o
fi 7= B

$./generator —-—add_peers ./meta/peers.txt ./data

Jdata FE 4 Fmode_127.0.0.1_30300, node_127.0.0.1_30301 B & 143
HUTSERUE 7] LASFpeers 34 H 3E (S B S A /data FETE 17 S AUELE S Fconfig. iniF
7.4.11 add_group (-a)

fi Fi—add_groupA] LAFE i€ Hpeers U5 A B AE BCIF A s BCE SR A -
R

$./generator --add_group ./meta/group.2.genesis ./data

Jdata FE 4 Fmode_127.0.0.1_30300, node_127.0.0.1_30301 BB L1435k
PUTSERE AT LI RELE2 A0S B2 (E B 5 A /data T A 7 S i con £ 3R H
7.4.12 download_fisco

15 F—download_fiscoR] LAfE E I H K N F#ifisco-bcos kI3
A5 FH 71

$./generator -—download_fisco ./meta

PATFERUE 2 7E /meta3UHFR R N8 £isco-beos AT AT I SCHF:
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7.4.13 download console

{5 F—download_console F] LIS E B H & N FEHALEEH &
5 FH 7R A5

$./generator --download_console ./meta

HATFERUE S 7E /meta 3R R PEnode_deployment . ini SERNEHI & IECE

7.4.14 get_sdk_file

fif F—get_sdk_fileR] LA¥5 € /) B 5% F T 3K BUE # & FisdkBL Bt % Z fnode . crt ~ node.key- ca.

crt MapplicationContext.xml o

FER

$./generator —--get_sdk_file ./sdk

AT FERUE STE Jsdk X TR #Enode_deployment . ini A FdEe & A4

7.4.15 version (-v)

i F—versionfi & & A S Aol & LEMMREAS -

$ ./generator —--version

7.4.16 help (-h)

F P AT LA A -hal-help i & B & #5 B 52 5
FER7= -

$ ./generator -h
usage: generator h] [-v] [-b peer_path data_dir] [-c data_dir]
—-—generate_chain_certificate chain_dir]
—-—generate_agency_certificate agency_dir chain_dir agency_name]

(-
[
[
[-—generate_node_certificate node_dir agency_dir node_name]
[
[
[
(-

—-—generate_sdk_certificate sdk_dir agency_dir] [-g]
——generate_all certificates cert_dir] [-d cert_dir pkg_dir]
-m config.ini config.ini] [-p peers config.ini]

a group genesis config.ini]

7.4.17 EZEHBRIEMHR

FISCO BCOS generatorf] {15 fii & [ S FF E # R fisco-bcos, AN, ERFUES - FATAIIIN LLF]
Kom o FAFHEREWT

E &I % (-9)

T R-gfTITIY, AERGES « 95 FpgE O T DXBR AR 2 A B A AR 5 Rk ST
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A RIE PR AE
Ugenerate_*_certificate B /ER, LA -giin &2 A B N B9 E ZE S -
BRAERG:

$ ./generator —-—generate_all_certificates ./cert -g

H#: iR &SR PEmetaH % TN Igmea.crt ~ HLATIE P gmagency.crtAIHLIE FAEHgmagency.key 4 A
FERL 5 S

o AR P LR SATORE, MIEHEA BT RIS, T S R

A R R A O i (X R

BAER

$ cp node0/gmnode.crt ./meta/gmcert_127.0.0.1_3030n.crt

$ vim ./conf/group_genesis.ini
$ ./generator —--create_group_genesis ~/mydata -g

BFHITTERG, S1E~/mydataSCHR N4 Aimgroup.iniF L E fgroup. i.genesis
AR group. i . genesisBINEAR QI X, BIVAT 52 SOBRELE Il 40 80 1E -

A st T L B AR
BER I

$ vim ./conf/node_deployment.ini
$ ./generator --build_install_package ./peers.txt ~/mydata -g

B HITZERE, %\Y:T:medatajﬂq:%Tiﬁig/l\% ?'Unode_hostip_port[:’l"]j(ﬁ:%, A BN N RSS2y e
RIRT R80T

7.4.18 WSkt

FISCO BCOS generator 42 A7 S BLE SO R 4R T N B R IRFEAS, B P AT Dosa s T il e,
BTSSR B EETEEHAE - FISCO BCOS generators: ¥ monitor il A5 & A2 i 17 5 B B S0
REHZET, B HBEERPISUH R4 Rdata, MmonitorfiiAR 2 ZEdata H 5% N Fmonitor 32K

FERTT =T

$ c¢d ./data/monitor

P& T

2. FREUCT SR Fview (5 8., FIMT T SRR BIER.
3. T L — BT R H ARITEN, WER H S SRBE R T RN R, HESSR AT 77 L BIRE.

4. 87 H XA fRE R R B, AT 77 AU FRTE BACHE, IR, R HEEFE R, PR S a0 R
.
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BB S EARSS

PR, BAFEREEERERS, XE Mserver MG HE RG], FTLAZBEL Eserverts

B E1 L Mgithublk S IS, 7T BRI ABIA MBS 254 B A B AR5 A7 4 7T
IR R BB

R P A EFFEMRSS, 7] L& monitor.shH fJalarm() { # change http server} BREL, MNMELEIE R
HOHERRS

help#ii 4

{5 P help & B B A 5 54

$ ./monitor.sh -h
Usage : bash monitor.sh

-s : send alert to your address

-m : monitor, statistics. default : monitor .

-f : log file to be analyzed.

-0 : dirpath

-p : name of the monitored program , default is fisco-bcos

—-g : specified the group list to be analized

-d : log analyze time range. default : 10 (min), it should not bigger than max,
—value : 60 (min) .

-r : setting alert receiver

-h : help.
example :

bash monitor.sh -s YourHttpAddr -o nodes —-r your_name

bash monitor.sh -s YourHttpAddr -m statistics -o nodes -r your_name

bash monitor.sh —-s YourHttpAddr -m statistics -f node0/log/log_2019021314.log -
—~g 1 2 —-r your_name

RPN T -
o sTEEGEEMNL, 7T LIEE N EE FIRARS Wip
o -m RERES, A LIECE PstatisticsFmonitor B FEE, BRI FmonitorfBi = -
o -f T Alog
. -0 FRRE T HERIE
o -p WEMTE FIRZFR, ERIA Hfisco-beos
o g fREMTERAE, BN ERA
o -dlogZ M EIVEE, ELA10 BN Blog, S AL 6058
o o TRE LIRIEWCE AR
o -h WAL

it FH =
o FEABEALEREERE TR, ZRBENCE Alice:

S bash monitor.sh -s https://sc.ftqq.com/[SCKEY(%%)JEﬁI%)}.send -0 alice/nodes -r_,
—Alice

s FERABASOHEEREZE N T RAER, KRB ENCE Alice

$ bash monitor.sh -s https://sc.ftqq.com/[SCKEY AR M) ] .send -m statistics -o_,
—alice/nodes -r Alice
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o FEFRBIASOTIEE R N T R I ElogfR ERFH AT H2ME R, R ENUE Alice

$ bash monitor.sh -s https://sc.ftqq.com/[SCKEY (AR M) ] .send -m statistics —-f_
—node0/log/log_2019021314.1og -g 1 2 -o alice/nodes -r Alice

7.4.19 handshake failed &

FISCO BCOS generator Hiscripts 3 1 # Hicheck_certificates.shifl & f & T 7 flogH 2
7Rhandshake failedHJFHIM .

IR A
IR PR ERRM Hbuildchain . shAERETT Sy, AT LR LT <SRBI E AR

$ curl -LO https://raw.githubusercontent.com/FISCO-BCOS/generator/develop/scripts/
—check_certificates.sh && chmod u+x check_certificates.sh

{5 generator&B & 77 s I 7 AT LM generator AR 3K R, Mscripts/check _certificates.sh3R U 7 -

RIE 5200

check_certificates. shE"]-tfﬁé%*ﬁﬁ‘mFlﬁ%zﬁﬁmﬁﬁlgﬂ, DU 2 BT A R GRS (R SHIE A5 #4746
.

FEFRR G

S ./check_certificates.sh -t ~/certificates.crt

Z 8E TN AR B A Ax5004% = AT E B, % IE A B BF 2 R JRcheck certificates time
successful, WIFRW SRR FEH -

FuEuEP

check_certificates.shiJ-vin 4 2MRIEH P18 E FIMRIE 35 IS IE T SET -

$ ./check_certificates.sh -v ~/ca.crt ~/node.crt

IER I 28/ Ruse ~/ca.crt verify ~/node.crt successful, WIERWSERRFE -
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CHAPTER 8

Web3SDK

Web3SDK A LISCFF T A7 45, BT AR - BRAGEBMA AT HEIRE . ZRA (20) K
R30S H 3% F Web3SDK 2.0 5% LA A (5FISCO BCOS 2.0 % L ERRAIERL), 1.2.xhAR A SORY 154
& Web3SDK 1.2.xhUAF AR -

2O AR E BT L4
« $ALEFFISCO BCOS JSON-RPCfjJava API
o THFTIGRE (Precompiled) A28 H X HbE
o SCHREHE S ERD IO B B BE R AL 22 2 U B
o FHEHEREELELS)

8.1 IAIEESK

HE:
o javafiftAs

ZL 3K JIDK8EL LL o H T CentOSHIyumt: % F)OpenJDKIik /0JCE(Java Cryptography Exten-
sion), 3 EXWeb3SDKIL {4 IE & i £ [X SR BE T 5, A ML AE B HICentOS#R /E R GTH, T
M OpenIDK M ufi HAT Rk T ikl 225

» FISCO BCOS[X HLHEI I £ 7
%2 FISCO BCOSZE# 8
o WLEEEME

12 Web3SDKE #2 FJFISCO BCOS 7 Hi.channel _listen_port/& 75 Hetelnetill, Frtelnet/Nil, 5%
T W 4% 2 B PR N 27 4 TR o

8.2 Javai 5| ASDK

i 17 gradlezimaven5| ASDKZ|javaly; F
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gradle:

compile ('org.fisco-bcos:web3sdk:2.0.4")

maven:

<dependency>
<groupId>org.fisco-bcos</groupld>
<artifactId>web3sdk</artifactId>
<version>2.0.4</version>
</dependency>

HT5IA T LRI Bsolidity Jm 5 #y A Kjarl, 752 AETaval F Fgradlefit & SC £ build.gradle ARl AR B
HILFE O -

repositories {
mavenCentral ()
maven { url "https://dl.bintray.com/ethereum/maven/" }

}

W W N EWeb3SDKAIKHfisolcd-al1-0.4.25. jarlFEt 8, WIS X HafT Rk

8.3 i ESDK

8.3.1 FISCO BCOS/ M.k HHELE

FISCO BCOSTENEXBRBE, H-SDKIERE X BREE T i f7 2l ik Fi (ca.crt ~ node.crt)FIFAEH (node.key) 1T
FIAUE « R AR BT S FT7E H ¥ nodes/${ip} /sdk NHca.crt ~ node.crtfinode. key X F#41
| E R BR EH %, LSDK ST S L iE B .

8.3.2 Ml & % &

Javal, F AOED & SO TR EMAE R B E - (5 RFERE, FISCO BCOS 2.0 AR T #F 2 HE41 TR, SDKT
BLERFHRT SIS B - B LASpring®i H #1Spring Bootii H M|, $&HEACETES] -

8.3.3 SpringTi BHALE

FEtSpring®i H X TapplicationContext . xm1ECE TR -

<?xml version="1.0" encoding="UTF-8" ?>

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:p="http://
—www.springframework.org/schema/p"
xmlns:tx="http://www.springframework.org/schema/tx" xmlns:aop="http://
—www.springframework.org/schema/aop"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalLocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/tx
http://www.springframework.org/schema/tx/spring-tx-2.5.xsd
http://www.springframework.org/schema/aop
http://www.springframework.org/schema/aop/spring-aop-2.5.xsd">

<bean id="encryptType" class="org.fisco.bcos.web3j.crypto.EncryptType">
<constructor—-arg value="0"/> <!-- O:standard 1:guomi —->
</bean>
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<bean id="groupChannelConnectionsConfig" class="org.fisco.bcos.channel.
—handler.GroupChannelConnectionsConfig">
<property name="allChannelConnections">
<list> «</-- BPMHAFEMLE—Mbean, BMHAVUREZ T H ——>
<bean id="groupl" class="org.fisco.bcos.channel.
—handler.ChannelConnections">
<property name="groupId" value="1" /> <!/-——
<~%¥ﬂﬁﬁﬁgroupID -——>
<property name="connectionsStr">
<list>
<value>127.0.0.1:20200</

—value> <!-- IP:channel port ——>
<value>127.0.0.1:20201</
—value>
</list>
</property>
</bean>
<bean id="group2" class="org.fisco.bcos.channel.

—handler.ChannelConnections">

<property name="groupld" value="2" /> </-—
AR groupID ——>

<property name="connectionsStr">

<list>
<value>127.0.0.1:20202</
—value>
<value>127.0.0.1:20203</
—value>
</list>
</property>
</bean>
</list>
</property>
</bean>

<bean id="channelService" class="org.fisco.bcos.channel.client.Service"
—depends—-on="groupChannelConnectionsConfig">
<property name="groupId" value="1" /> </-— FiEEERHI ——>
<property name="agencyName" value="fisco" /> <!/-- FLENMES ——>
<property name="allChannelConnections" ref=
—"groupChannelConnectionsConfig"></property>
</bean>

</beans>

applicationContext . xmlB0E WFEHHE:
« encryptType: EEHIEIF R EILH0)
- 0: MEHE®RIERZLS
- FREEREARHOTEEEDE, FEERNXRETSEETET R, HEET
RRFISCO BCOS X £R§E 2 %1% H)
¢ groupChannelConnectionsConfig:
- EMFEENRAE, FTURE— 12 M, S8 RARERERAD

- BAOHATLUREE - P21 A, REFAT A WEE X {FeonfiginiF [rpc] # 53
Hlisten_ip#fichannel_listen_port .
* channelService: H o 5 ¥ B YHIDEC ESDKSL Pr o ¥ M B 4H . 8 E M OB
#HIDJZgroupChannelConnectionsConfight, & ™ ) # ZHID. SDK& 5 #F4H F B & 19 7 A ¥ & 3L
ERE, RERETLIEE— T AR EEK -
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8.3.4 Spring BootWi HEL &

R HtSpring BootTl H & Fapplication. ym1IELE U FEIR -

encrypt—-type: # 0: i, 1: E®

encrypt-type: 0

group-channel-connections-config:
all-channel-connections:
- group-id: 1 # Bf4H1D
connections-str:

- 127.0.0.1:20200 # T4, listen_ip:channel_listen_port
- 127.0.0.1:20201
- group-id: 2
connections—-str:
- 127.0.0.1:20202 # &, listen_ip:channel_listen_port
- 127.0.0.1:20203

channel-service:
group-id: 1 # sdkSEPREEAIAEA
agency-name: fisco # HIMZIR

application.ymlfit B Tl SapplicationContext.xmlfit & T #H ¥ N , # HM N 48 &=
FapplicationContext .xmlACE A -

8.4 f#HSDK

8.4.1 SpringWi HJT & 55|
Vi I SDKHAPI(Z:% Web3SDK API%) % 1% & 55 & 1) FH 5 i X B BE 8% -

4 FISDK Web3jlfJAPI

DNEELE SO, SDKS X HBETT SR, KB web3jit %, HRIEWeb3jf i FHFERAPL. R HS
wmr:

/ /I E SO, SDRS X BRBETT S L HE

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml") ;

Service service = context.getBean (Service.class);

service.run () ;

ChannelEthereumService channelEthereumService = new ChannelEthereumService();

channelEthereumService.setChannelService (service) ;

/ /B eb3 335

Web3j web3j = Web3j.build(channelEthereumService, service.getGroupId());
/ /BT web3 7 G E AP ¥ 1 get BlockNumber

BigInteger blockNumber = web3j.getBlockNumber ().send () .getBlockNumber () ;
System.out.println (blockNumber) ;

E: SDKANH A 5 B B I (A ERIA h60Fh , RI60Fb N & B W A8 SR, HIT A - % (5 7] LLE
jdChannelEthereumServicefTi%E, RHIUWT:

// WEZSENEER 1000002, Bl100f)
channelEthereumService.setTimeout (100000) ;
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i FISDK Precompiledff]API

INEECE S, SDKS X HEETT S %4z - FKEUSDK Precompiled ServiceX %, Wi FHRAIAPI- 7~
KA F-

//ERECE M, sprS XHRBETT SEALERE, FKillweb3 7AW 5

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml") ;

Service service = context.getBean (Service.class);

service.run () ;

ChannelEthereumService channelEthereumService = new ChannelEthereumService();

channelEthereumService.setChannelService (service) ;

Web3j web3j = Web3j.build(channelEthereumService, service.getGroupId());

String privateKey =
—"b83261efad2895¢c38c6c2364cal878£43e77£3cddbc922bf57d0d48070£79feb6";

/ /FEREINERIK P FAH, R TR 5% 4

Credentials credentials = GenCredential.create (privateKey);

/ /KRB SystemConfigServiceXf %

SystemConfigService systemConfigService = new SystemConfigService (web3j,
—credentials);

//iBiL SystemConfigServiceX ZHAPTH; d set ValueByKey

String result = systemConfigService.setValueByKey ("tx count_limit", "2000");

//iBId web3 3T G W HAPIHE O get SystemConfigByKey

String value = web3j.getSystemConfigByKey ("tx_count_limit") .send() .
—getSystemConfigByKey () ;

System.out.println (value) ;

[

B H AR E SR P

sdk AR AL Sy Be— PAMEIK 7, T FENL O — AN - 7 1% -

/ /B3 NI

EncryptType.encryptType = 0;

//OEE SN, T [E R R BETT S A TS 5 2 E Ak P
// EncryptType.encryptType = 1;

Credentials credentials = GenCredential.create();
/ /M P ik

String address = credentials.getAddress();

/ /M FAER

String privateKey = credentials.getEcKeyPair ().getPrivateKey().toString (16);
/ /MR
String publicKey = credentials.getEcKeyPair () .getPublicKey () .toString(16);

i FH T E RSN BRI

/ /TRIEFERE SN P ANER 5 8 S MR I P

Credentials credentials = GenCredential.create (privateKey);
JIE=1 N7 DS

0 SE T K A B R get _accounts . shAE AL T PEMELPKCS 124 = K 7 FAEA SC (K P A= BRI AR
A ES I A S0, AT DUE S N EPEMELPKCS 121k P FASASCHE R K 7 - InEFASAA 1
2. PI2ManagerfIlPEMManager, =M, P12Managerf T INEPKCS12#% =0 IFAEA S 4, PEMManagerf
FInEPEMAS T AIFABH S -

 P12Managerf{%%4f]:  EapplicationContext.xmlH it B PKCS 12 /7 FIFASA SCAF B AR A1 20
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<bean id="pl2" class="org.fisco.bcos.channel.client.P12Manager" init-method="load"
>

<property name="password" value="123456" />

<property name="pl2File" value=
—"classpath:0x0fc3c4bb89bd90299db4c62be0174c4966286c00.pl2" />
</bean>

T A&

//I#Bean

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml");

P1l2Manager pl2 = context.getBean (Pl12Manager.class);

/ARSI ECKeyPair, BRTEET" p1 2k 7 LIS E

ECKeyPair pl2KeyPair = pl2.getECKeyPair (pl2.getPassword());

/ /A7t R R AL AN A
System.out.println("pl2 privateKey: " + pl2KeyPair.getPrivateKey().toString(l6));
System.out.println("pl2 publicKey: " + pl2KeyPair.getPublicKey ().toString(16));

//Eiweb3sdkfEHEICredentials

Credentials credentials = GenCredential.create (pl2KeyPair.getPrivateKey ().
—toString(16));
System.out.println("pl2 Address: " + credentials.getAddress());

» PEMManager 5 F 2151
fEapplicationContext.xmlF AL EPEMMK - HIFAEA S 1 B4 12

<bean id="pem" class="org.fisco.bcos.channel.client.PEMManager" init-method="load"
>

<property name="pemFile" value=
—"classpath:0x0fc3c4bb89bd90299db4c62be0174c4966286c00.pem" />
</bean>

(RN

/ /I Bean

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext-keystore-sample.xml");
PEMManager pem = context.getBean (PEMManager.class);

ECKeyPair pemKeyPair = pem.getECKeyPair();

/ /A7t R ER AL AN A
System.out.println ("PEM privateKey: " + pemKeyPair.getPrivateKey ().toString(16));
System.out.println ("PEM publicKey: " + pemKeyPair.getPublicKey () .toString(16));

/ /M web3sdkfFficredentials

Credentials credentialsPEM = GenCredential.create (pemKeyPair.getPrivateKey () .
—toString(16));

System.out.println ("PEM Address: " + credentialsPEM.getAddress());

i3 SDKEEH AL
W Java &34

EH e RMHE—NRITNRESAN LR, FHEITFZE R Solidity &2 g 1% ava B A3, BARERY
AZHXE -
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HEHEHEN

SDKIIZ L INREZ BB/ INE ALY, WERAGYMERED, SRS INGE . FE S Hlavad 4y
K fdeploy 715, TKEALIN G - @it LIS AT uﬂﬂﬂgetContractAddressﬁ&TEX*LK%/\Q’JE’]ﬂﬂiﬂ:l«)
SRR AE QI EA T VESE BN S5 ThRE - (RGN CHRE, NNEHRE 1A 2tk 7T PAE Fload 77 ¥ N
HAEYNR, W HAZENRIMERTTE -

//EELE M, sdk 5 REEET M TR, Killweb3 i35

ApplicationContext context = new ClassPathXmlApplicationContext (
—"classpath:applicationContext.xml") ;

Service service = context.getBean (Service.class);

service.run () ;

ChannelEthereumService channelEthereumService = new ChannelEthereumService () ;

channelEthereumService.setChannelService (service) ;

channelEthereumService.setTimeout (10000) ;

Web3j web3j = Web3j.build(channelEthereumService, service.getGroupId());

/ NER TR BRI G405 %

BigInteger gasPrice = new BigInteger ("300000000");

BigInteger gasLimit = new BigInteger ("300000000");

String privateKey =
<ﬁ"b8326lefa42895c38c6c2364ca878f43e77f3cddbc922bf57d0d48070f79feb6";

//ARESNRIR PR, ATRS%%

Credentials credentials = GenCredential.create (privateKey) ;

/ SEREEY

YourSmartContract contract = YourSmartContract.deploy(web3j, credentials, new_
—StaticGasProvider (gasPrice, gasLimit)) .send();

/ AREA LRI E A

//YourSmartContract contract = YourSmartContract.load(address, web3j,
—credentials, new StaticGasProvider (gasPrice, gasLimit));

/ /R ELITTER AL S

TransactionReceipt transactionReceipt = contract.someMethod (<paraml>, ...).
—send () ;

/ /BRELTTEE LA LIETRIRE

Type result = contract.someMethod (<paraml>, ...).send();

8.4.2 Spring Boot™i H F X f55I

FEftspring-boot-starter7~F| 51 B £ 7% - Spring Boot™il B 71 4 5 Spring i B 7 A& KL, HFEZEXHIZETH
BT ARNESR - R FI00 BRI, BAR#A S R 5151 H FIREADME U -

8.4.3 SDKEZIh#eft A
 HIE M. FISCO BCOSIXBREER A E®HEE, fEEETRAFIFISCO BCOSX REE1ES % [ 7 i H]
FiF
o BHEZINEE: application.xml/application.ymlft & 3 {4 H ¥fencryptType & I E N1 -
o fN#EFAA 5 F GenCredential 2 GE F T E Z FIHEE %), Credential 2R HE F T 10 35 E B AAEH -

[E 2 Wi SDK VA F APIfY) 77 3 5 % 5 AR SDK VA FHAPIR 77 =CAE R, H 2 B 7E T [E 2R SDK 75 2 A 1l [E 25 i
HiJava B A o G E BB Tava B A 2 %X B .

8.5 Web3SDK API

Web3SDK APIF-Z 43 JyWeb3j APIFIPrecompiled Service API. H:FWeb3j APIA] LA ) [X B b A 55 Ak
B, BEMENASEE, Precompiled Service APIA] LU HH [X HLsEAH e B & LA SEINAS E ThRE -
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8.5.1 Web3j API

Web3j APLE Hweb3j%f 5 F IFISCO BCOSHIRPC API, HAPI4 ¥} 5RPC APIFH[E, Z#%RPC APIL
=

8.5.2 Precompiled Service API

il 9 ¥ & 2N ZFISCO BCOSJK JZ i 1 C++58 B i — it /s RCE fE & 29 - SDKEL 42 At ¥l 4 3 & 20 0 1L
Javad% O, £ #] &8 U8 X EJavalZ O S T HEKRBIEM S, REEH G, SFEH 6 T
o SDK#E ffPrecompiled®f 7 fJService , 43 Al & 5317 =45 #i AL FR #H 5% fJPermissionService, CNSHH K
HICnsService, R4 JEMHEC E % HSystemConfigService 77 5 F Y fit & HH - ConsensusService - #H K&
Wi31E 5% Precompiled Service API £ i%Hi5

PermissionService

SDKFEHER; 73 A1 w2 AR A SCRF . PermissionService F] LABCEAURF R, HAPIHI T :

+ public String grantUserTableManager(String tableName, String address): 1R F 7 % 2 15 MiB Ik
PR EARE B -

* public String revokeUserTableManager(String tableName, String address): R 7 % 2 f14M
T P kb 25 BR AR S -

+ public List<PermissionInfo> listUserTableManager(String tableName): 1REH 7 %2 BIHXE R
TPRIC RN R (S0 T 6 & MR P bk A A R &)

+ public String grantDeployAndCreateManager(String address): 317N P #ihE FO36E-A 2 F4)

R RN -

* public String revokeDeployAndCreateManager(String address): 75 FR7MERIK P ik R0 & & 20 A0
B P RAR -

« public List<PermissionInfo> listDeployAndCreateManager(): £ if) #7558 & & 2O - # AL
FRATANBRIE SR IIE -

* public String grantPermissionManager(String address): 3 il # iRk = #ohk AOEEEA R AR -

« public String revokePermissionManager(String address): F%FRZMNEEK P #bk A& BEAN PR AR -
* public List<PermissionInfo> listPermissionManager(): Z 15 & HANR IR IC TS % -

* public String grantNodeManager(String address): & i Z MBI 7 ok A7 5 HANRR -

* public String revokeNodeManager(String address): F5FRZMIIK #0755 & AR -

+ public List<PermissionInfo> listNodeManager(): L H 1 5 &R ICRSIFE -

* public String grantCNSManager(String address): 31750 P 3tk A 450 FH CNS AR -

+ public String revokeCNSManager(String address): 2 FR7MNE0IK P #hk 75 FHCNSHUR -

* public List<PermissionInfo> listCNSManager(): £ #5 {# FHHCNSFIFLRID % 51 % -

+ public String grantSysConfigManager(String address): 3214 MERIK - Hidk 7 RS ECEHUR -
+ public String revokeSysConfigManager(String address): 2RI 7 Hihk i RS ECE FRAR -
+ public List<PermissionInfo> listSysConfigManager(): £ IHH 25 S EH PN RICES % -

CnsService

SDKHEMENTCNSHI T - CnsService ] LIEECNSE S, HAPIIF:

+ String registerCns(String name, String version, String address, String abi): RIES % « SRR
5 AAHIER A 2abiEHCNS(E S, -
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+ String getAddressByContractNameAnd Version(String contractNameAndVersion): R & & 24 Fl
AU S (BB MELAURS HEE 5128 Bl HME - FRRSVRAS, BOAERE
DB

+ List<CnsInfo> queryCnsByName(String name): RES 2% EIHCNSEE -

+ List<CnsInfo> queryCnsByNameAndVersion(String name, String version): R E & 2% 1420
RS HEICNSIF R -

SystemConfigService

SDK# fit *¥f R 4% BL & B L ¥F - SystemConfigServicer] DL B B R 5 B % H ( H B X
FFtx_count_limitfltx_gas_limitB A% HE) , HAPIAIF:

+ String setValueByKey(String key, String value): RIEHEFEXN N E (EWENNAE, 5
£ Web3j APIH fifjgetSystemConfigByKey#% 1) -

ConsensusService

SDKFAERS 17 L AL L E AU SCHF » ConsensusService F] LU E TR R AL, HAPIN T
« String addSealer(String nodeld): HRE 77 5 NodeIDi% & X7 K17 s HIR T &, .
+ String addObserver(String nodeld): R 5 NodeID1% B Xf M. 17 5 A WLEZ T 5,
+ String removeNode(String nodeld): R 7 5 NodelD 5 & X R 7 5 M 5 17 5,

CRUDService

SDKHE X CRUD(FS M B E ) B A E A SCHF - CRUDService ] LRI SR, X RFFATHMEE #(E, HAPIN
T

« int createTable(Table table): @#E%, BEERNF . EXNEFEZEERY, FHTERLMEA
?&Z%o %EF, H A B 44 02 UESGE S s BRPHE TR & - RERIERPPIRSE, RE oM
FKONERIN -

« int insert(Table table, Entry entry): i AILE, TR S EntryXf 5 . BN RHFERERL
FHFE4; Entryfmaph %, REHANFELMFERME, FELIEEFRTE . RKEFHA
HIEREL -

« int update(Table table, Entry entry, Condition condition): F #1ifxK, M EFN F | Entrylf 5
FCondtion¥f 5 - RN RFHFEXBERL M ERTFTES; Entrysemaptf %, REEEFFBLMFE
{H; Condition®N RAEFRMR G, 7] LI E BEFTHIVLALSEM: - IR A BE A0 KA -

+ List<Map<String, String>> select(Table table, Condition condition): %X if]if 5%, $EftE X 5
HCondtion®f 5t « KX RFE X ERZMER T B4 Conditiondf G2 &IN5, AILILE®R
WAL EARA: - IREERAIDS -

« int remove(Table table, Condition condition): FEZFRICK, RMALFEIT R FCondtiont F - EX R TH
BXERLMFHT B4, Condition®] F A& %A%, 7] LK EBBRMICH &4 - R EIFFRATIC

* Table desc(String tableName): MRIFXLZENRNELE, ERCERNERBTWEMELETE . &
FIFRAR, FEASENTRTRLMEMBETBRA -

8.6 XX oMt

FISCO BCOSHIAZ it — BUAE X IRBE RRIG REE, HTHESL, AHANRO, %PafynE
A LU E B, T ERC S . SR STINE SRS EN, 80 R SR X R
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B, ATIERZHITERERNGR, MERE . BE . HENgasE% . A UIERZSBHE
WS E, AL REETE, -

5 FHE & = KRB /\”IJ;Einput(Flsco BCOS 2.0.0 )2 LA FRRAEE1ZFEY) ~ outputfillogs:
55 T D REFE B FH P BEATIX = F B M json B3 FlljavaXf & -

8.6.1 ¥:OUiBH

ﬁﬁ%&ﬁ%&org fisco.bcos.web3j.tx.txdecode, ﬁﬁTransactionDecoderFactoryIf?’%

LT NI G Transact ionDecoder, HMF T :

1. TransactionDecoder buildTransactionDecoder (String abi, String bin);
abi: AZJHIABI
bin: &% bin, B, FUEREAZFAFE™

2. TransactionDecoder buildTransactionDecoder (String contractName) ;

contractName: S ANZW, ENHMRE XK O #solidityH R, X FHHEXH A N
fEsolidity B, @S TEE SN IKEL F BT 5

LN G Transact ionDecoderf A7 3:
1. String decodeInputReturnJdson (String input)

i fTinput, BFEEREIZE NjsonFAFE, jsontg

{"data": [{"name":"","type":"","data":} R ],"function":"","methodID":""}

function : PRI 24 F 17 £
methodID : PREE DS
2. InputAndOutputResult decodeInputReturnObject (String input)
@t input, IX[EObject’f %, InputAndOutputResultMResultEntityZEHA0T:

public class InputAndOutputResult {

private String function; // HEUEH

private String methodID; // methodID

private List<ResultEntity> result; // iRZ[AF]F#
}

public class ResultEntity {

private String name; // FEAW, MfToutputiRIEING, (A 254 H
private String type; // FERTY
private Object data; // FE/H

}

3. String decodeOutputReturnJson (String input, String output)
fEtToutput, K5 REIENjsonFHFE, #3U[FldecodeInputReturndson

4. InputAndOutputResult decodeOutputReturnObject (String input, String
output)

f#tToutput, 1X[Eljava Object®f 5t
5. String decodeEventReturnJson (List<Log> logList)

ffEtTeventd| 3R, FFEEREIFE RNjsonFHFE, jsontE =

{"eventl%%": [[{"name":"", "type":"","data":}...1...1, "event2Z 4" : [[{"name":"",
—"type":"", "data":}...]... ).}
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6. Map<String, List<List<EventResultEntity>>> decodeEventReturnObject (List<Log>
logList)EventResultEntityZ5MA0R:

public class EventResultEntity extends ResultEntity {

private boolean indexed; // indexediFiifil, truefmeventFEMEH I indexed KT &
(i
}

fEfTeventd| 5K, IR [Hjava MapXf %, key Hevent?™ #FFfF#, List<EventResultEntity>H%
S NeventBEF# , List<List<EventResultEntity>>ERENAES A LIAE S E Nevent

TransactionDecoderXfinput, outputfllevent logs¥J 4 7l #& ft 1% [EljsonF F£F # FljavaXf S B9 7
o json AT ER T 2 A AR, javart G 07 (5 iRk 55 v A FHEE -

8.6.2 =~

PATxDecodeSample &2 F AR EE O FE R -

pragma solidity 70.4.24;
contract TxDecodeSample
{

event Eventl (uint256 _u,int256 _i,bool _b,address _addr,bytes32 _bs32, string _
—s,bytes _bs);

event Event2 (uint256 _u,int256 _i,bool _b,address _addr,bytes32 _bs32, string _
—s,bytes _bs);

function echo(uint256 _u,int256 _i,bool _b,address _addr,bytes32 _bs32, string,
—_s,bytes _Dbs) public constant returns (uint256,int256,bool,address,bytes32,
—string,bytes)
{
Eventl(_u, _i, _b, _addr, _bs32, _s, _bs);
return (_u, _i, _b, _addr, _bs32, _s, _bs);

function do_event (uint256 _u,int256 _i,bool _b,address _addr,bytes32 _bs32,
—string _s,bytes _bs) public
{
Eventl(_u, _i, _b, _addr, _bs32, _s, _bs);
Event2(_u, _i, _b, _addr, _bs32, _s, _bs);

{ffHbuildTransactionDecoder ﬁ'JﬁTxDecodeSampleé?’UE’\]@ﬁ*ﬁXﬂ'%:

// TxDecodeSample&?NABI

String abi = "[{\"constant\":false, \"inputs\":[{\"name\":\"_u\",\"type\":\"uint256\
<", {\"name\" :\"_i\",\"type\":\"int256\"}, {\"name\":\"_b\",\"type\":\"bool\"}, {\
—"name\":\"_addr\",\"type\":\"address\"}, {\"name\":\"_bs32\",\"type\":\"bytes32\"}
<, {\"name\":\"_s\",\"type\":\"string\"}, {\"name\":\"_bs\",\"type\":\"bytes\"}], \
—"name\":\"do_event\",\"outputs\":[],\"payable\":false, \"stateMutability\":\
—"nonpayable\", \"type\":\"function\"}, {\"anonymous\":false, \"inputs\": [{\"indexed\
—":false, \"name\":\"_u\",\"type\":\"uint256\"}, {\"indexed\":false, \"name\":\"_i\",
<\ "type\":\"int256\"}, {\"indexed\":false, \"name\":\"_b\",\"type\":\"bool\"}, {\
—"indexed\":false, \"name\":\"_addr\",\"type\":\"address\"}, {\"indexed\":false, \
—"name\":\"_bs32\",\"type\":\"bytes32\"}, {\"indexed\":false, \"name\":\"_s\",\
<"type\":\"string\"}, {\"indexed\":false, \"name\":\"_bs\",\"type\":\"bytes\"}1,\
—"name\":\"Event1\", \"type\":\"event\"}, {\"anonymous\":false, \"inputs\": [{\
—"indexed\":false, \"name\":\"_u\",\"type\":\"uint256\"}, {\"indexed\":false, \"name\
<" \"_i\", \"type\":\"int256\"}, {\"indexed\":false, \"name\":\"_b\",\"type\":\"bool\
<"}, {\"indexed\":false, \"name\":\"_addr\", \"type\":\"address\"}, {\"indexed\
—":false, \"name\":\"_bs32\",\"type\":\"bytes32\"}, {\"indexed\":false, \"name\":\"_
—s\",\"type\":\"string\"}, {\"indexed\":false, \"name\":\"_bs\",\"type\":\"bytes\"}

=ty Tame s Ty Evertt Tt type vt Y revent Y Y corstant Y true, Y Input Y MTame
<" \N"_u\", \"type\":\"uint256\"}, {\"name\":\"_i\",\"type\":\"int256\"}, {\"name\":\

I ! pe\":\"bool\"}, {\"name\":\"_addr\",\"type\":\"address\"}, {\"name\" :\"
81%S?§§%’ ﬁfype\":\"bytes32\"},{\"name\":\"75\",\"type\":\"string\"},{\"name\":\"?ps
—bs\",\"type\":\"bytes\"}], \"name\":\"echo\", \"outputs\": [{\"name\":\"\", \"type\
<" \"uint256\"}, {\"name\":\"\",\"type\":\"int256\"}, {\"name\":\"\", \"type\":\
—"bool\"}, {\"name\":\"\",\"type\":\"address\"}, {\"name\":\"\", \"type\":\"bytes32\
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String bin = "";
TransactionDecoder txDecodeSampleDecoder
—buildTransactionDecoder (abi, bin);

TransactionDecoderFactory.

f#HTinput
V| FHfunction echo (uint256 _u,int256 _i,bool _Db,address _addr,bytes32
_bs32, string _s,bytes _bs) ¥ O , ¥ A % # F[ 111111 -1111111 false

0x692a70d2e424a56d2c6c27aa97d1a86395877b3a abcdefghiabcdefghiabcdefghiabhiji
FE/PHTF1Liik1l;adisfklilkjl sadflikiklikl ]

// function echo (uint256 _u,int256 _i,bool _b,address _addr,bytes32 _bs32,
—s,bytes _bs)

String input
—"0x406d373b000000000000000000000000000000000000000000000000000000000001L207ffEE£EE

".
’

String jsonResult txDecodeSampleDecoder.decodelnputReturndson (input) ;
InputAndOutputResult objectResult txDecodeSampleDecoder.
—decodeInputReturnObject (input) ;

System.out.println("Jjson => \n" + JjsonResult);
System.out.println("object => \n" + objectResult);

string _

—

iy -
json =>
{
"function": "echo (uint256,int256,bool,address,bytes32,string,bytes)",
"methodID": "0x406d373b",
"result": [
{
"name": "_u",
"type": "uint256",
"data": 111111
}I
{
"name": "_4i",
"type": "int256",
"data": -1111111
by
{
"name": "_Db",
"type": "bool",
"data": false
}I
{
"name": "_addr",
"type": "address",
"data": "0x692a70d2e424a56d2c6c27aa97d1a86395877b3a"
}I
{
"name": "_bs32",
"type": "bytes32",
"data": "abcdefghiabcdefghiabcdefghiabhiji"
by
{
"name": "_s",
"type": "string",
"data": "EHA/PIF1Ijkl;adjsfkljlkIL"
}I
{
"name": "_bs",
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"type": "bytes",
"data": "sadfljkijkljkl"

object =>
InputAndOutputResult [
function=echo (uint256,
int256,
bool,
address,
bytes32,
string,
bytes),
methodID=0x406d373Db,
result=|

ResultEntity|
name=_u,
type=uint256,
data=111111

1y

ResultEntity|[
name=_i,
type=int256,
data=-1111111

1y

ResultEntity|
name=_Db,
type=bool,
data=false

:| 4

ResultEntity|
name=_addr,
type=address,
data=0x692a70d2e424a56d2c6c27aa97d1a86395877b3a

1,

ResultEntity|[
name=_bs32,
type=bytes32,
data=abcdefghiabcdefghiabcdefghiabhiji

1y

ResultEntity|[
name=_s,
type=string,
data=EHA/PLF1ikl; adisfkljlkil

:| 4

ResultEntity|
name=_Dbs,
type=bytes,
data=sadfljkjkljkl

fEtToutput
i A function echo (uint256 _u,int256 _i,bool _b,address _addr, bytes32
_bs32, string _s,bytes _bs) B o, W A %2 8 ~N[ 111111 -1111111 false

0x692a70d2e424a56d2c6c27aa97d1a86395877b3a abcdefghiabcdefghiabcdefghiabhiji
Ef/PALTF199k1;adjsfkljlkjl sadflikikljkl 1, echof O EBERHHIAGRE, K IIRESHA
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GElG

//
—_s,bytes _bs)
—string,bytes)
String input =
—"0x406d373b000000000000000000000000000000000000000000000000000000000001bL207££££££E]

—

function echo(uint256 _u,int256 _i,bool _Db,address _addr,bytes32 _bs32, string,
public constant returns (uint256,int256,bool,address,bytes32,

String output
—""0x000000000000000000000000000000000000000000000000000000000001b207fffffffffffff L

—

String JjsonResult txDecodeSampleDecoder.decodeOutputReturndson (input,
InputAndOutputResult objectResult txDecodeSampleDecoder.
—decodeOutputReturnObject (input, output);

System.out.println("Jjson => \n" + JjsonResult);

System.out.println ("object => \n" + objectResult);

output) ;

i e e e o i i i

i i o i e i i i i

+
%

R

json =>
{

"function": "echo (uint256,int256,bool,address,bytes32,string,bytes)",

"methodID": "0x406d373b",
"result": [
{
"name": "",
"type": "uint256",
"data": 111111
b
{
"name": "",
"type": "int256",
"data": -1111111
}I
{
"name": "",
"type": "bool",
"data": false
}I
{
"name": "",
"type": "address",
"data": "0x692a70d2e424a56d2c6c27aa97d1a86395877b3a"
by
{
"name": "",
"type": "bytes32",
"data": "abcdefghiabcdefghiabcdefghiabhji"
}I
{
"name": "",
"type": "string",
"data": "EMA/PHNTF19k1l;adisfkljlkL"
}I
{
"name": "",
"type": "bytes",
"data": "sadflijkijkljkl"
}
]
}
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object =>
InputAndOutputResult [
function=echo (uint256,
int256,
bool,
address,
bytes32,
string,
bytes),
methodID=0x406d373b,
result=[

ResultEntity|
name=,
type=uint256,
data=111111

:| ’

ResultEntity|
name=,
type=int256,
data=-1111111

1y

ResultEntity|[
name=,
type=bool,
data=false

1y

ResultEntity|
name=,
type=address,
data=0x692a70d2e424a56d2c6c27aa97d1a86395877b3a

:| 4

ResultEntity|
name=,
type=bytes32,
data=abcdefghiabcdefghiabcdefghiabhiji

1,

ResultEntity|[
name=,
type=string,
data=FEM/MLF199k1;adjsfkljlkil

I

ResultEntity|[
name=,
type=bytes,
data=sadfljkjklijkl

f#¥revent logs

V| Hfunction do_event (uint256 _u,int256 _i,bool _b,address _addr,bytes32
_bs32, string _s,bytes _bs) ¥ O , ¥ A % ¥ F[ 111111 -1111111 false

0x692a70d2e424a56d2c6c27aa97d1a86395877b3a abcdefghiabcdefghiabcdefghiabhiji
BEE/PHF19Ikl;adisfkljlkil sadflikiklikl 1, NS H logs

// transactionReceipt N do_eventikHRIZE 5 EIH

String JjsonResult = txDecodeSampleDecoder.decodeEventReturnJson (transactionReceipt.
—getLogs());

String mapResult = txDecodeSampleDecoder.decodeEventReturnJson (transactionReceipt.

—getLogs ()7
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System.out.println("Jjson => \n" + JjsonResult);
System.out.println("map => \n" + mapResult);

ZER.

json =>
{
"Eventl (uint256, int256,bool, address,bytes32, string, bytes) ":
[

"

"name": "_u",
"type": "uint256",
"data": 111111,
"indexed": false

b

{
"name": "_41i",
"type": "int256",
"data": -1111111,
"indexed": false

}s

{
"name": "_Db",
"type": "bool",
"data": false,
"indexed": false

}s

{
"name": "_addr",
"type": "address",
"data": "0x692a70d2e424a56d2c6c27aa97d1a86395877b3a",
"indexed": false

}s

{
"name": "_bs32",
"type": "bytes32",
"data": "abcdefghiabcdefghiabcdefghiabhiji",
"indexed": false

}I

{
"name": "_s",
"type": "string",
"data": "EMAE/NFF1iikl;adjsfkljlkILl",
"indexed": false

}I

{
"name": "_bs",
"type": "bytes",
"data": "sadfljkjkljkl",
"indexed": false

]

]I

"Event2 (uint256, int256,bool, address,bytes32, string, bytes) ":
[

llname n . n u" ,
"type": "uint256",
"data": 111111,
"indexed": false

[
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"name" H "_i ",
"type": "int256",
"data": -1111111,

"indexed": false

llname n . n b" ,
"type": 'lbool"’
"data": false,
"indexed": false

"name": "_addr",
"type": "address",
"data": "0x692a70d2e424a56d2c6c27aa97d1a86395877b3a",

"indexed": false

"name": "_bs32",
"type": "bytes32",
"data": "abcdefghiabcdefghiabcdefghiabhji",

"indexed": false

llname n . n Sll ,
"type" . "String" ,
"data": "EHE/NHF19ikl;adjsfkljlkIl",

"indexed": false

llnamell: n bSH,
"type" . "bytes" ,
"data": "sadfljkjkljkl",

"indexed": false

map =>

{
Eventl (uint256,
int256,
bool,
address,
bytes32,
string,
bytes) =1

[

EventResultEntity |
name=_u,
type=uint256,
data=111111,
indexed=false

JI

EventResultEntity |
name=_1i,
type=int256,
data=-1111111,
indexed=false

JI

EventResultEntity |
name=_b,
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]
] ’

type=bool,
data=false,
indexed=false

1y

EventResultEntity |
name=_addr,
type=address,
data=0x692a70d2e424a56d2c6c27aa97d1a86395877b3a,
indexed=false

1y

EventResultEntity |
name=_bs32,
type=bytes32,
data=abcdefghiabcdefghiabcdefghiabhiji,
indexed=false

1y

EventResultEntity |
name=_s,
type=string,
data=Ef/PMLF199k1; adjsfkljlkil,
indexed=false

1y

EventResultEntity |
name=_Dbs,
type=bytes,
data=sadfljkjklijkl,
indexed=false

Event2 (uint256,
int256,

bool,

address,
bytes32,
string,
bytes) =1

[

EventResultEntity|
name=_u,
type=uint256,
data=111111,
indexed=false

:| 14

EventResultEntity|
name=_1i,
type=int256,
data=-1111111,
indexed=false

1y

EventResultEntity(
name=_Db,
type=bool,
data=false,
indexed=false

1y

EventResultEntity|
name=_addr,
type=address,
data=0x692a70d2e424a56d2c6c27aa97d1a86395877b3a,
indexed=false

1y

EventResultEntity|

212
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name=_bs32,
type=bytes32,
data=abcdefghiabcdefghiabcdefghiabhiji,
indexed=false

:| ’

EventResultEntity/(
name=_s,
type=string,
data=ZE /ML TF19k1; adjsfkljlkil,
indexed=false

:| ’

EventResultEntity|
name=_bs,
type=bytes,
data=sadfljkjkljkl,
indexed=false
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355 0x318f14516329272581271f6673cd1141e311e7b94c6bb8f32524a71964ea8bal

FEFEREE

blockHash:
blockNumber:
gas:

from:
transactionindex:
to:

nonce:
value:

hash:
gasPrice

input:
P function

methodid  ©

data
type

‘ uint256

5.3.2. FHENT

BART) ERHGRIFEE, XRBEN ST8S AERSRRNT t It & A 55 5 B i ER AT R A SR
355 0x318f1451632927258127ff6673cd1141e311e7b94c6b68f32524a7 1964¢ea8bal

EEEE

output:
blockHash:
gasUsed:
blockNumber:
contractAddress:
from:
transactionindex:
to:

logsBloom:

transactionHash:

status:

logs:

Address: O

Name :

Topics

Data:
name

num
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i, SERUX R R EE

3 ARE
3.1 APITHAE

PUTBIEIETHT LTI (Exceutive Context) BT ERAME S, EFREAT - F SR X SRAIE 52 0 AL T
AP E A7 DN T B T 5| S A OB R, T 3| A REVMA L) S TR 64, 3
FEVMA AT L B OIA4  2L10I LIRS BIRE, HHTIELTT

FHiR5 (%,

RIS = P N .
XEEE XERIGIFRE HUTETFX HUTSI% kiR
BERR —
EAELRE
— ARMHRELETL
— BAZHIRFRT
L mRRENSH, iRdEHIE, EREM N
R
SHRD
R J—
1
Fi ks
1
Fif R
Fy'e
B AR
]
1
8 FIEVM#Precomp i led
58
—
—— ZBER —
— REHE

EVMA& Al 5, RAFE 4T £ F XA _sys_contracts_ % ', EVMA& 2 1 #b 1k 78 [X 3R 55 2 /AR
AN ER . N0x10000017F 1 (FIEH]) . EVMA AT BT . Storage™ & {R 77 B #UAT £ F XX
HY)_contract_data_(&#JHhht)_FH -

TigmiE AL K AFIGE B R (1) AATGRFEY), BAEERBSEGF, SHAEEE; ) Nk
HIEAY), EVMANE TG FASAPITHR SIS0, A9MAEAERIT B FSCR B, MOx10007F 46,
Z0x10000008, 11, IEHTFgR A AMAEPUT LN SCNE SR 7% A LI E Storage 2 &, HERIRIESR
HEHITREW T
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pinind RIS LT U Syt

BERR —
EAME LI

_ RARGORFLTL

— BRRHIIRFART >
|
=R APrecompi ledd#y, ARiEHAE, FERA
E

AA2ipfE  —>

1

iR ddE
J

ikt
X3

i
EAKHIE, H4lEPrecompiled
]
— :
A FIEVM & Precompi | ed
]
—

— ZHEH —
— PITHR —

10.2 [E5

R, RXHREET AARF EEAIIEE . TRIGIHEE, SINNRMELFRBTHRNE . FPo N LHH
RISARERIF D - ZHHFED, Bk TESELSEIERNEIEE ST AL RERFED, SRR
VEIR T R BEERR E BB HRE - RARHE R XRIRER TR, FHES52RF £ -

10.2.1 X5 [EH
TSRS, Rk KRR 158 5 R AT BE R B AFTE 15 4« R rR s 54T AR X B e«

—ERXS (x1) , NFPEELAEENT A, TAERREIRZSE, 2 THMABSHZ S (Tx
Pool) FHILIREITE . SHFR, WASRKLH BAHENT A, RETABEIZSE, BaRHKE

228 Chapter 10. &%t



FISCO BCOS Documentation, & i v2.0.0

SME BB HME « THELANIRF, KFERROER, N T LS R AT REREIARTE f77
A WEIT TR ST R, SIRTE—ERER, EFEEERT A, TR

R o) R

AARAEE DT R SOR IR B AE & ) RIEIRAL 5, W SORR ST, IS 5 RS BRI . O TSR
5] HEIE R, FISCO BCOSRIELAR, ¥ [ BONEYIHIZC ) 7 R - AR AT RERIUESS 5 Al ik 1
HIHHR T, REMEDCESHIZ S -

« XTSDKAKHIA S, [ LG FTR K A
« MTHETRT BRI S, BEVLERE25%0 T SR i
s —HFRXHE-NTRL, TR, SREITEENR S, AT TR

W BRI, GEMREMILZHEATENT A, EHSER NIRRT MR 5 TOERA R T
AR . WHELE AV - XS RAREEIAE LT A, A TS RIREEITE - iR,
W\, REMERZ SRR FRIAGEIPUTIIER . SRS REBEDT RN, RE RS HHIITH A2
K, AR 7 HIERE -

10.2.2 JREEH

RABRE, Bk KT SRS R E R - KREEADR S H, 28X T &2 B E RN
A, BT S 12 B R RS M . AT SRS B K S, I SR E R
PRI . DS EIRSNT S, TRESS5FIIRAR L 1T F— MR .

Node O Node 2

Block & Block 6

Block 5 Block 5 Block 5

co
o

Block 3 Block 3 Block 3

Block 2 Block 2 Block 2

Block 1 Block 1 Block 1

FE— DRI SIS XREE B, 8 — D EEWT AT AIKE T MR, BT SR XREETHET
A CIREAREHH - SR ZTIRER S . E, FEREFPHT A Node 1) , 2EBhHHE
ETRIER T KR BN THEISESH TENNEEEIZ T AL -

REFL 5 FEEAF

XIRBETT AR ITRY, RER R E T AT 1% B SR SRR - 17 A = S i RS
SMESRREHETIR, 58S MRERETIRE, maEa KR TERE-
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XERAY N Bl KA T ZGER - A NIRRT A, SEEYLAPRER EZRT A, ZAFE N
RIXERIX A« WEITFEOERIIT R, SRIGERONE, EEHEVKXIR .

Node O Node 1 Node 2

Block & Block &

Block 5

Block 3 Block 3 i Block 3

Block 2 Block 2 Block 2

Block 1 Block 1 Block 1

W[ S XCERA T A, FEASHBAEST — T EEAS, AR R 8 FORI XA RIPAIHER - THEFATE
— P LURECAIFRITLSERAS - FECTRAIXER, 2 AWTHIHAZI T EEATIF, ZEAF TR X R AEE %
ET R RIAE REE, R XM N B I, B IERERE S A A X R EE L .

10.2.3 [R5 52561
3 5 [Fl

—EX S BEIPTE T AT
1. —Z7% 5yl 1t channel B RPC 4 1A £ 577 5 |
2. WEIZ ST SR BT A EE BT A
3. HETNRWEIZ SR, R TRRSEN,, #525% 8T R #%—iIk
4. TREEIT IS, AR %

TR HERE T $nE
L FEA S R
2. LR B OEFEIRS (B, REBaA, QIEHISA) RS ITERT R
3. HERIT Rl R peer PRI, FBTEAME H Fpeer kit
HN R KIF 25
HNBAERENZIRSN kA, BEERAELR, HHARFREN, ZIXPEETHEHMN:
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HE AR
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2. WEIHEHRLRIPREE

3. HWRAHHCHREREEETHEAR, B M e

4%ﬁ£%E%&E@M“&%ATﬁ%Xﬁ KRG Z DB, MEIIE

5. FREET AEEXRE

63? 5% MERL, M B ERXEREE BB X, B SENT A

7. T RMCEIXER, N T ERAS

8. AN NEEASI PR XRE, FHXHREE L

9. H NEURGEHR, MKSHER, 25 NEER, A SRE, FREHFEL, JFEIR
HreH B KR 2

Il

HAER— AR IMAZIENES, BT AR KA, WEARIHE R F X R
FEHARPEEMBIHAS, EARHREED

SR ZBLE OAEAS, NEPIRET 8, AT %, ASERFREEARLRREHER
BERFE S PR LA A, A2 RFTEATBIRE

EH SRR A EIE F

HAFBPAREEHRE

WAHAREIHRE, KRESIRE (90) , Bl M EiE
ZIRHNEGRR, SHNRG KR FES AR

\N.\

i3

—

N o A »d

10.3 HiHE L

Eﬁ%%L/?«JuL_L/\TRﬁ/ZEf%BE/\/Jb . #He b, RS AR E (proposal )ik B — BRI BT
SR REFRENE LT 55z, @%E#ﬁéﬁr e Rleader . [XEREERGH, HiIREK

Aﬁﬂﬁﬁﬁ@%mﬁﬁ%ﬁﬁ T -

HRE R

RIEZBRZ FE A RER R, IR B LA 528 25 5 (Crash Fault Tolerance, CFT)E B 1L FIFE &7 fE &
£ (Byzantine Fault Tolerance, BFT) R 5H.%:

« CFTRRE . IBERHREIL, SARATHIMEG - BENEE, RSSEIILETELEERN, TEeE
ﬁ%A%uL&Aﬂ A A B Paxos « Raftds, XREIEVERERUT - LB EEECER - ATLL
BRI — BRI TT

« BFTREL . FHEFHREE, BT ARZAGEIS RS MR EEEES, (LA 2 DT
SR EIRAN SR S HATE R ST R, SHMBEEAEPBETSE, XRFIEMERERE, &
BT =5 2 —RIEPETT A

FISCO BCOSH:iRE

FISCO BCOSHE: T ZHHAHZM SCHl T L IR B, NEHALEITARIREE, HE5HZ1H
AR TR B AN, FISCO BCOS H Hij 32 £FPBFT(Practical Byzantine Fault Tolerance)fIRaft(Replication
and Fault Tolerant) fi fi 3L R B
o PBFTHRE L BFTRE L, WARZANEN =592 — R S AERT &, ATk fHE—
s

« Raft$tiRBIE: CFTREVE, IR —HMET A, AREPLET SIEE, mAs—Et.
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10.3.1 HEZR

FISCO BCOSSEHN | —ER[ ¥ i HiRMEZE, Al by B AR IIRE ., B Hi (K PBFT(Practical
Byzantine Fault Tolerance) 711 Raft(Replication and Fault Tolerant) L 1R &5, FIHAEHEZR 10T A .

D DX A

i LRI !

! WSS 5 |

i (load transactions) Sealer i

PR : TxPool PBFTSealer | RaftSealer 9ﬁ5“”'~" :
m—) | il |

E A 4 ,

5 Engine SIS |

é PBFTEngine | RaftEngine B :

i ) AR i

! P ML, X :

5 * LR :

’ o b bl 1-6 ;

; ir i

i P2p BlockVerifier BlockChain i

E (F2%) (X BT 88) (X Hegh) ;

SealerZ: 2

THIT &R, ATRANLHMBL S, HETTRAERSHRITERZ S, FERRSE, PR KR
YHEngine’Z 2L FE, PBFTHIRaftH)ZE 51T 6442 57 7 /IPBFTSealerfRaftSealer -

EngineZ% 12

HARERE A5 NARHEGE T MR ICHT X B, H AR A T B SE A IR ARR . ek it
IHHHT XS A X BB (BlockChain), X FEEfE, MW Gt MERESR LEERIZC 5, PBFTHIRaftf) 3t
IR FE 55 N PBFTEngine flIRaftEngine -

10.3.2 PBFT

PBFT(Practical Byzantine Fault Tolerance) 3t iR 5 AT LIZE/DECT SAE L@t E B0 B AR, E
KRS BARIE -~ WG A ST BIEIRIE B R B B « B fhaE - ARTHE, I
WAL T BTN TAE, 5 SRS EIEE 2 NI RN P IRBI 2T WA, E— D HE*+1) 1 SR
2o, REEADTH+)MNEEEET AIET TE, ZRGMAAR—2E, W 7T ARG H
VP2 T A IR R R -

FISCO BCOS[X H8E R4 5L H T PBFTH IR E %

1. EEHS

TRRT . T EID RRGI M EEPBFTH R EAR RS . XEREE R RE A SIE S L

1.1 P ERR

* Leader/Primary: F£1H77 5, AL SHITERX MR BRILN, GRHLHATREFAE BE—
Meader, 7T Fiibleaderfhi&E X, BEPBFTIIAE, & P)Hileader;
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 Replica: BT &, 5K, BERMIFRSFEFHZLZ MReplica™ 5., B Replica™i 50 H

AR
* Observer: MEE T, T MR R AIAT SORBURGRT XER, PUTH AR KR PUT L5 R
R AR Xk E8E .

H A LeaderfIReplicaZZt bR FE -7 A, -

1.2 T AID && T AR5

T BFIET AR PBFTH RS 2 fp N 4R S 0 B & £ K7 B &, SHICEIRTE B AT
B4, RIAEATT S YET— 0 A FAEHXT %%ﬁ?ﬁﬁ%Mﬁ% Sz,A%Wﬁwﬁm,m?
FRRFIEES -

T EID ;- AR S E L AT S ME—FRIR, —BOR64TE T il EAh T S T

B AR IEE T S IDSE B A ?%ﬁ
ZEET AIDIRK, ERIREEFH S IZFE ﬁ%%ﬁﬂ%mﬁ FISCO BCOSE| AN T T H&5|, &
AN AR S G — %ﬁ#mtﬁwﬁﬂ% TAERSNEE TE N R AIDEX N IEFNE, &k
PSRN N %%%twﬁ?m,EmmﬁWTuMﬁﬁmﬂF%ﬁﬂ%¢%mﬁ%ﬁ%m,ﬁﬁ
Nﬁﬁﬁﬁﬁﬁ'

ARG BN R SIDIEX A T S IDYFE AL E

1.3 #1E (view)

PBFTH: 1R % F AL B view B SR B4 T9 A B3RS, A8 (R0 B 77 5 48 37 4 [F] ) LeaderfIReplicas T7
FOF o Hleaderth IR, & EMEDIH, HMEDIHSINE D2 t+ 10T B 2ERIALE), M
TRAE AP L i FTleader, FrleaderF o6 High, HMARSLHTIIEDIH:, BEE2MAER ST AR TS
F2ufr )R B — A -

FISCO BCOSZ%iH, leaderR 5| it HE AT

leader idx = (view + block_number) % node_num
TEIR SRR T4 (3x£+1, f£=1) T AFISCO BCOSRLH, H="1T H(node3) hFE S RET BT,
ISR SRR
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Leader
nodel node2 view = 0 I
block number =0
Leader
node( node2 view = (
block number=1
1k
Leader — ;'%;'
node( nodel view =0 B
block number =2
Leader Failed
node( nodel node2 view =0
block number=3 -
ﬂ_m@ ZIE
&
view = view + 1 1)
ﬂ 74 Fileader j e
nodel node2 view =1 —  Fileader
block number =3 B
v
Leader

o i =# 3R node0- nodel ~ node2 Nleader, HAEWME T SAHE T2+, T A IER HEIE
i

o EUNECIIH. node3 Hleader, 1Hnode3 NFE &5 FETY &, node0-node27E 24 7 B [B] A A Wi Elnode3FT £
I B, g R, HEDHEview_new=view+1 FIFME, HAHEE #Hviewchangefd,
AW ETHAEME view_new EfY (2x£+1) Tviewchangeflf5, ¥ H EHviewl)#t Nview_new,
Fit B i #Tleader;

o NE RN nodeO Hleader, HREEFTELHIER .
1.4 HRHEE

PBFTH 2 61 5 PrepareReq ~ SignReq ~ CommitReq#ViewChangeReq U3t 1H7H B.:

o PrepareReqPacket: & [XIRIEK A, Hleader/™ 4 F [ T A Replicai s5.) 3%, Replica &I
F|Prepareflf5, Y iEPrepareReq% 4% « HUT X IR HEZAZ X PUTLEE R, BBIP I0FF G2 5B -
PRUE X ST 25 S S 2 8 P ) B A

* SignReqPacket: 7 A X R #1745 R 19 % & 15 K, H W FlPrepared F #1117 572 X &
B 3L IR T S 7% 4 SignReqid 3K W B 1T JE X B Whashd & 1Zhashf) %5 44, 4> B id
“h1SignReq.block_hash#ISignReq.sig, 17 & ¥fSignReq) #& | fr A H b LR 97 S f5, H b 57 &
XfSignReq(RI X BRFATEE F)idk 4T HH;

+ CommitReqPacket: FH T il X IRIATEERIIRTIER, HILENR (2 £+1) Tblock_hashfH[F] B
& BRI 5.SignReqiE SR AT S 74, CommitReq# ) & 48 BT H A MR &, HAl 7 Sl &
i (2% £+1) >block_hash#H[E] « 2K B AET H A CommitReq/F, RFAMLTT 5 %17 FIHcR X Bk _E8E;

+ ViewChangeReqPacket: 1 ] #153K | Hleader LA R Mt 1E AR S0 M 45 BN IER - RS
aya LS, HA AT S 2 Ehfik A L E PU1He, ViewChangeReq™ A 1% 17 s BVRF 27 48 21 1
MEGE NoView, NEFIFEIN—), FTAMER (2« £+1) MHIE S TroView « £ B AR T A
fJViewChangeReqf5, 22 Bl PI#: HtoView -

XPURVE BB E TSR, FrEEEaEtErFEmT:

PrepareReqPacketzR VK B A6 & T IEFEA AN X HE B,
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2. RGHELRE

AYUEZRNN A

KB |
: FEIRRHR |
: WE 5 i
i (load transactions) I
| ool > PBFTSealer Dyc ST
| 5k :
: lPrepare@. :
; S !
g PBFTEngine | ) iy i
. " DR IER i
! e X R :
: P2P BlockVerifier BlockChain
! (1 2%) (X B AT 88) (X k) !

PBFTH: N A5 MR AR
« PBFTSealer: PBFTTAI46HE, AT M HMEUL 5, HEIT E X e R PBFT Preparefd, 78
Y5 PBFTEngine /b ;

* PBFTEngine: PBFTHIR%EHE, MPBFTSealeral & P2PM 44 FE W PBFTH RN &, sttt iRiiiE .
BB AR RE AR, XREEE, AT HERCSE LML S, XREIE
Z&(Blockverifier) fil BT AT X B -

3. B

PBFTH: i 261 $5Pre-prepare « Prepare flCommit ="~/ B :

* Pre-prepare:

MEPITXER, AL, HRELAE BAE AT A,

o Prepare: MU EZ LG, HETARER 2« c+1E L), £ B 5IAR AT LIRSS X BRAPR
A, FFIET #ECommitfl;

 Commit: 1 ZTHECommitfl, FT5 SR 2« £+ 1A Commitl 5, B KA % 77 1 B X Bk
R BN -
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IRCIES
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node 1;
E
node 21
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node3 |
CEETR)

T4 T PBFTA I B BAR IS :

3.1 leaderfT L X 3t

PBFTH HEEH, HIRT AR M, &R IHH — MeaderfT &L X | leaderR 5/ 8 1t 24
iﬁ(block_number + current_view) % consensus_node_numﬂ‘ﬁ%r’ﬂo

T RITH H fileader® 5| 5 H O R G MR G,

%, Sealer%FERIFE T/EMQ N EFTR:
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latest block i
1

BT IRIT BLIXHR o [XERFT 60 2 2 HPBFTSealer% F2 52

! PBEFT Sealer Thread
Block
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n

TxPool
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/—\' Empty Transactions
|
|
|
i
|
I

G’Opulate

Block

Header
n+1

C Seal

Transactions

Block

Header
n+1

i Q}enerate Prepare Packet

Prepare Packet

(Including to sealed block n+1)

Populate an empty block n+1

Seal an new block n+1

o FPAFTHIS R E i XS (BlockChain) JREU Y Bl i mi 3k, HE T Rm R AFH SRS R A
FENRERIGA, NEEBERNLFINE, THED);

. gﬁi%?&ﬂ@&% FEERERE, NZSHHMHIRIZ S, HR RIS 5 3 A Z = AL T X R
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o HHEEFX B SealerRIEFTHENZ H NG, FHXRAFTEE (Sealer FBO'E N HE &S|, IHRIEITH
K122 5 iH B HFTE A2 &) BtransactionRoot;

o PP H:Preparefl: FFZHEEMHT X YR TE | Prepare 14, 1M1 PBFTEngine & H2 | #& 45 40 N B R
A, HABHIRTT S E Prepare il S, FFIRFEIT =M B AiA -

3.2 pre-prepareffi B

FA R S E | Prepare 15, 17 Apre-prepareB B, BEM B EE TAEREETE:

o Preparefl S TEMEAINT: I ZHIWE T2 EE Preparefd « Preparei K & & B X HACIA A 2 5 2
I S A A A (B L9 X) ~ Prepareld sKH AL & XU S B B E T HRm & II—;

o RIFA 1AW Preparefl: #Prepareidi K A1E, NPRFHEHZFEIAM, HTLEEE FPrepareidK;

o AW HPrepareif RE & X RAZZEHZ0, ML= RAE D, FAaEm—, #
[ TR Ee At 7 5 R LB A 3K

PR HEHERXRNATE R EPrepareid R A & WX B &2 5 5 H K Fo, MiA
FBlock Verifier K R HATESHUT X R, HREHITE X,

s PAEFTRELAR: ETIUTERXRIGS, AR EEAE, RWAT S ELSEM K RIT
ANGEIE -

3.3 Prepareff Bt

IR R EIE A G, i APreparefM B, LI BT E TAERARRTE:

o BEZEAEMEAIW: EEHWE L AR A 5 pre-prepare Bt G A7 BOHUAT )G R IX HLIG A AR IE],
AHERE], MARSEAIKTIZIE K E BB T AR RIE 215 K A AR R B 7 B2 AT S E g R T H
T, BFEFET B AR AW ARORIR SRR B4 E Bheight 7 Bt K T 25 3 5% = 3R v i
—), BHiERMIEARRS, NRIEENEZE R, T HEBREEZE L ERK;

 FEAENELE: TASRFESENESE;

* #|Wipre-prepareft R X F I X RIT N M EZ B EFE TR 2«41, BEWEHREHE, T
#Commitfl: 7 pre-preparef/t Br 4% 17 1 X HRIG 7 % R 55 44 B AL B it 2« £+41, MIUEEA R Z 4L
TREBPAT TIZXR, HEHITER 2, AT S OSBRI DR X SRAPIRE, Fiar
& Commitfl;

o« HEWERE LA, % pre-preparefft By 2% 7 WPrepare % & . 7 B (ECommithfi B [X HARIEAT
BIBURE Z BB 2« 41T S AL, XTSRS EEA Y, SR BREE 5 X R R 0T S A
B X 55X T A KRR, 1B T2 45 {7 pre-prepareP/t B 4% 17 HIPrepare (LB ¥4 22, "7 S
Bia, a3 & {5 ) Preparetd -

3.4 Commitf B

AR S IREICommitE S5, A Commith B, W E TAEMAEETE:

o Commitfl & ¥EME AW FZHMrCommitE B 7 5 pre-prepare[t Bt 2% 77 BT J5 1 X B0 A5 A
A, AR, MAREAZE Ko B T AR CommitiF K (72 A AR 1 R 2 2815 b
BRI T H A &, AT E—H R, BIEARRIRAISF MR CommitHheight B R T AR HI A =
BeEin—), FiERWIERNRS, NZIEERCommitnE K, TS EHEEAIZE K,

s ZEAERCommitE: TN A 1A Committl;

o H| Wi pre-preparefft B 2% 77 1 X B X} B I Commit £, % & B A 2+ £41, W E HCommitfl,,
TUPRE BT X RVE B . #pre-preparelfi BE 2% 47 1 X LA 7 6 B I Commitid SKEL H b 2« £+1, NI UHEA
KEFT SR8 T a0 KR, BHUTE R —20 WV BlockChaint&H K pre-preparelt Bt
SR X IR E AR
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3.5 M E U st B ke

MPBFT =B By 2t 1R 8 i 5l 77 s M B 25 BB, PBFTEngine 2 it & U7 #6221 B8 157 1) 490 T CHRF 22 1) #0 21) ) 41
ElioViewlll—), Ffil’& ViewChange /b FRAE ;17 MU E ViewChange ®L, 8 £ fif & ViewChange b FH
E:

* FIWrviewChangetd & 5 H % H XA ViewChange i K i A BB E{E L AT/ N 1 m R R
e, ML AR T 2 AT S A

o ZHFE R ViewChangefl: 7 1EHH R #ViewChange & R AL B Z 1, AES AW T S8 5] L)
HARE A ST KT

o Yt B ViewChangefd : # I 2| ) ViewChangetl H [ff 77 BiviewsE T 28 7 5 19 BRI RF U] #2211 #1
EtoView H A7 S &R 2 « £+ 128 B A[F 77 S viewss TtoView ) ViewChangefd,, I3 BH#R 1 = 4
Z W R 2D B oView B, P B EltoView, TN ZB/AE =45 27—/ maA S| HAzD
PR, TUPRE 7 A DI B L7 s A

10.3.3 Raft
1 ZiAfER

1.1 Raft

Raft (Replication and Fault Tolerant) *&—1 R PFM %53 [X  (Partition Tolerant) —EUEML, ERIET
FE—DHENDNT A RE ARG A N2 (7 FEEE) AR IEE TERB R N RS —8E,
E—5DT ARG AFD T A HIEERE GEE IR, T RETL - MBS X - THELER « RafthE
TPaxos HA i, HuUERA ] IR 5 PaxostH [ FIABEIE LASMERE, EFEA 4B mT ILE 9 ol A
TR o

1.2 T R RHE

FERaftE AR, WML S SR N =F1 5132 —: Leader - Follower!\ 2 Candidate, HH:

o Leader: FE M T 54NA A H, HFollower i Mk 2 m K, & — KM IRdBEHE BHINE —
“Leader™1 5., HiLeader®& AU 5t N Z b HEUHE AL 5 « FTEAC Sy A R X B FHRF X He | 8%

* Follower: DlLeader™ sl WIEF TR, HAELeader i i KRR 254715645 L% BT O Leader ™7 43, ;
o Candidate: Follower T3 5.7F 3w ik LeaderS G BIIEHT B 15 -

1.3 741D & 7 HEEB|

FERaftEIEF , BB A#HaH — P EE L& RKE—METEAT S8 HRID (—BE— 1647
TRAET) |, XA RID; [RIRFEED AR R R — i A RIERT SR, XIRIER T

BN HRTEKID, 1 SEXNFIE TR E RN SRS -

1.4 73

Raft® % K B | &% 59 KN & K E B £ HHTerms, Termshy # 42 19 £ & . &
MTermPl 3% 2% FF @, 0 F % % R Th . W B M Fileaderfi TP O B, W R ok 2% %
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W, R BE & 2 W OFT B OB —Leader, M & JF B B KTerm, E B JF Im & 2% .

Term 1 Term 2 Term 3 Term 4
A _ >
Terms
BERR  HRRE BT
Leader

1.57HE
fERaftE L, B DM %1 5 B @ T &£ H B 78 W, 2 AiRaftfE Bk 6 1% U iH
E.: VoteReq- VoteResp - Heartbeat - HeartbeatResp, HH:

 VoteReq: % ZE153K, HCandidate™ s FEEN& H, F T 1 R 4% H HoAth 7 55005 Sk 4% 22 DA 3R 1% Leader;

* VoteResp: HURMIN, 777 SUREIBEEERIG, AT RHERRITHIRL, 0B A 280 A & Bl
HIRIERE R,

o Heartbeat: 0Bk, HLeader™ SEDNEIALHE, EEHEWA: () AT 4 Leader 7 5510, R
FLeaderBENS — E IEH &35 OBk B EA T SN, Leader& M N A E201L; (2) KIEIEE
#l, YLeader 11 ST E— 1 RXIE, &R XREGRIRGZ OBH LU X BT #, HABT S
FEWCEINZ DB S 2 B5 H X BRI X RN B CRR X

o HeartbeatResp: /OBEIRE., 727 S OBYEE, ATXOBHETRN, FAlg), HilE—1ra
B XBREGR A OBRES, 12 OB R R 2 ik KRG A

FrEH BIE T B N RT7R:
BB REE 0T B T RETR:
2 RGeS

ARGHERI T EFTR
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RaftHiHig kR

Load _
Transactions
ransaction 3!
TxPool Raft S=aler
Drop
Transactions
MRITHE
. HiRTa a8
Raft Engine iy .
9 ) REAEIR
R R
iR -t
BlockChain
Sync P2P Stlorage i

= -
________________

o Raft Sealer: 157 N\ 5 MIE 22 5 HFT LA X B, F & 7% ZRaft Engine#t 17 1 .

J&, Raft Sealerf1 55 M\ 22 5 it bR B _E 5548 5 s
« Raft Engine: A SI7EHIRT ST, RRRpi iR pg Xk 5% -

3O
3.1 T ECR SR

TRRIZ AR R R N EFTR, SRS RIE 2R N RIA AN T ik

[X B b 8
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starts up times out, times out, receives votes from
starts election  new election majority of servers
Follower Candiddate Leader
| J
L !
discovers current discovers server
leader or new term with higher term

3.1.1 %2

Raft iR A1 48 OB HL IR i % Leaderi 2t - 77 SUS BN, 79 5 B 3 A Follower H R Term &0 -

H HEFollower M Leaders! # Candidate! £] 5 %X JHeartbeat 5 RequestVote{H ., H i & f& £F FEFollowerIk
A, R Follower?E — B AN GX BRI [E]#R A Election Timeout) %W @J J: RELE, MESBRER
5 B FILeader 222K TE , ARG HEIN H C I TermH 5448 /) Candidiate, FF /5 #T—FMLeaderi B 25 AR, i
BT

1. Follower¥& il 2 §ij () Term, ¥} Candidate;
2. Candidate’’FFZE# 4G AT, HH #ERequestVote | HA 17 HiE KIE

3. Candidate™ S fR¥EFAECandidate’iR 2, BEE| NE =FrE L+ E’J*ﬂ]?}'iiz (DZTT B AR 2) 7
Sk Candidatelt 2] T H AR T &5 A Heartbeat; (3) 2233 Election Timeoutls , &ﬁLeader%}jti
Yo - RaftB 5K H BENLE I 25 A0 77 12580 577 e B2 H P35 T4 A5 DL LAGRIE R 2880 it L&
BT I3 Candidate TR ARG AHER 5317 S AU ZE A N Leader -

312 K=

T HAENCE  VoteReqiH B, S RIETH BB A B85 ANR] A i B S B
1. VoteReqTerm’NT 8% T H C.HTerm

o WY S ELeader, NFEAAIZHZEIESK, CandidatelT I B 5 £ TR 12555 75 F Follower,
A% LB AT;

o QBT S ANSELeader:

- R VoteReqH I Term/N T H O Term, MIFEARIZ# 15K, 15 Candidate i #1251
R RN % B H O S0 B, e Candidate 2 AU 7R 1 25 5 48 A Follower, F 38 5 28
i

- 5 VoteReq) Term% T H T A Term, MIFELIZILFFE K, W TZHEEIERAEEM
. NTEITAMS, HEERELE SR LS — 1 Candidate, M ARIEEF
1z 2 £ HE — 1 Candidate#f 155 N Leader -

2. VoteReqWlastLeaderTerm/NT H C.WlastLeaderTerm

BT AT 2 FH — MNastleaderTerm™® B £ /R % 7 &5 W &% F —

“LeaderfJTerm, lastLeaderTermTX HE FiHeartbeati#f 17 B 3#7 - U FVoteReqH HYlastLeaderTerm/|>
F B O WlastLeaderTerm, % BHLeaderii[A]iXNCandidatefZ1E AR, 405 B Candidate b T FA 45 91

%E’Jiiﬂﬂp SNW A MR AR A SR, R R BT A ml%*, Bt LRSS 7 S S R4
FiEs
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3. VoteReqHlastBlockNumber/NT H C.W)lastBlockNumber

BT A H 2H — PMastBlockNumber ¥ BEFR R 11 5 WEIS U BGHTER AUER & - AEH PO REF, 7
Bl 2Pt XA R (FEI3.27) |, EXREHIRERET, AR T S UMCE] T BOR i X s
&R E . TS BORE T 5 K lastBlockNumber N —20 . 7y [ RGBEM IR A — B, FFEER
TRDAEESLA AR EIE T R, RIHAEXFE 0L T 7 A SRR IR EEE K

4. TREFE-RBE

H T B H Bl Follower K N A& BLh S BE BT A Lk ss, MR S 2 — IR E, HEEYIZ
WEENR, FR2% B O ifirstVote 7B B N 1% Candidate 117 &5 «

5. I~45BAARBAERTEER
RIRIABEERK -

3.1.3 O BkERRT

fELeaderFiH LS B, Leaderd] PAK HICMBE ~ Follower ®] AU E o BR1E R LeaderT AR O BEE] R, 3X
B L N Leader S 222 HHELM 44 728, (2 T —E A AW A& 126 OB EL 2 5 EFollower TLiE D) # 4k
BT, RGPENIER o N T B RS _FBNALE, BERFZE T OBGERLE, Leader®:IRULE]
CBREI R S #ITERNAC T, — B — B 510 58 BT Leader il 77 Leader 5 {7 H #5#2 ~ Follower 17
=

3.2 KRB H

Raftp i 58 KA Leader ™7 53, P AT FME R B CREEFEEGR I — B, R M %R H B8 M Leader™7 5. M Follower 7
RS o YRaft Sealer[n] S #F LeaderfE &2 K ARG, Leader ¥ iZ &R & W AFIERL (uncommitted) RZ,
HiE Leader 17 15 2 18 1T EHeartbeat F1 [ff 1 £ 48 B TE =X H: & 7] B & Follower ™7 5, & il 538 H 55 ¢ B2 Wi
B, FEBERM 4R S EBREIEGEE, FRXHIEUES NREGFMEY, R X EREERRE
CEHANCHERT (committed) RZ - It/5Leader™ 5 i@ 1T SynctEH 1] E A Follower™ 7 i) #E1% [X B £k
I, RSB H IR R T B R

H rRaftSealerds ik /& 75 2 Fil & 1 AETT €158 7 ESIE SR 4G (1) &7 NLleader; (2) & B FLEH AR LK
[ fpeer; (3) uncommitBlock P2 M NE, HE = MFREBIFEA RTFITHE -

10.4 EHNLS &2

THEIPIT R X RET S E— P EENIIEE . ZH0HIT, BIEXZSF R E L s HIEE
Hisk, HAPITES (Executor) T - HIRBEIR (Consensus) BAZZ WA 5 Hi(TxPoo) HELH, FTELALIX
g, FREARITESE ZPUTXRFRN S - EXSHPHITERRS, S3XPEEFPRA (State) FFITERL,
FERHT X REPIRASGEF TR (Storage) - HUTEEX MRS, BT —1TEE, WASFERAAR
T, RS RS -

BEERARMARE, MNMIFHEFEPITSMMERM M . — A\, AMIAHEREGESNE X REE FaE
BHEROBITERE, WERMEL ST NR. H—HH, AM1EEGEHERRFTHES #THF
Ko HMEI T —LBEAREEMHITES (EVM) BIAFZE, . JIT- WASM_EZEIVM. R, &5
MEVMAEREATE T SRR . HEEME, B HUTHMEO MG R, FESFREIMLAITI .
I, EVMCHISITH % -

EVMC (Ethereum Client-VM Connector API), s& LUKIFTHSR HRIIHUITER LD, BERB A FhE
BIEITER - FISCO BCOS HHiIRA T LUKV BE A 2U3E F Solidity, FUCHIEA T LRGN HAT 858
BE:DEGE
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Executor

Interpreter

State /Storage

AL, SRR SIEVMC, FHTEIFII3 53t o ST EITRT, ShRASHERT 0
5, 4Bt EVMCHIE AT HeHa 5 5 L (RS e

ZHFEVMC— JZ Bl %, FISCO BCOSHEM W & 5 HIMA B =k - S M E®RANITES - H
Al , FISCO BCOSK H K& % 48 FIEVMAR #EEVMCHH 52 Hi 3R A0 $UfT 28—Interpreter - [R It B8 % =7 F7
FSolidity & & PR EE A2 - HEi HA BB HUTES K B AR R, JEEeRFRrEe iRt -

10.4.1 EVM LUK B HLH,

FEXEREE |, H B siT i B A X REE LIS, SERHELIRMERIE. DORIEUNL, REREE?
I EITES -

SRS PIRFER AHISCE, BoRE R XREE L. APl AR RS RED, R RS
Q/JE’J%;;T%%Q@EVM?RTT REB LIRS, BE B XEREE ERORER CIRES) - BUBZRIETE, )S‘Zé%
iR, -

«ﬁ

EVMC - Ethereum Client-VM Connector API

EARAS B LAR 5 B EVMA T SRS R I ES o, T — DML R . BVMES TSR E,
HEVMCH: fnE - JHITEVMC, 180 IR ZFE L, AR TE S R9%EE T solidity AU AL -
B Hsolidity EEHUNL, £ AR FR Hinterpreter, T X FZfi#Rinterpreter 1S H -

EVMC #1

EVMCZEZE LT FE R 0 -
o InstancefZ H: T A AFHEVMEIE D
o Callback¥Z: EVMIEIET S AEE O

EVMA G ANMRIRSEIE, 17 558 Jinstance? D #/EEVM, EVMIE 2K, W Callback$Z [, X7 5/
PRASHATERAE -
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EVMC

Instance :

execute()
destroy()
set_option()

Node EVM

Callback Table:

get_storage()
set_storage()
call()

Instance #21
ESCT W ANBEUARERE, aEtlE, Wk, KES.
B0 %€ X fFevmc_instance (evmc.h) P
e abi_version
* name
* version
¢ destroy
* execute
* set_tracer
* set_option
Callback¥: O
TESLUTEVMA T S HI#ERE, TR R state 5 - KIRERRIRES
210 € M AFevme_context_fn_table (evmec.h) Ao
e evmc_account_exists_fn account_exists
* evmc_get_storage_fn get_storage
. evmc_set_storage_fn set_storage
* evmc_get_balance_fn get_balance
* evimc_get_code_size_fn get_code_size
» evmc_get_code_hash_fn get_code_hash
e evmc_copy_code_fn copy_code
¢ evmec_selfdestruct_fn selfdestruct
e evmec_call_fn call
. evmc_get_tx_context_fn get_tx_context

» evmc_get_block_hash_fn get_block_hash
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e evmc_emit_log_fn emit_log

EVM HfT

EVM 54

solidity & A HIHATIE S, solidityfisolciiE)s, ZHELITICIRIIEVMIES - InterpreteriE 3. | —E5
TS % sohdlty?}j’iéﬁi#): AR RIS, j(ﬁ‘?fExEEVMTE E’jm &, oL ZiHrE
RAFET A, THEEE, BdEVMCHABEVMHUTIXEFE S - ZEEVMA, FARGRILSCEL T X Ledg
LB

Solidity &£ THERAIES , EVMAEHUT ZffIny, & DU r) 7 01 -

AT 24

— %4ADD¥E 4, FEVMH KRG SEH N - SPEMEMR A TEE, NRTIE % - M E
(SP[0] -~ SP([1]) EHEUE, BITNFUS, 5ALEHHSPPRITIELSPD (0] -

CASE (ADD)

{
ON_OP () ;
updateIOGas () ;

// pops two items and pushes their sum mod 2°256.
m_SPP[0] = m_SP[0] + m_SP[1];
}

PR 15 < 254

JUMPFE<, SKEL T b (TR (A ABkES « & e MHERRTTmsp (0] BUH R kAR Al 300E— T & Ak
G, WEIERPTEEPCH, 1 EL, H%N\PCTEFFTJE’J@Eﬁﬁ‘*?M?

CASE (JUMP)
{

ON_OP () ;

updateIOGas () ;

m_PC = verifyJumpDest (m_SP[0]);
}

RAEBESE L 26

SLOADF] DI E IR SR - REUSTER, MHER TSP [0 U Z 5 A ikey, 1EkeylENSEL, R)E
PHevmcflcallback i #{get _storage () , B MR AkeyX N Fvalue - 2 J5 RF 5L 2] fvalue 5 F| 45 5 HE
HSPPHITAYGSPP [0] -

CASE (SLOAD)

{
m_runGas = m_rev >= EVMC_TANGERINE_WHISTLE ? 200 : 50;
ON_OP () ;
updateIOGas () ;

evmc_uint256be key = toEvmC (m_SP[0]);

evmc_uint256be value;

m_context->fn_table->get_storage (&value, m_context, &m_message->destination, &
—key) ;

m_SPP[0] = fromEvmC (value);
}

REF 1L 26

SSTOREfE 2 Al LK H WS B T AR EF, KB LEE, NBIE —MEZ
i & (SP[O] ~SP[1]) E Hikeyflvalue, FkeyFlvaluefE H % %t ., H FevmcHcallbackp
%'if(set_storage() . BT SRR -
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CASE (SSTORE)
{
ON_OP () ;
if (m_message->flags & EVMC_STATIC)
throwDisallowedStateChange () ;

static_assert (
VMSchedule: :sstoreResetGas <= VMSchedule::sstoreSetGas, "Wrong SSTORE gas,,

—costs");
m_runGas = VMSchedule: :sstoreResetGas; // Charge the modification cost up,,

—front.
updateIOGas () ;

evmc_uint256be key = toEvmC (m_SP[0]);
evmc_uint256be value = toEvmC(m_SP[1]);

auto status =
m_context->fn_table->set_storage (m_context, &m_message->destination, &key,

—&value);

if (status == EVMC_STORAGE_ADDED)
{

// Charge additional amount for added storage item.
m_runGas = VMSchedule::sstoreSetGas - VMSchedule: :sstoreResetGas;

updateIOGas () ;

AN HTEL 24

CALLIE € BE W R s 1t A H B 4 — 1~ & 2 - B 45, EVMH I Z2CALLIE & , A
Flcasecall (), FEcaseCall)® , FcaseCallSetup()M HE % H & H E#E . # 2 pllnsg, 1E NS 5L,
P Hevmclcallback B #lcall . EthfE# Bl fcall)fF, BEh— MHFEVM, LWFFEH, Z/FHH
FIEVMAPITEAE SR, @it call) “HISEUREIA S I AVEVM, X AIFEVMELE 5 NS R HERRSSPH , 1
FEHR . AN HEES B HEELL .

CASE (CALL)

CASE (CALLCODE)
{

ON_OP () ;
if (m_OP == Instruction::DELEGATECALL && m_rev < EVMC_HOMESTEAD)
throwBadInstruction () ;
if (m_OP == Instruction::STATICCALL && m_rev < EVMC_BYZANTIUM)
throwBadInstruction () ;
if (m_OP == Instruction::CALL && m_message->flags & EVMC_STATIC && m_SP[2] !=_
~0)
throwDisallowedStateChange () ;
m_bounce = &VM::caseCall;
}
BREAK

void VM: :caseCall ()
{

m_bounce = &VM::interpretCases;

evmc_message msg = {};

// Clear the return data buffer. This will not free the memory.

m_returnData.clear();

bytesRef output;
if (caseCallSetup (msg, output))

{

evmc_result result;
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m_context->fn_table->call (&result, m_context, &msg);

m_returnData.assign (result.output_data, result.output_data + result.output_
—size);
bytesConstRef{&m_returnData}.copyTo (output) ;

m_SPP[0] = result.status_code == EVMC_SUCCESS ? 1 : 0;
m_io_gas += result.gas_left;

if (result.release)
result.release (&result);
}
else
{
m_SPP[0] = O;
m_io_gas += msg.gas;
}
++m_PC;

=0

e

EVMSE — IR SHITHINLES, Hi A EsolidityZR1F /5 B —FEHIF8 SR T7 S AR SEIE, B 2T SRE
A o DLKITIEFEVMCSE I T ZREFINLIOFR A - (HEZE Bai, 3R H IR FinterpreterZ S,
HIEA ] B . FEMEIE— O RBEANFE MBI DB AR NS ER, 2 —0RENSE
1% o BCOSYFRFEEIR I L TR K J -

10.4.2 Precompiled

?ﬁé)ﬁﬁé NRM—FEHCHIR ST SLIRTE, YRS EIEDE, M Tsolidity &2V BA HIF AT
, AT LLES B R RS SE I A T -

Tiigm % &4 5 Solidity & A%t
R ZEH

Precompiled FUZEF 40T B s

o XHGGIESSAEHITZE 5 WIS AR W FH A L RO HE SR AT 1A o Mok 14 R URS TR 1E &
2], #iik0x1000-0x 100002 C++TdRiF&2Y, HAthtZFEVMEY -
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-
/ X HR4G i #&(Block Verifier) \

K
o PUTTIGR & LU E ST/ ZARYE & LU IR IR w2 & L RIRT 5%

o BAMGRFESAN SIS T Mcal 1L, TRIFALIMN BB %8 0 s .
o cal VIRIEARL Zy1Iabidaiy, FREXE|Function SelectorfIZEl, RIGHUTH N FIZH -

BOEX

BITRFESNEDTEME CcallEO, BOEZ=17"2%, 9 JZExecutiveContextHT
NI~ pytesConstRe £S5 Habidm i A AMERMK P itk F AR AMERIK P ik A T IR B B S AL
FR - Precompiled?ﬁﬁ% °

10.5 FAfEER

FISCO BCOSHA LUKI BRI, SIAT @y Rlt . ma k& . ma - mrEser o mzimeed . 77
f IR T AL FE B0

HFRE: Al —2P %15 B MPTState FI StorageState
* MPTState: [ FIMPTH 7EENK A HPIRE, 5 LIRS —EK
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. ?torageState: S ARG FEIR RS, NEHEFER, £ T XMPTH K,
THERER =
4 i I F7 i (Advanced Mass Database, AMDB): i# iS5 #4514, SCIL T SQLAINOSQLI ST —, 5# 1T
SCPN R FEAEIR S, AT LSO REGRE, H A D43 FFLevelDBFIMySQL -

#1775/ (Exectuor)

‘ EVM ‘ { Precompiled ]
\
SRR (State) 475 777 4(AMDB)
[ amx | [ mex | ( REx |
[ MPT State ‘ [ StorageState

| LeveDB%H || MysQuEEEh |
T.E%ﬁ l‘ /f "
L—  sEE /
[ LevelDB ‘ [ Oracle ‘ [ MySQL ‘

10.5.1 AMDB

A% (Advanced Mass Database, AMDB) B8 % &5/ F50,  BE AT RAXT B 21 56 R B 2 7Y
#, AT LATR A FIK VEUE FEAF i o 5 SEINX B T ANRIEUE A7 9K 5h . AMDBHE 1S AT DL #F
FiE % 2 BIFIKV ISR 2 -

o CRUD#UE - XEURF & A IEEIRFEEOAGE I T ERFEAMDB, THELE, AAREE
TR P AR B 75 2L B IMPTState 2 StorageState, JCISHL B Wi FiState, & 2ICIBENTE Z AR L) -

o Y FHMPTStatef, & 2R ERZE B RIFEMPTI A o 24 {8 FH StorageStatelf, & £ JR &R 48 & (R 77
fEAMDBZH1 .

o REMPTState FIAMDB i A SR # £ 5 [A]LevelDB, 1H =3 {# FH A~ [F fLevelDBSEf, X E H S
P, Y ERE A I MPTStatefs), $RAZEHRRT 78 7 68 S 20 1 Level DBEHE A~ — 5.

ATy
Table

FRER T HIETEEURE - TableH 77 AMDB Fkey 2| % R/ Entries FIBLET, 7] LB T AMDB Ekey #1734 2
B, XFRRFMRL .

Entries

Entries ' 77 it 3 Key#H [7] HEntry, %(%H - AMDBH] F£Key5Mysql™ i) Fkey N[, AMDBFkeyHH T 5
7REntryJ& TWFkey, HH[FkeyHJEntry & 77 5U7E [F]— 1 Entries 3 -
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Entry

SRR A —4T, BAT AL VE Nkey, R HIEE Nvalue, FRKVEER -« &M EntryiiE B C
FJAMDBEkey, ANFEEntry 27FE M [FIAMDB Fkey -

Condition

Table " FIMH ECE e 1 SCRFE AR, X =AM O 2R BRI SR AR5 /5 FOSE R « ARSI, AV
FEART 715 =

2445

DAL AR B LA BEC RN B, R B4 .
(23 UM
* & 'Names£AMDB Fkey -
o RAEME—ITHN—PEntry . —3H4 1 Entry, 5 Entry YMapfFiE%EdE - 4 Entrydl -
— Entryl: {Name:Alice, item_1id:1001001,item_name:laptop}
— Entry2: {Name:Alice, item_1d:1001002,item_name:screen}
— Entry3: {Name:Bob, item 1d:1002001, item_name:macbook}
— Entry4: {Name:Chris, item_id:1003001,item_name:PC}

* Table™ L\Name}) Fkey, 7753 Entries¥f % - 51/ Entries/H 17/H Alice 1255103, 5521 Entries+
FHBobMI145103%, %53 EntriesH 776 Chris i) — 4510 3% -

« il FTable #) & ) ¥ O B, & # 0O F 2 1§ EAMDBFkeyM 55, X B &
HJAMDBFkey NAlice, & HNprice > 40, 2EMHEntryl -

AMDBZ 432
EH R Eent ry, %‘K%ﬁ_status_,_num_,_hash_[jﬂﬁiﬁ °

RER

ARGURBONEAE, HFAEINEIRIERSER B -

P&

F P VA FCRUD#: T BIER K, Ll_user_<TableName>HE%, JKZBINAIM _user RigH-

StorageStatellk 7 %

_contract_data_+Address+ {ENFEL - FHEEINTIKHREE . BEWWT
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10.5.2 StorageState

StorageState & — it F§ AMDB S LA T PR S 77 20 - A EG T MPTState =225 DL T X5

MPTState® M - 5 FIMPTI 7 (i &G, S R 8dE R g 20, SR R #7105 20t
AEIR] & - StorageState® MKk ' % N — M Table /7 i HAH K &R, ©FEMK S~ fnonce,code,balance®
2, TAMDB AT LUE i SE PG R B A7 i 3K 5 SCHREAS [F] AU 2 DU it e . 3 AT FH Level DB &
I, StorageStatettfE K4 EMPTState TP 1% -

10.5.3 MPT State

MPT States& PUKY; E 42 S EUE #7720 SBIMPTIR T30, A E S mEdRH AR, L
TR E AR -

MPT#

MPT(Merkle Paricia Trie), & —FfHhashZ 5| E0E HIHTZRHT -

MM B R, MPTH & —RETZEN, Fkey®& flvalue - iBitkeyZ & ifjvalue, Hi/E HkeyEEMPTH
RG], EEEZAFETASE, BARAFEEERAT T A

MAHHT LR, MPTHY, & —HFRMerkleftf, &M LT R ARG, #R0X 19 A fhash(H - 7£ fHkey ™
HovalueIBS 1€, AR fakey £ 57 s NHE, FRBCP — 175 B IO T 5 hash(H, 2T — D1 A
WhashfE, A BEMNEEMEERZEHBH N — T mEdE, 25, Fikey, E NPT HRHEHT I
T H Bhash(E, EZEEvalueTERI 777 54 -

HMPTH BRI 10 s OREE BB S, B 77 R i hash t BT, BEZTIORAY, X 717 e
WIEIR T SRR E (AT S B hash#E 2 BT - AR, MPTIR T A Bhashth & BT o R G IX DT HIEL
JERT, AMPTHTRIAR T Mhash, WERZEESEEEHHORT 5, HEE-ZRER, SERRIHIE
P& o TAnRELE DT LR, AT HZ R Rhash, WERZEESEEBLERRT &, FETES, B
BRI LA -

MPTHSEERR (& B LUK 5 B 43)
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Ethereum Modified Merkle-Paricia-Trie System
An interpretation of the Ethereum Project Yel
- Wood, “Elberum: & sesiee decntlsed gmeralined rsacior

Block Header, H or By,

Hash function:

KECCAK256 ()

[ Simplified World State, o

Keys Values
I i3]s]s] soem

la|7]7]d]3]3]7] 100w

World State Trie

ROOT: Extension Node

prefix | shared nibble(s) next node < | a | 7 | f | 9 ‘ 3 ‘ 6 ‘ 5 \ﬁ

0 a7 [a]7]7]d]3]9o]7] o0126TH
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2 1355 |(45.0ETH 0 d3 2 9365 | 1.1ETH
Prefixes
0 - Extension Node, Branch Node
even number of nibbles ol1|2]3f4ls|6]7]8lolalb]clale]f] vae
10 - Extension Node,
odd number of nibbles, /'
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30 - Leaf Node, odd Leaf Node Leaf Node
number of nibbles ) y
O = 1% nibble prefix | key-end value prefix | key-end value
1 nibble = 4 bits 30 7 1.00WEI 3 7 0.12ETH

R State

7 lf)ljiiﬁii I 2 Dlaccounty AL /), B ThaccountN , TR FE X AN HMLHE - &
# - nonceZF TG - accountIELHE , i@ TaccountfI Mtk (address) FHFATERF| - LIRS L AMPTH X
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X Ffaccount PR T 5 -

(B AR ELARTTEES)
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PREVHASH | | STATE_ROOT | | TIMESTAMP NUMBER | PREVHASH | | STATE ROOT
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VAN RN
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NONCE BALANCE CODEHASH STORAGE_ROOT

/

CODE

89125124 2025125

Trade Off

MPT Statef15] A, & T LI R AIB 3 - AR TS AR X ER R Hstate root, it BE 2 1) 2] =4 i [X Bk
TFaccountfJ[j] 5215 8. - TMPT StateFJ5[ A, #A T K&hash I E, FIRHBITEL T REEIEHITEHERE
S AEVERET T, MPT StatefFE& RIRNIH T - ATLIYL, MPT State 2 IR EFHE R ATEHINE, AR
72 T 1HERE -

TEFISCO BCOSHNL &&=, YERES vl BIMEM L, THERER W EZE - FISCO BCOSK I Z HIFMEH 1T
TEFPN&TE, SEELT Storage State - Storage StatedffiE T E > AURLEMINE, (BRR T HERE LAV -
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X—MBREANS T AEANEHMARNEENSE: BAYSWEIIRS>HEY ARGE-
i
o F—IKARI TR SATEB0RE —2, RIE € R B —E

s TRESENERESIIRESRORG 8RS 5 B € E X —2 . WREERETHFRER, TR
HEsh S EEE, EASNRAIERBIE.

HETCARL BIT AR ERE
SSLINIEH THiE T M Z AR B UF AT AT SR EE . —&REE LT RBEEENSE =T (7 RIERR

MAiE) -

FISCO BCOSZ K SEIISSLIW [ ATE - 77 A ZEhandshakesd F2 A, M 75 17 i R A A TIE 5 A AR B 757 717 A
HnodelD, & 1ZnodelD2G7E BB HICARZL R . (NFLE, FHlZ%connection, WINLE, %3/ session o

CARZ AL SCFRSSLE RIIAIERI 5, (ERIRHLE: 77 S Esessionf 32 f5, 7 Msession R EUH 75
9 85 A nodeIDIF AT HIWT, 40K nodelD7E H 5 FICARE A B | B 25 37 fsession¥TiE -

TR R RE R H A

SR AR GURT R PWET ST A ANET AR QT N

— addSealer

B0 KB
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T RBECEFRK

i
[ o 6 i s i S 4 |
[ 102w i B oA |
B E
BE2H 1
| T 2L A |
| T 2L ) e S f |
BN

e B SO R AN . AR R EC B M ST B RE o B W] BORC RS - H R A R ST
ﬂﬁMEi#config. ini -~ ﬁ?ﬁ%Hﬂﬁiﬁ:group.N.genesis%ﬂﬁéﬁﬂfﬂﬁﬂﬁi#group.N.
ini, EANHTAERRES 5T MG E X, RO eE B8 CERLE TR
B, PR ZEETAERINE -

Ao XA Bl

XF MW g " B B B X ffconfig.ini, W A W AN H H W KPPV
= % b2 | #Ip2p] - Ril =3 ik 45 [network_security] - CAE £
Bi[certificate_blacklist]- [certificate_blacklist]A[f/D. BREIZEFIIIT -

[p2p]

;p2p listen ip
listen_1ip=0.0.0.0

;pP2p listen port
listen_port=30300
;jnodes to connect
node.0=127.0.0.1:30300
node.1=127.0.0.1:30301
node.2=127.0.0.1:30302
node.3=127.0.0.1:30303

;certificate blacklist

[certificate_blacklist]
;crl.0 should be nodeid, nodeid's length is 128
;jcrl. 0=
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;jcertificate configuration
[network_security]
;jdirectory the certificates located in
data_path=conf/
;the node private key file
key=node.key
;the node certificate file
cert=node.crt
;the ca certificate file
ca_cert=ca.crt

XN FEEHE AL E X Mgroup.N.genesis, T AENEHE NEAHT S WIIE5]F[consensus] - Bl &
TG

;consensus configuration
[consensus]

;consensus algorithm type, now support PBFT (consensus_type=pbft) and
—Raft (consensus_type=raft)

consensus_type=pbft

;the max number of transactions of a block

max_trans_num=1000

;the node id of leaders

node.

—0=79d3d4d78a747b1b9%e59%9a3eb248281ee286d49614e3cabb2ce3697be2da72cfa82dcd314c0£f04el1£590da8db0b97d
node.

—1=dab527a4b2aeaeld354102c6c3ffdfb54922a092cc9acbdd555858e£89032d7belbed499b6cf9a703e546462529%ed%e
node.

—2=160ba08898ele25b31e24c2cd4e3c75eed996ec56bda96043aa8£27723889%9ab774b60e969d90d25d70ea8bb8779b70
node.

—3=a968£1e148e4b51926c5354e424acf£932d61£67419c£7c5c00c7cb926057c323bee839d27fe%adbc|5386dEf52ae2b

HAETSRARE N
HHARGEREOE X

ﬁgfﬁgduﬁﬁifmﬁéﬂ%ﬂﬁﬂzﬁﬁmfﬁﬂ (ST ELCARR & BSR4 ) B 2 L) - R R GT R SR ftn
HA:

contract ConsensusSystemTable
{
/) BT R R A
function addSealer (string nodeID) public returns (int256);
/) ABE T R SR A
function addObserver (string nodeID) public returns (int256);

/1 BETHINHARTRTBIR

function remove (string nodeID) public returns (int256);

T

« AIKECE BV BRURERAER, JESASEIESNE, BEEER R
« CABBBHEREI T ETTA E’\J% B, RSB EETHMRELH

10.6.2 CARZ BN

AR B2 BT AU, EETTES N (CARAZ BRIEF) -
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4 VAl
CAEZ ¥ BIFRIEFHELZ|F (certificate blacklist, & FCBL) - CARZ M E Fconfig.ini
Filcertificate _blacklist]EiE K NodeIDFH THIWr, FE4EINodeID Ty A L % E: -
CAR Y BB & R
o« ETIERTERE (MEELEMEAAE) HEE RS NMEECE, M T SR E T

2,
« ETRAAH (T E/EERE) EESATHREE, WA, EREEL
« ETHFBALE CRMFGEAE LR R RIS ARG, NAIDRER, ~AETHEL-

RRIRIRF

T EZORCAR AL BT MBR M E KR - B HIA->BRIRBE R KARARIR (0 %3E ,  [F]I B SR A
TABRRAIIALL -

BHIELIRGHI S AR, RAFZEHA

| |
| |
T 1
I_ ST ,_%?_ZE;Q-:: ﬁ‘/ﬂ)ﬁ:zj] I_ B _gr_c:u_p;(.g_en_es:s-:
I R Iz
| mear i Rs b — el A |
i I I el e
l | papli A |
SEIH : Pl :
PESH [ ) | o e
%2?’6?% <——:— Session | TR uEP :
ERZEES ! ! : I
I | I CAME A L :
| |
! Amop |, ___ _ configini|
! | i
: | Teksh, 54K
BT

JEKJZ SEEISSLI [A] 5 1F » 77 5 fEhandshakedd R HF, 18 i XF 77 £ 44t AOE 5 5K B 77 17 5. fnodelD, &
ZnodeID/E B1E H S HICARL . WRTE, KMHZ%connection, ARELFERAR -

=

- 2ULREN

o CAELZ BN LS 2 HIP2PTT SiEH: M AMOPIH R oM, 2 2R3,
o SRAZ BOIHFNRE ThREE B, M IR K R TE BRI A -
Fit B A% =K

%ﬁconfig.ini@ﬂﬁﬁpi7][[[certificate_blacklist]%ﬁ ([certificate_blacklist]7fE
BlEAAE) - CABRZ AN NT M NodelDFIFE, node. XN AT S ELEEREFIXT 717 M NodelD . CAE
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2B RBCER RGBT -

[certificate_blacklist]
crl.
—0=4d9752efbb1del1253d1d463a934d34230398e787b3112805728525ed5b9d2ba29%e4ad92c6fcde515
crl.
—1=af57c506be%ae60df8a4al6823fa948a68550a9b6a5624dfd4d4afcd3f75ce3afcobbldlobecb7018el

pbede8baabacal3

n22cS5ecbdl0l6a

e s

+ CARZH RN EMERRAN, FETERDSIEG, BB
© CARAM ARSI T BT WANBLE, FEASELTIHOELAL.

10.6.3 R
RUBR -4
SAEEMAGEYE - BHZS - BERROAGEML, BEEEWALT . THEMRML . ETHLE

WA 2B E . MISEEEER . Hit, BEEEAESSEOS R PR BR Sl p B -

DRI P B, FISCO BCOSF & 2T i A Ari#, 12 i o A U REAURIZ R ImLEH] . /]
DARTE, 4R B e 5 s AT AR ], VKR BRI BHR S R ATEOR T BL . A AR 2
FHMRIK - (x.origin) (T RIBLA], W EIFEGLUEE, ROQE, RNSGERIE (B FEmer) 417
PRI, FRAVEIRIEAZARES] - AELFRERET, &IPS BIfE— R ARV, RS
Eﬁfjﬁiﬁﬁé%ﬂi&ﬁ?ﬁ%, BT A AR ERE S S B AR IR A, SRR S R R
SERLEY -

AR 2 el AL

ALBRAZ AL AT
1. AURFEHIE B/ VR SR, ZE T MR P b AT 4] -
2. BRI, REEDIRE, BOAZRBOT, RPTESNRIK -~ HF R 5HUR -

3. MR EFIHIRHE (_sys_table_access_) - PFRFEHIZE R LAY ikl , T F2BHIZNK - X
VURBEELEIR, BEZ MO 3 T1% RO AR -

PUBR P 73 2K

A A GBS 5 0 FE F P R Ge R ORI« R P S5 P P A A QIR P R L
RERIR . ARG HIGFISCO BCOSK BEEM AN BMIR, RARILT iR . RERATIRE
TR

X P RAEDRGEER, SDKA B =182 O AT AN BRAR KR
® /EHF'?%

— public String grantUserTableManager(String tableName, String address): R /7 4 F15h
BRI P i EARAE S, -

— public String revokeUserTableManager(String tableName, String address): R & F 7 38 4 f1
HPERIR P bk £ BRAPRAE B, -

— public List<PermissionInfo> listUserTableManager(String tableName): R & /% 4 &%
BRI RIC TS R (R0 R S AN P ik Fl AR AR =) -

* _sys_tables_3%:
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— public String grantDeployAndCreateManager(String address): &N Ak O E A

LIFNBIE P RAR -

— public String revokeDeployAndCreateManager(String address): 5 Fx/MERI 7 Ho bk (50 & &
LFnOIE A P R AR -

— public List<PermissionInfo> listDeployAndCreateManager(): £ 1A & & 4G @ H -
FRPR AN PRIC S

* _sys_table_access_%%:

— public String grantPermissionManager(String address): & /il /MBI P 3 41k 7 % FRAL PR AT
FR

— public String revokePermissionManager(String address): 5B /NI 341k 545 FEALFR AOAL
PR -

— public List<PermissionInfo> listPermissionManager(): & E#G & FAURAIASRIC KT F -
* _Sys_consensus_3%:

— public String grantNodeManager(String address): 3 1&MRIK P kb (77 & FRALR -

— public String revokeNodeManager(String address): 5 FRFMERIK - Hihk 1777 s & FEAUR -

- public List<PermissionInfo> listNodeManager(): 205 77 5 BEAUF R %515 -
* _sys_cns_¥e:

— public String grantCNSManager(String address): 341~ - # kb 75 FHCNSHER -

— public String revokeCNSManager(String address): 5 FR7MEBIK 7 #hik A0 £F FICNSHUR -

— public List<PermissionInfo> listCNSManager(): Zif#5 {f HCNSHIFRICRKIIFE -
+ _sys_config_%:

— public String grantSysConfigManager(String address): #415MRIK P #hk i R 25 55058 HAL

FR -

— public String revokeSysConfigManager(String address): 5 FR/MRIK P HhE A0 RS 5E HH
BR -

— public List<PermissionInfo> listSysConfigManager(): & iH#iH RASEEHONRIC RS
*.

WOE R bR AR £ 1 3R Eljson™ £F 8, A &codeflmsgF B, XM TLINIR #AERT | HcodelE X-
50000, msgiE X H“permission denied” - AL EARES, Hcode 10, msghy“success” -

HERIE B LLARGER AT AT, AUPRFESR A _sys_table_access_, HFBtfFRE X T:

FE FRA | 2moN=E | | ik

table_name | string | No PRI TR

address string | No SRR B HE

enable_num | string | No FUPR A B AR X B =

_status_ string | No DA NEEBERTE, “OFraH, “1"FZrEk

Hep, WRBRFRIEASCER, 07 XRAER, KR T — XRAER - REFBO0R, £
AIBRIESRAETIEFERCRE, i ZoRembr, RIZoRBERIETA T RICRS -
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PR s
BB I Th RE T

IRIESZ 55 BHE NG, FRRERIR LB . R BRI VP RS ASIR . RORATE
i REERI RGN RE, F P R TR KRBERL S5 ThEE, W R EIFTR « SNERIK P i g B AR # R
PRAHREE, BENRIG AR AR P RAARE, I AT LA I S R ST RER L S5 TIRE -

PR P R T

PPRIZEHI AR T . EEHZF P im AR ENR, TR 580, T E sk P AR R
FLURIRERR T GRAIBHRIET SO G HAE, MREIZINRIK  #0HRIE AR ARG S (FUR
FRMBIREFEIIR) - HREFHR, MHITEHRE, THEFNUT;, FRELHR, MHELS
BE, REITTAREE - WRAMTERIET SOV ERE, MIARENIRER, EFPUTIERERIE, REZER
g - WERWT

PR TR

FISCO BCOS4 i A A BRI fil5 an i FH 7 =K
o BIXESE T, BN EH S @S FEHARINGE, BARS AR I HF -

o BIXTH A, SDKARIEAPRIEHIFH P RGN RA RN T =080, 23R, W
EWAREE O - 7T AYAFISDK APIA PermissionService$ K {# FAAY FR THEE -

10.7 P2P 4%

10.7.1 %it H#n

FISCO BCOS P2PHEHR SR (Mm@ A% & i) 2B (5 BRI RE,  SCFF XBRBETH B0 8% - HIk )
&, SR XHREET SRERY, ISR .

10.7.2 P2P:E TNk

o XBREETT SFRA

I XCEREETT PRRME— AR — D RBETT 5, A2 XCERBE W 2% bd i DXCBREE 7 SRR X R EE T AT
Sk

o EEM SR

HERT X BREE [ 2% L XCERBETT SR AITCPRERE, BT REER, HohAEEE
< HEMX

FEDXRBE M 8 B K RBETT s B], EATTHE BBk - HFREl
 RERP

TE KR HET R RS
10.7.3 XHEETT SRR
(X HegE T S FRH EECCEE M A A A, A KRBT S UG ME— IECCHREANT, X HBE 15 S FRRTE

DX HRBE X 2% A I — R — D XCERBETY
BHERIBLY, — DA EIIAKREEM S, BDEMER =3
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* node.key 17 H %8, ECCHEZ\
s node.crt T AIEF, FHCARIA
o cacrt CAIET, CANLIFEMHE
DXERBETT SBR[ A ME— X EREETY HFRIR, 18BER{E Topic, HEF-Hk{EH
X EREETT 5 Sk
o XHRBETY MRS IR
TEIT X ERBETT PRI, 78 DX HRBE W 2% r 18 07 P — A DX BRBE 7Y A
» TopicT1ik
i Topic, 7E X IREE R 2% i RE A —4H KIE 1% Topic i 17 A

10.7.4 EH ML ERE

KERBETS S, & HENZRAMERTCP KSR, RS . MBREN, FNLREE
DXBREETT S AR E BT, & FACATFBHTIAE

U< RVR K

10.7.5 {HE WA

(X BT 5 (BT B SRR AR - IR IR
o BAAR B KERBET AR B K EREETT S ALY B, B KR EETT SR IR St
o AR, BRNIKERBETY AN ALK T S KN B, i Topic S
o TOHE, B K BRBET R BTE KRR S T A,

PR

ke dh

I ik

10.7.6 WRAEFED

AT ESET A SHPRE, HREMSeqE 2 M EN &, 5ETT SRS

10.8 RPC

RPC(Remote Procedure Call, ;2SI EE FinS5 XHERAELT L —EDAED . HHE
IRPCE O A EIMX M RERE (ke - X T aERES) MAELS -

10.8.1 1 A iffERE

+ JSON(JavaScript Object Notation): — 2 & M FIEIR T HA& = . Brl LERREST - F/ 8 §F
FFHIFEREAERT

« JSON-RPC: —MILIRE - BERIEESBEFADIL . ZIEFEE LT LIRS LH
SOERRLN o B ARVFIBITIEEE Tsocket, http&5i& 2 A FITH B A MIA R FE —H#EF - B HISON
(REC 462T/WENEIEREZ . FISCO BCOSKHISON-RPC 2.0%1 -
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10.8.2 2 fEHLLEH

RPCHEL R 11 77 $& HEFISCO BCOSHIZMER 2 M, % F ¥ il ;X RPC & £ 15 3K, RPCIf i I F K 2% & FH 5L

BRAAp2p I HRAR BUME SR M L, R i 52 1% B 2 % 7 g« L o I A A B R 5 5 2 K AL o) B [ 3R
BERZRORE IR, B Eaf ik, FDHE, XERAEERRER, 52 Fhibisk DU X HRASIE AR «

10.8.3 3 i E X
3.1 BuiE R

P R KRBT S S MARPCYIF, % P ifiEsRERE A3 E AR -
* jsonrpe: FHEISON-RPCHIMSURA I FAF &, I IHER S H9+2.0” -
* method: Wi JTIERIZR -

o params: VI HETRENSE, H1ESEA% . HTFISCO BCOS 2.0/ T £k ANH], KA
HIVEE R NI — S E RN EREID -

o id: D E P umIME—FRRID, IDUAR— D FRF 8« BUESINULLZE « (R A& 1% A 5]
HENE R — A -

RPCIE KA &R
{"jsonrpc": "2.0", "method": "getBlockNumber", "params": [1], "id": 1}

o FEFRAT R R B FINULLIEid (e, DRI G A (S ok i K -
o FESRRT R TR BRIV ia ], B BV R E R

3.2 Ik S5 i KL
YEE—PRPCAFN, BREANZAN, KREETT SEL AR E AR - W8R8 A— 1 ISONK &, fii A L)
TR :

* jsonrpc: T8 EIJSON-RPCIMMARAR FIFAF & o AHER S 57°2.0”

o result: IEAZERF B o A G RN R AR BT I DAL &, 2 A T VRS RSB R I AU L& K

B -
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. error: BHRAERFE . ARAEAMALAES, LIE T RGN LA & %R
SHAEL AR 3. 3T LR 5

- id: WARG. A & N R A R PR il B AR E R R
BAEEE (LIS RENRSARTAHR) | ML AN -

RPCH 3 G 4% 7R )

1o

\=ln
\n

{"Jsonrpc": "2.0", "result": "Ox1", "id": 1}

T RSS YA RN 6L EresultBerror i 1, (HF M EUANRERIN &5 -

33 iR S

X —/RPCUHFBEE|EE RS, IR [\ AR S & errorf RS R F B, MHRIIFATERRIG, 155
2. RPC %6

10.8.4 4 RPCH: 1 1kt

FISCO BCOS#MHt=F & FIRPCH: Ot & Frumii f - H A4 A3k

o DlgetJ kBRI : FlU [getBlockNumber M, EIHRHIXHEE -

+ [sendRawTransaction]#HM: HIT—EZELNRKL S, FERFXIEELINEAIREIRL -

o [calll#M: HUT—MERASCE—ERL S, NHEEXREEIR, MR BN LR E -
10.8.5 5 RPCE: %1%

HHERPC APLCHY

10.9 Zwid X

10.9.1 X 5451 X ERLPZwAS fHiR

FISCO BCOSHIA 5y L5 7E R AR IR A2 B F i EEfit b, B Py == B - FISCO BCOS 2.0.00978 545
FFBANT

RC1/#hashWith 7B (HFR3E Shhash/ZZ FME—FRiIR) A RURAZ IR :
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transaction = {

nonce=1370156468943306148824559452073310666068822540330522208643152064836847164362,

gasPrice=300000000,

2as=300000000,

blockLimit=502,

receiveAddress="0x0000000000000000000000000000000000001000,

value=0,

data="bd291aef000000000000000000000000000000000000000000000000000000000000004000000000
0000000000000000000000000000000000000000000000000000002000000000:0000000000000000
000000000000000000000000000000000000000274785f636f 7562 745f6c696d69740000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000
000000431 30303000000000000000000:000030000000000000000000000000000000000°}

rlp+hash
L 4

0x209dec335021e38f339a347fe7c559bfeeddeach02246a62bffbba07d15db729

sign with privateKey

v=27,
r=98037241518606578528942217553489234386580682737778519235988167863825923084574,
5=545642125259186151205613790163766009167095027050756678553736227648465311245595

add signature

signedTransaction = {

nonce=13701964689433061488249554520733106666688225403305222086431520645836847164362,

gasPrice=300000000,

£a35=300000000,

blockLimit=502,

receivefddress="0x0000000000000000000000000000000000001000°,

value=0,

data="bd291aef000000000000000000000000000000000000000000000000000000000000004000000000
00000000000000000000000000000000000000000000000000000020000000000000000000000000
000000000000000000000000000000000000000e747 856367 562 745f0c696d69740000000000000
000000000000000000000000000000000000000000000000000000000000C0000000000000000000
000000431303030000000000000000000000000000000000000000000000000000000007,

v=27,

r=98037241518606578928534221795348592343865806827377785192359988167863825923084574,

5=5456421252591861512056137901637660916709502765075667895373622764846531124995}

rlp+hash

0xB60763518476ff85321bbe70fc1dd14971041130078af31586¢c1e2824075d2090%

RC2HY 4 mt i B B £ M, H & F % — Prilp+thashAitransactionss ) & & I
Hchainld ~ groupldfflextraData="{>“FFx -

10.9.2 X4 K HRLPZRAS A

FISCO BCOSHIX BH LA N FL Bk 4 2H A :
FISCO BCOSH X Bk & M B LR
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10.9.3 WB (LRt

FISCO BCOS HEIEMEEIREH, 75577 5858 E FEdE & N P2PMessagetg =, 77 155 SDKIHA]HE
{5 W% R £~ ChannelMessage & = «

FISCO BCOS
node
channel | o c0 BCos P2p FiscoBcos 4_c'anne!
node node
FISCO BCOS
node

P2PMessage: v2.0.0-rc1

v2.0.0-rc1 P2PMessage kK E N 1277, {HEBEEEIT:

32fiilength
8fifgroupID | 8fiimodulelD 16fi packetType
32{ifseq
AiEKdata

FEERID R 540 R -

P2PMessage: v2.0.0-rc2

v2.0.0-rc2¥ B T BEAHIDAIERIDIE B, Hx L2 L FFE32767 N FELH . H BT T VersionT Bt oF < F7 H b 45
PN ELE), K KAINH16TFTT, v2.0.0-re2 R AR fL 45/ TN T -

(Length — 16) Bytes

4Bytes 2Bytes 4Bytes 2Bytes 4Bytes
1 1 | 1 1= 1
[ | \l \f ! [ \
Length | Version | ProtocollD PacketType | Seq
(GID + MID)
( J
|
16Bytes
*hFE
1. P2PMessage NR#I G A/, B EEAABE GHR/FE S/ AMOPSE) #1168 K/ NEH;
2. BHHEIDFIEERID AT ME—FRIR P UID (protocollD) , =& K R NprotocolID = (groupID <<
sizeof (grouplID) *8) | ModulelID;
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3. HdE ALl protocolIDFTEE R 164 — I EEAR X S FER BN A, KT0NERE, NTF0HHE
IV

4. H BjAMOP# F ifpacketType’§ SendTopicSeq = 1, RequestTopics = 2, SendTopics =
3o

ChannelMessage

s B RTINS (B e E R A& AR
SCFREE R S L R 5 SRR

10.10 XX 5347

10.10.1 1 ZinlfER

1.1 DAG

— N TEEARE W RFR S W TEAE (Directed Acyclic Graph) , fIFRDAGHE « fE—t22 594, A LLEE
—EHERHEBELHEFESAMERER, FRIE S AEBlock AN & B /& BIRA 5 5% &4

EH— L RBDAGHE , W TFEPTR, FLRAERO (TTHMKBIEETFESS) #5853 m] LIEITH
7o NEFTR, ETEEMERZSIROIRFETHIMEFE, 7TUSEIH BRI HDAG -

a3 RFIE ZEDAG

AsB A->B ] [ E->F ] [ C->D

C-=D

E-=F

¥
P
w

¥
]
w

m

A-=F

E-=A

e S S N S ——

|
|
|
o
[
[

E-=A
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10.10.2 2 KEHRLEH

Client

SDK

RIS

Node

¥

TxPool
B0

Sealer

Bk n:

BlockVerifier

[ MHEDAG)

TxDAG

FParallelizable Txs

commit l#ﬁ?ﬂﬁ

Worker Pool
worker worker ...
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F P BB RE I SDK A ARAL 5y o 3850 AT LUERERE HATHITRIZE S AN BEFF AT AT I SE 5+
o THHNT HIIZSMH, FRHTH

o X5t Sealerf] &7 X, IL/\T\E % 1% ZBlock Verifier#F  T9 I ;

* Block VerifierfiiE X SR HIEE 5 51| R4 F7E Z1DAG;;

* Block Verifiert4 i 5T L N30, HATHITIL S DAG:

o XERIGUEE E, XER .

10.10.3 3 HERKE
3.1 3 5, DAGH &

3.1.1 DAGEURE 451

Vertex DAG

+ inDegree: atomic<uint32_t= + Vies: vector<Vertex

< :
+ outEdge: vector<ID> + toplLevel: concurrent_gueue<iD=

+ totalVixs: uint32_t

+ totalConsume: atomic<uint32_t=

+ init{uint32_t). void

+ addEdge(ID from, ID to): void
+ generate(): void

+wailtPop(): 1D

+ consume(ID): 1D

+ clear(type): void

77 R T2 DAGEUR S AN -

Hrp:
o T (Vertex)
— inDegree F Tf7 i T . 24 AHJ']E/‘])\F; ;
- outBdge H TRAFZINA I HNER, BAENITE M FEIE DY IFE -
* DAG:
vixsiE i TAAEDAGH BT 11 s 10513
topLevelig— DI &BAF|, FTHEE S A HORI T HID, HUATI B MRAEH Z Uil
— total Vitxs: TG EL
— totalConsume: & HITIE TR EEL
— void init(uint32_t _maxSize): PN — 15 KI5 ECHmaxSize IDAG;
— void addEdge(ID from, ID to): 7£TH s fromFltoZ [A]E 7. — 5% [A]3/)
— void generate(): HRIE A FAFITI S A48 H— N DAGEE;
— ID waitPop(bool needWait): <51+ MtopLevel T EXH — A& RO A
— void clear(): TEFRDAGH AT 1 5415 R
* TxDAG:
- dag: DAGZLA]
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exeCnt: CAEHUTIZHIAE 214K

totalParaTxs: 17385 S AL

txs: HATZHIIFE

bool hasFinished(): ZI#MDAGELAEHUTFEEE, REtrue, HME [Ffalse;
void executeUnit(): HUH— &%H LRI 5 FH 54T

3.1.2 3¢ 5 DAGH) 1 i 72

FAEM T

FHE

(

MITEFRIE R A

8

1RiR%E S MR N
FEHDAG

N

Sl lipkisld
b v k)

IRiRih

1RiE R

ERE RS
/' EDAGHEIT
el inErctinpnl

AT IER i

AR T T2 B R t— REFidT S

1 MWITELF X R MEH XA AR 5 ;
2. B GEEE NS EE IR — T DAGSEH;

3. MFEUITER S, MR —EXHEAHTES, MEFTEMRE, FOEREEZINESS
ZAR SR, R, WM S R EKIN; %5 AN AT, WA E T i 1Y
FEZE ST SE e A RERT, BRIAEZ A 5 5 H B R P2 5 (AN SL— A Kt

3.2 DAGHUTIL R

ik e N
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4

R
ittt —rikizd

Y |

MiT%SR,
EEHITTS = =Eﬁmﬁlﬁﬂ§ﬁ5 TR = WMAHEENERO,
i i 3 BEAMopLevel

=
E

end < =

1. EERRESE CRIEE ARG — N K/NRRFEAE, ZRBE A ECR, A A1 H At
R,

2. HDAGH AT EEER, ARG IA % Fr ADAGH pop i A RORIZE 5y o F5 AT BUH R AT B AT
S, MPATIZAZ S, PIT5EE R ERMERBHE SRR R, FHHLHNERBEZE0, NWRIZLS
I AtopLevelF; #KIL, NIFRDAGESEHITIERE, LARIRH -

10.11 H ik

N T REEHFEGE ST ARE - SCRFERRZ 2N, FISCO BCOSTIA T & £ 4 ik 55 (Contract
Name Service, CNS) ~ [E B HIEMVE 20N BRFE -

o 5214 IRkR55 (Contract Name Service, CNS)
DIRYTE TR RS MR A2, FEW TR
o Eabi HEHKHIISONTFAF &, AT TLIE B RSN
o BAMNE20F T HIBEEL, AL, BERRERFEELAAIN
o NEFHER, —PEE AT EH &Lk
o MMETFHATIRAE T LA LK BT

FISCO BCOSH| AHI & £ 4 IR SSCNSIE T f& Bk b &2 Z PR 5 G 2tk B ¢ 2 A998 5% SO B H) & 1A
Thie, 75 (FvE A& L2 TR B ) & 2 2 R SE N BE BB 2RI -

- EEH

NT RO TFFEFEEEETE, FISCO BCOSET E 2 ArnfE | LT EEINAEE - 54 - 1% -
WA EE . EESSLEE N, HHHAERMFIFISCO BCOS &7, SEHN ERZE RN HAZE
HIFE4 S HF -

« RN

Z BB, BRI RE RS VAR L), FISCO BCOSHIA T & IN#RE, *f
ARSI SRR T R BHE TN, 5] AKey ManagerfRFFINFEH, CRIE T 19 S EER ML -

10.11.1 CNSH %
i BUN

VA FH LUK & BE & 2V AR f95
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a4,
BLVRE 4 LT D abifliih;

& = &
%? In
o> o

N

3

1.
2.
3. BREANGE A tkaddress;

4. BEEALIWabifitihl, @i SDKEE T B SIS AR A -

MELITFRARRFL, A Z BT G %abi LA J &2 tikaddress - X PR3 A 7 Z0A7AE LR )R]
1. & %abi WK FIISONTFAF &, i T AT BERS;

2. BAHAEN20FTTIBERL, AL, BHEREFFEEGLIATIR];

3. GNEFHEE, — P EE AR RS Lt

4. MNMETHITIRAE AN & LK ETHER -

MR BRI, AR RIFRERE LM MEE, FISCO BCOSHE i CNS & £n 4 IR -

DA Ty
o CNS (Contract Name Service) JEITIRMLEE AL E &S ¢ RATi0 5 KA R & T
fE, VAR EC R R A A RSN BE AR E -
* CNSTE R NBHILIR - ALIRUAK - A LHHEFTA 2 abi
« CNSEHTEMECNSER

CNSxF b AR5 [50H ¥ H 77 SR

» WLBA AL
« BAFHRARAEEY, S RLREIE -

SPRENS

ENS (Ethereum Name Service) , ARG ZFRARSS -

ENSHIZhRER ML FA T 2K FIDNS(Domain Name Service)if 4% R4, (BRI ZInternet Mk, &4
A (Ethereum) & 2 HEFIER L M Dlxxxxxx.eth R HE I T TR, AT EREG NS . A

o ENSHRGS Rk R 55 & 4 bk KB bl CNSHISCRF, Lk RA Ak & 2abih

e
z3

« ENSHRIAThEE, CNSAT L HF -
o ENSTFFZ 384, CNSAT L FF -

10.11. HAb4sH 275



FISCO BCOS Documentation, & i v2.0.0

LRI
™
SDK
B i CNS Module
N iy
Read/Write
/ ' channel server \
\
RPC
CNS Module
precompiled EVM
contract l
storage
\_ g |/
BT AE

F P FISDKHERE-& 20 SO F & 20T -

% BCONSH| &
WRASHAMATESLHL—REER

4% CNSAE &
PR IE N B B ICNSAE B 8942 0

276
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SDK CNSHitR

RECEE
SHEE

¥
wRE
LV
N

BELBL. . aufEe
S B -5 EAEHF

e e L __J—-_

HHEHE RiksendRawTransaction?Z 5
| s HEi [cal 1WA 5

End )< |

o TEESLINT, SDKAALA LN R FJavads, Vi 2K Wdeploy O & i & ARG &40 HE, SRR
FHCNS & &insert#Z 1 FEHECNSTE R -

« WMAAAN, SDK5IANEGAMIavad, FHMBEFIL - loadINEFE A ATE A SLAE (A LUK
FR) BENBRMERANAEE (CNSHF) , SDKAFICNS 5z i it i FHCNS R & 1)
BE A5 BARREU S 2t -

o XFFHRDAS S, HSDKSEEIBOAH & 2B SHThUAs -
o LHER)E N abilE BB T AlET B -

BARsit

CNSELEH
CNSTE B LRI R T ST, SMASL . CNSTRE LU

Atz an|

pragma solidity 70.4.2;
contract CNS
{
function insert (string name, string version, string addr, string abi) public,
—returns (uint256) ;
function selectByName (string name) public constant returns(string);
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function selectByNameAndVersion (string name, string version) public constant,
—returns (string);

}

o CNSEARRETELHF, HNSDKSEZECNSEMAZEREL -

o insert}® R MLCNSTE B _LEERIThRE, HEO WU DSE S 58 & 4% Finame ~ A4 Aversion ~ &4
Hitikaddr Al & 2 ABIE Sabi - SDKY A 7 #WinameFlversion )20 & 55 ZE R HiIL K& B &
B, EAEERRHR TARLELERLS - TTAEHITR SN, precompiledi® # 2 Double Check,
EINBGR EE M EEMF LTS - inserth [ XTCNSHE AN 2 R -

* selectByName$% 1 S E N 4% Finame, IREIFRFTEET1Z A RN Fversionit 3§ -

* selectByNameAndVersion#% H S & 204 Finame F & 2 AR version, 1R [E1 3 1% & L% R Y
—Hidk .

HHCNSZE /7

Til4m %A 22 FISCO BCOSJEZ il 1S C++ L — M E s BE &4V, B TFISCO BCOSIEZE K A4 5 BT
BEEH . 5] AprecompilediZ#8 /5, FISCO BCOSTT M HITE 5 KITRAZLN T«

CNSEANJE TR F &N R, 7 5 RE T N EC++ IS8 5 SE I NFCNS # 1l AR E i #1E, A~
ZEVMEUT, EIILCNSA L) R T R EE: O #AR s E B ECEE - Pl B CNSA 2 Hprecompiled i 1t
90x1004 -

B DR E RG]

selectByName#flselectByNameAnd Version$% [13% [A] Kstring A Json#& =X, 7RFIL0T -

l

"name n . "Ok n ,

"version" : "1.0",

"address" : "0x420£853b49838bd3e9466c85a4cc3428c960dde2",

"abi" : "[{\"constant\":false,\"inputs\": [{\"name\":\"num\", \"type\":\

—"uint256\"} ], \"name\":\"trans\", \"outputs\":[], \"payable\":false, \"type\":\
—"function\"}, {\"co
nstant\":true, \"inputs\":[], \"name\":\"get\", \"outputs\": [{\"name\" :\"\",\"type\":\
—"uint256\"}], \"payable\":false, \"type\":\"function\"}, {\"inputs\":[], \"payable\
—~":false, \
"type\":\"constructor\"}]"

b

{

"name n . "Ok n ,

"version" : "2.0",

"address" : "0x420f853b49838bd3e9466c85a4cc3428c960dde2",

"abi" : "[{\"constant\":false,\"inputs\":[{\"name\":\"num\", \"type\":\

—"uint256\"}], \"name\":\"trans\", \"outputs\":[], \"payable\":false, \"type\":\
—"function\"}, {\"co
nstant\":true, \"inputs\":[], \"name\":\"get\", \"outputs\": [{\"name\":\"\", \"type\":\
—"uint256\"} ], \"payable\":false, \"type\":\"function\"}, {\"inputs\":[], \"payable\
~":false, \
"type\":\"constructor\"}]"

}
]
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SDK_API

SDKH A& fffHorg. fisco.bcos.web37j.precompile.cns™ AN P O SLIICNS M J &R
e

registerCns

 {#iR: public TransactionReceipt registerCns(String name, String version, String addr, String abi)
- IiRE: FEERAIER

o Z8: name——AH%, version——AARRA, add——AZHIAE, abi
< RE EEEZSE, EHEE DESRERKENRELR (WEH)

&%\ abi

resolve

 fiiR: public String resolve(String contractName And Version)

« Difig: ETEABMELRAER G2

o 4. contractNameAndVersion——& A&+ & AAME B

o RE: BAMALE, WESEEREMAREAGEER, EOML R

» 1i8H: contractNameAndVersionifl i : K 53 B & A BT ELIRA, L DA LRAR, SDKEKIL
A& NS R A 1T EH

1. BB O, T kol &2V HTavads, HF A K ITavaZk DL Jzabi ~ bin & TEMAE R, 1#
YR F 77 12785 % Web3SDK;

2. BN O BOfE 1 7] 2% ConsoleImpl.java ™ fldeployByCNS FlcallByCNS#z [ S -

BIETH
EHIEARETESN . HAAY . ETANAENE O AANINEE . =6 5 rFHEH T IEES
% (EHE) -
& R R iy & B
* deployByCNS: JEIICNSTTHEEEL
s callByCNS: EiCNSTT = &4
* queryCNS: RIBELLIRFIEGAIMAS (FESEH) EHCNSKEL

10.11.2 EEXFHE
it HAR

AT RS IFEFEBERE, MEETE ik, S TEE @R . 4. BE . BaE
%~ EFESSLIEFEL, HRHERMFIFISCO BCOSF &, SLI T % E X #H JR A <€ B FH B A i 52
EXFF -

EZARFISCO BCOSK R H5E LW - p2pM B EH: - 17 5B - BIEESINESKEERNZEGEE
BEWBRNEZREE, EZRIFISCO BCOSSFRERR T EAF S L an T -

(F: EZEEIESM2, SM3, SMAYFHTF [E 7= i A T &)
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ARYIHER
RGUBWHEZR N EFTR:

|
FISCO BCOST = :
|

N

A AT R

T EEhE
E|%7SS11.1

HEE mmﬁﬁé%\;‘

|
|
|
|
: BHAEIE
|
|
|

E#SSL 1.1 BFE A

ZXARFISCO BCOS™ 5.2 8] FIAIE 1% A [E 2%SSL 1.1(ECDHE_SM4_SM3%5 ) 2 {4 3 1TSSt 42 1) 7
3, BRI ER:

BUEEmER
[E 2 hR 5 FRERRFISCO BCOSTEEIR LS FAVERIT

10.11.3 & &N
RN

FERXERBEIZRA WU AN Z A5 i — AR X R, RRERR R AE A LA AR FT LR

FEFLRE 7 2 ESREE I R T, B P B R 5 R AN B B 2 P AL BE B PR IR B BE 1 1%L
o BLRY, iR ZE BXERBE L AR AT U Rl -

BRERBERGR A0V RIS, EE D AT
o BE_FE R R BT R4
o TR B RSE B D 4

X FEE_FIEEEIERUTREH], FISCO BCOS il it 17 s E S FISSLARSEAL « LA T BB 2T S 7
fEEIRRT IR, BIIE SN -
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Third Party

Organization C

i%l@\l N

VE SN ESEAEN A FR AT « FENUM RO ERSE AR, B DU IR LG T A RE S A T I -
TR TN S O S WO B, LT RAENUM A Z SN M R 5, SRR TR, TR
RS . TR KR B L -
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WES S

Organization

E RN RN NEHAITH), B SR 5 O S5O L4 . WA, BT S R0 550
EWINER . A NIRRTV RIAR, # i Key Manager B H# - Key Managerse 552 EHLIE A M AT,
FITEHT SRR RIAMH RS, SEMITCEDTIA - SRR S S 300, MKey Managerfh 3k BU
IEEARRITIRIFLER, RN B B BN R dE AT U 1]

IR X S 4
o TAARHAEAEREGRE: leveldd
o T EFAH: nodekey, gmnodekey ([E%)

BARso
BRI RE, BB S ESRFE MY (dataKey) FlKey Manager® HEf) 2 BH%H (superKey)
HSERLHY -
o A HEC K dataKey, % HSNZEREDE (Encrypted Space) TN -
o THEARG NSRRI RE P 7 EdataKey, T 17 dataKey #I1 %J5 HcipherDataKey -
o i ABNE, EcipherDataKey ] Key Manageri& K, fkHldataKey -
o dataKey A7ETT AN AR, BT EKH)E, dataKey HENEF -
Key Manager
FrH 2@ superKey, 300 BITA " RS B BORAUE KFEATIARL, AL
* Key Manager 2 20 SERf7EZR, MR 9 5 B R BB K -

o YT SEBINS, & FcipherDataKey, Key ManagerfHsuperKey*fcipherDataKeyi#t 17 fi# %, 5 ff % i
I, BT AR dataKaR [EI 25T 5

+ Key Manager S BEFEN M A], HLUFS A FIZ1 WA T 2517 7] Key Manager.
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cipherDataKey

-

dataKey

superkey

dataKey
Encrypted Space

leveldb node.key

T RN
TSR T A TR B BN Y 1 2B AT
TR ECE

TREBIRET, FFE N A AL E dataKey

HE: TRAEEME, BEE, LAREFRTRARENE, —BEWAEERY, FIEEED, HL
ETTHCRE -

(1) & A& LG 5 M fdatakey, F FfdataKey X 1% 43Key Manager, MKey Managerh 7k
HXcipherDataKey -

(2) FcipherDataKeyir & 2|77 s AL E ST
(3) BT A

TREZ2IBIT

TREBN, &t Key Manager, FRBCRHIEHRE DT RO HdataKey -
(1) T48/E30, MECE S H 1 cipherDataKey, F: 4 7% %A Key Manager -

(2) Key Manager!{{ #llcipherDataKey, FisuperKeyf## #icipherDataKey, # fif % A T, WK i % 5
f)dataKeyiR [F] 457 . -

(3) 7S ZE%|dataKey, HdataKeyXf A& #iFI%3E (Encrypted Space) #1772 H - MEncrypted SpaceisHX
HIE R, FdataKey R R BUE SCEdE - 225 AEncrypted Space (IR, JCHdataKey %, HEA -
ot AT AR E R 2

SR AR ARSI RN IME Z S, BIE RS MR -
(1) HEENMZINEEET, TEiEERE Key Manager, B IR cipherDataKey, 17515k EdataKey -
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(2) NEBT A, BEN TR AABIEETERE, BTE0 8 dataKey, FCIEME B Encrypted Space,
BB -

BRI, W5%. G INRE
10.11.4 PI2BE4E
SRR T, KRR ZIR T MS S5, T REB D P 55 R G BRI, FISCO

BCOSMrelase-2.0.0-rc2 IR SR ML EUEIIAE, LN RET ZAE A R vm AT ISR B IR 48, e
ot R LR, HFRERREL IR ORI G idss LR RIR .

ARGHESR

WL R 48 £ ZAEP2PIM 43 R SEEE,  RGTEZRN T -

+ node0 ! | N nodel!
| noce KIX B FeleBdin i i RIEBAEA, FelcEdE £, :
i groupl | 7" | groupn i i groupn | *** | group l i
i packetA % packetB i ipacketB packetA i
4 wE | | [ g %
| T AT | [ W
i prIW 4% T : groupID(n) + packetB | p2p 4% :

groupID(1) + packetA

W28 [ 46 LRI A T R

o ZiASmEREEEA. FHERETPPEAAEIER, HEERE A NETIKB, MEFEGREE,
HAGRE BART A

- BloRMERER: TAREIEdECE, EAWREIREIREC R DR, AR AR ESEE T
Baf, MRHBLEEGSAEERY, SN ERREIRG DAY N -

BOOEH

CREEIRVERE - USRS, A TEREUT Snappy R SCIIEIE G 48 MR EThEE - AT 2S48 M 4% 548
FSEEN -

B e gabric b

FISCO BCOS ) W 4555 ¥8 EL 458 4~ A
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(Length — 16) Bytes

4Bytes 2Bytes 4Bytes 233[“"5 4Bytes |

| 1=

[ ] : \l \f Y [ \
Length | Version | ProtocollD PacketType | Seq
(GID + MID)

( J

|

16Bytes

W& E R B EEOFEELAEEEE S, Bk E T160MFT, & 10FEE LT
o Length: iR EKE
o Version: J &AL, FTY BMAEELLIIEE

* ProtocollD: 2% T AR 61 H FEHHIDFEIRID, T EBHEIROKE, HiifkE F32767 18
e

o PaketType: #riC T &R EEM

s Seq: BUIREFINS
W48 s AR (N R AR M 4 B, NEEaR ek -
R BEDBERLTETAREE=SE, mWHIREMERE, AEEEEIES. FNES
o NEHE B 1XJ:T:%§§Q?E‘@j(ﬁ':C_compressThresholdﬂﬁﬁf)ﬁ@.c_compressThresholdﬁ%ﬁi}\
Z1024(1KB) - FA19 2 T VersionH i mifin, 1ENEIR B EGERE:

EgERENL: 1 bit 15 bits

[

M

0: RKERBNEIES

1: EaEEIES
o Versionfx =17 00, FAAEGE XM AR HEData sz R & 48 FIETE;
o Versionf =i (LM 1, FEAEGE EXT N FIEGEDataE 46 5 FIEUE -

AE R

T DARRZEL LA — 77 L I R 2R PR LA 7T A R 4594 B Bl packet A9 ] (HLERAIASE 5y KR - $LiRTH
BEEE) |, TRANEI W28 e IR A SR B A B AR -

&L b AR
o BEH 1R B R packet AfE AE|P2P/Z;

» P2PH|Wrpacket AR IEHE KT c_compressThreshold, MIAMAEAEED, XpacketAiH T E4E,
T E R packet A% 1B 45 Jmtd iR ;

o JRIGRER Sopacket AN B A1k, MW EEUEE4EE R, Rl FHpacketAZ 46 5 AR R, K&
SkVersionf B m N E N, SUENO;

« P2PRgtS Ja ORUE B MG A S H I A
Blom A B AR
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« HtnflasidBdn e, MEERsEH Lk, BTk Version T BRI = A2 S o1, HINT R4
HE R T RE S

o HENBEIROWERT, WHABEED, NDatad#h 5 8008 A7 E , RIS E0E 3k
FIGIDAIPID, R 5 FIEUR G R ATEE AT R, TN ERFEIR &R LERIR .
FEAPEULIA

o BRI N A EEIRER AR,
o MLEFHEArel: MEIFHE, {UHrelase-2.0.0-rc2T7 5 EH MG E4GIHEE -
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cHAPTER 11

JSON-RPC API

AR O R F R Feurlfi 4, curli® — R HurliB A G 21T Na T EURE F i T B, @ idcurld
4 & 3%http postiF 3K, A LLiJj [M]FISCO BCOSHJISON RPCHEE [ - curlfii 4 Murlib bt % & 8 7 A & X
B lrpc1 E B [1isten_ip] Fl[jsonrpc listen port]¥iH . N T &= bjson, ¥ HjqL B F 1T
AR - BRI S ERPCHIT I - Ko EHURESIERSZXH .

11.1 getClientVersion
IR BT SRR B

11.1.1 2%

p
11.1.2 JR[E{E
s object - RAFER, FEWT:
— Build Time: string - ZRiFEHT[HE
— Build Type: string - ZRiFEesME
- Chain Id: string- $%ID
— FISCO-BCOS Version: string- T ERR AR
— Git Branch: string- WA 4332
- Git Commit Hash: string - MUKRHHTcommiths 7y
- Supported Version: string - T8 L RFAIMRAS
N
// Request
curl -X POST —--data '{"jsonrpc":"2.0", "method":"getClientVersion", "params":[],"id

":1}' http://127.0.0.1:8545 |iq
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// Result
{
"id": 83,
"jsonrpc": "2.0",
"result": {
"Build Time": "20190106 20:49:10",
"Build Type": "Linux/g++/RelWithDebInfo",
"FISCO-BCOS Version": "2.0.0",
"Git Branch": "master",

"Git Commit Hash":

"693a709ddab39965d9¢c39da0104836cfb4a72054"

11.2 getBlockNumber
IR [E] 5 5 E R A SRl [X R f B2

11.2.1 &3

e groupID: unsigned int - F£4HID

11.2.2 R [E{E
o string - B R HUE B OISk M+ I )

. R
// Request
curl -X POST —--data '{"jsonrpc":"2.0", "method":"getBlockNumber", "params":[1],"id
~":1}" http://127.0.0.1:8545 |ijqg
// Result
{

"id": 1,

"jsonrpc": "2.0",

"result": "Ox1"

11.3 getPbftView
IR\ ST AESE E R N B SR PBFT L]

11.3.1 3%

* groupID: unsigned int - FF4HID

11.3.2 R [E1E

e string - BHTHIPBFTHLA
o Rfl
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// Request
curl -X POST —--data '{"jsonrpc":"2.0", "method":"getPbftView", "params":[1],"id":1}"'
—http://127.0.0.1:8545 |jg

// Result

{
"id": 1,
"Jsonrpc": "2.0",
"result": "OxlaO"

E: FISCO BCOSZ #FPBFTH: N FIRafCIE 17, 24 5 [a] /) [X B 4% SR FRaftdt B 1% 32 1 3R [EIFISCO
BCOS B & SR N0 T

{
"error": {
"code": 7,
"data": null,
"message": "Only pbft consensus supports the view property"
by
"id": l,
"jsonrpc": "2.0"

11.4 getSealerList
REIE R B OS5
11.4.1 2%

* groupID: unsigned int - FF4HID

11.4.2 R [E{H

s array - FHIHTT HIDFIFE
o

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"getSealerList", "params":[1],"id":1}
—'" http://127.0.0.1:8545 |jg

// Result

{
"id": 1,
"Jjsonrpc": "2.0",
"result": [

—"037c255c06161711b6234b8c0960a6979e£039374ccc8b723afea2107cba3432dbbc837a714b7da20111£74d5a24e9

on
— ",

—"0c0bbd25152d40969d3d3cee3431£a28287e07c££2330d£3258782d3008b876d146ddab9%7eab427964

o
— ",

—"622af37b2bd29c60ae8£15d467b67cO0a77feS5eb3eb5c63fdc27a0ee8066707a25afa3aaleb5a3b802d3

"
—

195bfbb281591

n8ebe26de9dba
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11.5 getObserverList
IR B R N OISR T S5
11.5.1 2%

* groupID: unsigned int - #ZHID

11.5.2 JR[E{H

s array - WM& SIDFIFE
Nl

// Request
curl -X POST —--data '{"jsonrpc":"2.0", "method":"getObserverList", "params":[1],"id
—":1}" http://127.0.0.1:8545 |jqgq

// Result

{
"id": 1,
"jsonrpc": "2.0",
"result": [

—"10b3a2d4b775ec7£3c2c9e8dc97fab2beb8caab9c34d026db%b95a72acldlclad551lc67c2b7£dc341f7857eada7583

n
—

]

11.6 getConsensusStatus
IREFE EREE N RS E R

11.6.1 3%

* groupID: unsigned int - #ZHID

11.6.2 R [EH

* object - HIPREREER. -
o 1. HIENHAPBFTH (PBFTIARITSHEPBITRITUR) | FEATT:
— accountType: unsigned int - l/7RAY
- allowFutureBlocks: bool - LPFARRHRIRE
- cfgErr: bool - BLERITE
— connectedNodes: unsigned int - TERERTT S

— consensusedBlockNumber: unsigned int - TR RS
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— currentView: unsigned int - SRR

- groupId: unsigned int - F#4HID

— highestblockHash: string- BTG A

— highestblockNumber: unsigned int - B SRmEE

- leaderFailed: bool - leader’ &M T

- max_faulty_leader: unsigned int - B%j(%? ERIPER

- sealer.index: string - T & %5 NindexHInodeld

— node index:unsigned int - TEMTS

- nodelId: string- TV A HID

— nodeNum: unsigned int - T AL

— omitEmptyBlock: bool - 2G2S AR B AL

- protocolId: unsigned int - MIDS

- toView: unsigned int - BEIEAKviewE

- prepareCache_blockHash: string - prepareCachel& 7y

- prepareCache_height: int- prepareCacher 5

— prepareCache_idx: unsigned int - prepareCache}?%'

- prepareCache_view: unsigned int - prepareCachefl/&

- rawPrepareCache_blockHash: st ring - rawPrepareCachel A7

- rawPrepareCache_height: int- rawPrepareCachersi 5

- rawPrepareCache_idx: unsigned int - rawPrepareCache/¥5

- rawPrepareCache_view: unsigned int - rawPrepareCachef/

- committedPrepareCache_blockHash: string - committedPrepareCacheld 7

- committedPrepareCache_height: int- committedPrepareCachefs] 5

- committedPrepareCache_idx: unsigned int - committedPrepareCache/¥5

- committedPrepareCache_view: unsigned int - committedPrepareCache/fl /%]

- futureCache_blockHash: st ring -futureCacheli 7y

— futureCache_height: int- futureCache = /&

- futureCache_idx: unsigned int - futureCache/¥5

— signCache_cachedSize: unsigned int - signCache_cachedj(/J\

— commitCache_cachedSize: unsigned int - commitCache_cached X/>

— viewChangeCache_cachedSize: unsigned int - VieWChangeCaChe_CaChedj(/J\
o 1 HIENLHIRaf (RaftFM%THSHRafTOR) | FERATT:

— accountType: unsigned int - it

- allowFutureBlocks: bool - RFRFHITE

- cfgErr: bool - it B FIrE

— consensusedBlockNumber: unsigned int - = AR EET R

- groupId: unsigned int - BF4HID

- highestblockHash: string - SATHRIE A

- highestblockNumber: unsigned int - Bt X E
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- leaderId: string - leaderfJnodeld
— leaderIdx: unsigned int - leaderf/F5
— max_faulty_leader: unsigned int - BCRAEETT AL
- sealer.index: string - 19 5% 5 NindexHInodeld
— node index:unsigned int - 71 5 index
- nodeld: string- TAHKID
— nodeNum: unsigned int - T AL
— omitEmptyBlock: bool - 2GS AR B AL
- protocolId: unsigned int - FMXIDS
Nl

// Request PBFT
curl -X POST --data '{"jsonrpc":"2.0","method":"getConsensusStatus", "params":[1],
—"id":1}"' http://127.0.0.1:8545 |jgq

// Result
{
"id": 1,
"jsonrpc": "2.0",
"result": [
{
"accountType":1,
"allowFutureBlocks":true,
"cfgErr":false,
"connectedNodes":3,
"consensusedBlockNumber":4,
"currentView":153,
"groupId":1,
"highestblockHash":
—"0x98e186095a88f7b1b4cd02e3c405£031950577626dab550639e024b9£f2£8788b",
"highestblockNumber":3,
"leaderFailed":false,
"max_faulty_leader":1,
"sealer.0":

—"29c34347al190clec0c4507cbeedbabbcd4d7a8f9f54ef26da6l6e81185c0aflla8ceadeachb74cf6£6]1820292b24bcs

"
",

"sealer.1l":

—"41285429582cbfe6eed501806391d2825894b3696£801e945176c7eb2379%9alecf03b36b027d72£480¢89d15bacd434

"
",

"sealer.2":
—"87774114e4a496c68£2482b30d221fa2f7b5278876da72£3d0a75695b81e2591¢1939fc0d3fadbl5c

"
",

"sealer.3":
—"d5b3a9782c6aca271c9642aea391415d8b258e3a6d92082e59%9¢cc5b813¢cal23745440792ae0b29£4961

"
",

"node index":1,
"nodeId":
—"41285429582cbfe6eed501806391d2825894b3696f801e945176c7eb2379%9alecf03b36b027d72£4804

o
— ",

"nodeNum" :4,
"omitEmptyBlock":true,
"protocolId":264,
"toView":153

"prepareCache_blockHash":
—"0x0000000000000000000000000000000000000000000000000000000000000000™",

£359c997bafc 9

rdf568£8ad58b

£89d15bacd434
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"prepareCache_height":-1,
"prepareCache_idx":"65535",
"prepareCache_view":"9223372036854775807"

"rawPrepareCache_blockHash":
—"0x0000000000000000000000000000000000000000000000000000000000000000™",
"rawPrepareCache_height":-1,
"rawPrepareCache_idx":"65535",
"rawPrepareCache_view":"9223372036854775807"
}I
{
"committedPrepareCache_blockHash":
—"0x2edc63cfac7726691d1fed36ec05a7¢c5751dc4150d724822ff6c36a608bb39f2",
"committedPrepareCache_height":3,
"committedPrepareCache_idx":"2",
"committedPrepareCache_view":"60"
}I
{
"futureCache_blockHash":
—"0x0000000000000000000000000000000000000000000000000000000000000000™",
"futureCache_height":-1,
"futureCache_idx":"65535",
"futureCache_view":"9223372036854775807"

"signCache_cachedSize":"0"

"commitCache_cachedSize":"0"

"viewChangeCache_cachedSize":"0"

// Request Raft

curl -X POST --data '{"jsonrpc":"2.0","method":"getConsensusStatus", "params":[1],
—"id":1}"' http://127.0.0.1:8545 |jqg

// Result
{
"id": 1,
"jsonrpc": "2.0",
"result": [
{
"accountType": 1,
"allowFutureBlocks": true,
"cfgErr": false,
"consensusedBlockNumber": 1,
"groupId": 1,
"highestblockHash":

—"0x4765a126a9de8d876b87£01119208be507ec28495bef09cle30a8ab240cf00£2",
"highestblockNumber": O,
"leaderId":
—"d5b3a9782cbaca271c9642aea391415d8b258e3a6d92082e59cc5b813cal23745440792ae0b29£4961

‘—’"l
"leaderIdx": 3,
"max_faulty_leader": 1,
"sealer.0":

—"29c34347a190clec0c4507cbeedbabbcd4d7a8f9f54ef26da616e81185c0aflla8ceadeach74cfofo

rdf568£8ad58b

1820292b24bc5

"
— 1,
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"sealer.1l":

—"41285429582cbfe6eed501806391d2825894b3696£801e945176c7eb2379%9alecf03b36b027d72£480¢89d15bacd434

o
— 1,

"sealer.2":
—"87774114e42a496c68£24820b30d221fa2f705278876da72£3d0a75695b81e2591¢c1939fc0d3fadbl5c
o ",

"sealer.3":

—"d5b3a9782cbaca271c9642aea391415d8b258e3a6d92082e59cc5b813¢cal23745440792ae0b29f496]
. ll,

"node index": 1,

"nodeId":

—"41285429582cbfe6eed501806391d2825894b3696£801e945176c7eb237%alecf03b36b027d72£4804

;}Yl ,
"nodeNum": 4,
"omitEmptyBlock": true,

"protocolId": 267

359c997bafcH

Pdf568£8ad58b

£89d15bacd434

11.7 getSyncStatus
REFE B RHEN R AIREE R

11.7.1 2%

e groupID: unsigned int - #ZHID

11.7.2 R [E{H

s object - AWIREEFBE, FEWT:
— blockNumber: unsigned int - BRI E
- genesisHash: string - GHHIGA
- isSyncing: bool - IEFERIPHFRE
- knownHighestNumber: unsigned int - 778 EAN00Y B XS = &
— knownLatestHash: string- BETT 5 AN 2 i X = BRI A
— latestHash: string- BT X BRIG Ay
- nodeld: string- T AHID
- protocolId: unsigned int - FMIDS
— txPoolSize: string- L5 W H AL 5 =
- peers: array - CIEEMTEEHENp2p T A, TABEFEWT:
#* blockNumber: unsigned int - BT X S
* genesisHash: string - QIR X G A
#* latestHash: string- BRI A
% nodelId: string- TARID
N
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// Request
curl -X POST --data '{"jsonrpc":"2.0", "method":"getSyncStatus", "params":[1],"id":1}
—' http://127.0.0.1:8545 |jq

// Result
{
"id": 1,
"Jsonrpc": "2.0",
"result": {
"blockNumber": O,
"genesisHash":
—"0x4765a126a9de8d876b87£01119208be507ec28495bef09cle30a8ab240cf00£f2",
"isSyncing": false,
"knownHighestNumber":0,
"knownLatestHash":
—"0x4765a126a9de8d876b87£01119208be507ec28495bef09cle30a8ab240cf00£2",
"latestHash":
—"0x4765a126a9de8d876b87£01119208be507ec28495bef09cle30a8ab240cf00£f2",
"nodeId":

—"41285429582cbfe6eed501806391d2825894b3696£801e945176c7eb237%alecf03b36b027d72£48054

"
",

"peers": [
{

"blockNumber": 0,

"genesisHash":
—"0x4765a126a9de8d876b87£01119208be507ec28495bef09cle30a8ab240cf00£f2",

"latestHash":
—"0x4765a126a9de8d876b87f01119208be507ec28495bef09cle30a8ab240cf00f2",

"nodeId":
—"29c34347a190clec0c4507cbeedbabbcd4d7a8f9f54ef26da616e81185c0aflla8ceadeachb74cfofo

n
—

}I
{
"blockNumber": 0,
"genesisHash":
—"0x4765a126a9de8d876b87£01119208be507ec28495bef09cle30a8ab240cf00£2",
"latestHash":
—~"0x4765a126a9de8d876b87f01119208be507ec28495bef09cle30a8ab240cf00£f2",
"nodeId":
—"87774114e42a496c68£24820b30d221fa2f7b5278876da72£3d0a75695b81e2591¢c1939fc0d3fadbl5c

n
—

b

"blockNumber": 0,

"genesisHash":
—"0x4765a126a9de8d876b87f01119208be507ec28495bef09cle30a8ab240cf00f2",

"latestHash":
—"0x4765a126a9de8d876b87£01119208be507ec28495bef09cle30a8ab240cf00£f2",

"nodeId":
—"d5pb3a9782cbaca271c9642aea391415d8b258e3a6d92082e59cc5b813cal23745440792ae0b29f4961

"
—

}
1,
"protocolId": 265,
"txPoolSize": "O"

£89d15bacd434

1820292b24bc5

£359c997bafc 9

rdf568£8ad58b
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11.8 getPeers
BB EERERIp2p T AEE

11.8.1 &%

* groupID: unsigned int - #ZHID

11.8.2 JR[E{E

s array - CiEZEMp2p T AER.,

- IPAndPort:string-jﬁf5

N

=

%

- nodeld: string- TAHKID

— Topic: array-

7 5 R FE PtopicfE B

Bran R

TERERip v 1

c[1],"id":1} ",

o
// Request
curl -X POST —--data
—http://127.0.0.1:8545 |jg
// Result
{
"id": 1,
"jsonrpc": "2.0",

"result": [

{
"IPAndPort":

"nodeId":

n
",

[ ]

"
",

by

{
"IPAndPort":

"nodeId":

" ,
[

"Topic":

"{"jsonrpc":"2.0", "method":"getPeers", "params"

"127.0.0.1:30308",
—"0701cc9f05716690437b78db5b7c9c97c4£8£f6dd05794bad648b42b9267ae07cfcd589447ac36c4914

—"73aebaea’baa?9640df416d0e879d6e0ab6859%9a221dad7¢c2d34d345d5dclfe9cd4cdalab79a7a3£921df

]

"127.0.0.1:30300",

2760424214960

"Topic":
b
{
"IPAndPort": "127.0.0.1:58348",
"nodeId":
—"353ab5990997956f21b75ff5d2f11ab2c6971391c73585963e96fe2769891c4bc5d8b7¢3d0d04£f50aqiee04c4445c09
"Topic": [ ]
t9bdeadad9bb3

11.9 getGroupPeers

IR [EIFEE R A AR SRR T S5

Chapter 11. JSON-RPC API

296



FISCO BCOS Documentation, & i v2.0.0

11.9.1 3%

* groupID: unsigned int - #ZHID

11.9.2 R [E{H

e array - FIRTEFIE T S HIDY
. R

// Request
curl -X POST —--data '{"jsonrpc":"2.0", "method":"getGroupPeers", "params":[1],"id":1}
—"' http://127.0.0.1:8545 |[jg

// Result

{
"id": 1,
"jsonrpc": "2.0",
"result": [

—"0c0bbd25152d40969d3d3cee3431fa28287e07cf££2330d£3258782d3008b876d146ddab97eab42796495bfbb281591

n
",

—"037¢c255c06161711b6234b8c0960a6979ef039374ccc8b723afea2107cbal3432dbbec837a714b7da20]111£74d5a24e9

n
",

—"622af370b2bd29c60ae8f15d467b67c0a7fe5eb3e5c63fdc27a0ee8066707a25afa3aaleb5a3b802d348e5e26de9dba

n
",

—"10b3a2d4b775ec7£3c2c9e8dc97fa52beb8caab9c34d026db9b95a72acldlclad551c67c2b7£dc34177857eada7583

"
—

11.10 getNodelDList
AR [E]F7 BB E R A p2p 17 S5

11.10.1 &%

e groupID: unsigned int - BEZHID

11.10.2 R [E[{H

e array - N ARG EEEp2p T S HIIDY|F
N

// Request
curl -X POST --data '{"jsonrpc":"2.0", "method":"getNodeIDList", "params":[1],"id":1}
—"' http://127.0.0.1:8545 |[jqg

// Result

{
"id": 1,
"jsonrpc": "2.0",
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"result": [

—"0c0bbd25152d40969d3d3cee3431fa28287e07cf££2330d£3258782d3008b876d146ddab97eab42796495bfbb281591

n
",

—~"037¢c255c06161711b6234b8c0960a6979ef039374ccc8b723afea2107cbal3432dbbc837a714b7da20]111£74d5a24e9

n
",

—"622af370b2bd29c60ae8£15d467b67c0a7fe5eb3e5c63fdc27a0ee8066707a25afa3aaleb5a3b802d348e5e26de9dba

;}ll’
—"10b3a2d4b775ec7£3c2c9e8dc97fa52beb8caab9c34d026db9b95a72acldlclad551c67c2b7fdc341]

"
—

/7857eada7583

11.11 getGrouplList

IR BT ST A R AHIDS 5%

11.11.1 %

[

11.11.2 R [E{H

s array - T A FTERHARIFHIDSFE
o

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"getGroupList", "params":[],"id":1}"
—http://127.0.0.1:8545 |Jjg

// Result

{
"id": 1,
"jsonrpc": "2.0",
"result": [1]

11.12 getBlockByHash
R AR [X e 7 BRI X 2R 15 B

11.12.1 %

e groupID: unsigned int - FE4HID
* blockHash: string- X Hers A

[N

* includeTransactions: bool - A& G irE (true TR HEMIE R, false{ B /R4 5 Hhash)
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11.12.2 R [E{H

s object - KPFER, FEWT:
— extraData: array - MINEdE
— gasLimit: string- lZﬁ%':F‘fEiq:El/‘JgaSF%j(ﬁ
- gasUsed: string- [Zﬂ%*@fﬁﬁ%fﬁ*%ﬂ@gas
— hash: string- X HLrG A
- logsBloom: string - logl A& e E
— number: string- XHREE
- parentHash: string - 3 XIRIEF
- sealer: string- RV EFS
- sealerlist: array - FLIRTT S5
— stateRoot: string- RASARIE A
— timestamp: string - A5 [E]#

- transactions: array - L FFEK, YincludeTransactions HNfalselt, ER

iy
5 WM 5 o HincludeTransactionsHtruelf , B R S M EE (F4F &
M. getTransactionByHash)

Nl

Y

// Request

curl -X POST —--data '{"jsonrpc":"2.0","method":"getBlockByHash", "params":[1,
—"0x910ea44e2a83618c7cc98456678c9984d94977625e224939%9024b3¢c904794b5ec", truel, "id
—":1}" http://127.0.0.1:8545 |ijqgq

// Result
{
"id": 1,
"jsonrpc": "2.0",
"result": {
"extraData": [],
"gasLimit": "0xO",
"gasUsed": "O0xO0",
"hash": "0x910ea44e2a83618c7cc98456678c9984d94977625e224939024b3c904794b5ec",
"logsBloom":

—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000
‘—’"I

"number": "O0x1",

"parentHash":
—"0x4765a126a9de8d876b87£01119208be507ec28495bef09cle30a8ab240cf00£f2",

"sealer": "Ox3",

"sealerList": [

—"0471101bcf033cd9e0cbdbeef76cl44e6ef£90a7a0b1847b5976£8ba32b2516c0528338060a4599fc

n
",

000000000000

be3bafeel88bc

—"2b08375e6£876241b2a1d495cd560bd8ed43265£57dc9ed07254616ea88e371dfa6d40d%a702eadfd5¢025180£9d966.

n
",

—"cf93054cf524£f51c9fede9a76a50218aaa7a2ca6eb58f6£5634£9c2884d2e972486¢c7feld244d4b49c

n
",

—"edlc85b815164b31e895d3f4fc0b6e3£f0a0622561ec58al0cc8£3757a73621292d88072bf853ac52f

"
—

1,

b148clcb524bc

a9%a9%bbbl0a54]
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"stateRoot":
—"0xfb7caba7a271c8ffb51bc689b78d0aeded23497¢c9c22e67dff8blc7bdec88a2a",
"timestamp": "0x1687e801d99",
"transactions": [
{
"blockHash":
—"0x910ead44e2a83618c7cc98456678c9984d94977625e224939024b3c904794b5ec",
"blockNumber": "0Ox1",
"from": "Oxadf06b974703alc25c621ce53676826198d4b046",
"gas": "0x1c9c380",
"gasPrice": "Ox1",
"hash": "0x022dcb1ad2d940ce7b2131750£7458eb8ace879d129ee5b650084467cb2184d7

"input":

—"0x608060405234801561001057600080£d5b5060016000800160006101000a81548173ffffffffffffffffffffffff

—
"nonce": "0x1a9d06264238ea69clbcal2a74cfced979d6bbabbce8ad6f5a30e8017b5a98d8
H"I
"to": null,
"transactionIndex": "0x0",
"value": "0OxO"
}
]I
"transactionsRoot":

—"0x07506c27626365c4£0db788619a96df1le6£8£62c583£158192700e08cl0fecba™
}

// Request

curl -X POST --data '{"jsonrpc":"2.0","method":"getBlockByHash", "params":[1,
—"0x910ead4e2a83618c7cc98456678c9984d94977625e2249390b24b3c904794b5ec", false], "id
—":1}" http://127.0.0.1:8545 |ijq

// Result
{
"id": 1,
"jsonrpc": "2.0",
"result": {
"extraData": [],
"gasLimit": "0xO0",
"gasUsed": "0xO0",
"hash": "0x910ea44e2a83618c7cc98456678c9984d94977625e224939024b3c904794b5ec",
"logsBloom":

—~"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000

"
—,

"number": "Ox1",

"parentHash":
—"0x4765a126a9de8d876b87£01119208be507ec28495bef09cle30a8ab240cf00£f2",

"sealer": "Ox3",

"sealerList": [

—"0471101bcf033cd9%0cbdbeef76cld4e6eff90a7a0bl847b5976£8ba32b2516c0528338060a4599%fc

"
",

—"2b08375e6£876241b2a1d495cd560bd8e43265£57dc9ed07254616ea88e371dfa6d40d%9a702eadfd5g

"
",

—"cf93054cf524£f51c9%fede9a’6a50218aaa’7a2ca6e58£6£5634£9c2884d2e972486c7feld244d4b49c

"
",

—"edlc85b815164b31e895d3£f4£fc0b6e3£0a0622561ec58al1l0cc8£3757a73621292d88072b£f853ach2f

n
—

000000000000

e3bafeel88bc

£025180£9d966.

b1l48clcb524bc

a9%9a9bbbl0ab4]

1,
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"stateRoot":
—"0xfb7caba7a271c8ffb51bc689b78d0aeded23497¢c9c22e67dff8blc7bdec88a2a",

"timestamp": "0x1687e801d99",

"transactions": [

"0x022dcb1ad2d940ce7b2131750£7458eb8ace879d129ee5b650084467cb2184d7"

]I

"transactionsRoot":
—"0x07506c27626365c4f0db788619a96df1e6f8f62c583£158192700e08cl0fecoa”

}

11.13 getBlockByNumber
AR (AR IR (X SRS FE R (X R B,

11.13.1 2%

e groupID: unsigned int - #ZHID
* blockNumber: string - X B (T #FHFAF 8 80X L i+ 75 i 6 2 7F )
e includeTransactions: bool - B &R FIrd(true BRE F1FME R, false{ T R3S Bhash)

11.13.2 R [E{H

I getBlockByHash
o Rl

// Request
curl -X POST —--data '{"jsonrpc":"2.0", "method":"getBlockByNumber", "params":[1, "0x0
—",true],"id":1}"' http://127.0.0.1:8545 |jgq

Result i getBlockByHash

11.14 getBlockHashByNumber
AR [EI AR B DX B g B B M A DX BRI 7

11.14.1 3%

e groupID: unsigned int - BE4HID
e blockNumber: string - K& E (T 747 8B 5i0x 3k B+ 7S #5747 8

11.14.2 X [E{H

* blockHash: string- [X Hehg 7
o ol
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// Request
curl -X POST --data '{"jsonrpc":"2.0", "method":"getBlockHashByNumber", "params":[1,
—"0x1"],"id":1}" http://127.0.0.1:8545 |jg

// Result
{
"id": 1,
"jsonrpc": "2.0",
"result": "0x10bfdcle97901ed22ccl8al26d3ebb8125717¢c2438£f61d84602£997959¢c631fa"

11.15 getTransactionByHash
R ERGEAE S G F EIRHIE A (E R

11.15.1 &%

e groupID: unsigned int - F£4HID

%

* transactionHash: string- WS

11.15.2 R [E/{H

s object: - XHER, HFEWT:
- blockHash: string - AL &L 5 WX HRIE A
— blockNumber: string - BEERL G X R
— from: string- KIEE AR
- gas: string - ZiEERMEAgas
— gasPrice: string- ﬁ%ﬁ%@iﬁ@gasﬂ/‘]ﬁl\%
- hash: string - X 5B
- input: string- ZZHHEIA
- nonce: string - 2% HnonceflE

- to: string - & W FH KM oM o, 8 B & N X 5 W & E
0%0000000000000000000000000000000000000000

— transactionIndex: string - ToHBIFE
— value: string- HRIIE

* R

// Request

curl -X POST —--data '{"jsonrpc":"2.0","method":"getTransactionByHash", "params":[1,
—"0x7536cf1286b5ce6cl10cd4feabc891467884240c9af366d678eb4191elc31lcot"], "id" 1} ",
—http://127.0.0.1:8545 |Jjg

// Result
{
"id": 1,
"jsonrpc": "2.0",
"result": {
"blockHash":

—"0x10bfdcle97901led22ccl8al26d3ebb8125717c2438£61d84602£997959c631fa",
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"blockNumber": "Ox1",

"from": "O0x6bc952a2e4db9c0c86a368d83e9df0c6ab481102",

"gas": "0x9184e729fff",

"gasPrice": "0x174876e7ff",

"hash": "0x7536cf1286b5cebcll0cd4feabc891467884240c9%9af366d678eb4191elc31lcht
‘—’"l

"input":

—"0x48£85bce000000000000000000000000000000000000000000000000000000000000001bf5bd8a%¢7ba8b936ea0

o
— ",

"nonce": "0x65£0d06e39dc3c08e32acl0a5070858962bc6c0£5760baca823£2d5582d03£

"to": "Oxd6f1la71052366dbae2f7ab2d5d5845e77965c£0d",
"transactionIndex": "0x0",
"value": "0x0"

11.16 getTransactionByBlockHashAndIndex
IR EARYE X HRIG A A5 5 e 5 BRI 5 15 B

11.16.1 &%

e groupID: unsigned int - BE4HID
* blockHash: string- X BRIE Ay

e transactionIndex: string- X5 F 5

11.16.2 R [E{H

M getTransactionByHash
N

// Request
curl -X POST --data '{"jsonrpc":"2.0", "method":"getTransactionByBlockHashAndIndex",

< "params":[1,"0x10bfdcle97901ed22ccl8al26d3ebb8125717c2438£61d84602£997959c631fa",
4"0x0"], "id":1}" http://127.0.0.1:8545 |iq

Result LgetTransactionByHash

11.17 getTransactionByBlockNumberAndindex
IR EAR AR X B AN AL 5 e 5 BRI 5 5 B

11.17.1 3%

* groupID: unsigned int - #ZHID
* blockNumber: string - X B (T #FHFAF 8 80X L B+ 75 #E 6 2 FF )

* transactionIndex: string- X5 F5
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11.17.2 R [E{H

M getTransactionByHash

*« f

// Request
curl -X POST —--data '{"jsonrpc":"2.0","method":"getTransactionByBlockNumberAndIndex
", "params":[1,"0x1","0x0"],"id":1}" http://127.0.0.1:8545 |jqgq

Result L getTransactionByHash

11.18 getTransactionReceipt
IR EARAE S S e A B R AE 5 HUE B

11.18.1 &%

e groupID: unsigned int - FE4HID

* transactionHash: string - T oVE A

11.18.2 X [E/{H

s object: - XHER, HFEWT:
— blockHash: string- ERA G WX RIG A
— blockNumber: string - BEERL G X HE E

- contractAddress: string - &AUMILE, WRAGEALILS, WAELEREMIL, WHRE
YA, Z50x0000000000000000000000000000000000000000”

- from: string - KiEFRIHAE

— gasUsed: string- T%{ﬁ%%ﬂ/‘]gas

- input: string- ZZHHIA

- logs: array - X5 Elog

- logsBloom: string - logfJfifEid iERSE

— status: string- THERSE, 5% <5 EHURE
- to: string - FHICERIHHE, SIEELAE S EZ(E Anull
- transactionHash: string- X FWEA

— transactionIndex: string - ﬁgjﬁ%

* R
// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"getTransactionReceipt", "params":[1,
—"0x7536cf1286b5ce6cll0cd4feabcB891467884240c9af366d678eb4191lelc31lcof" ], "id" 1} " |

ohttp://127.0.0.1:8545 |iq

// Result

{
"id": 1,
"jsonrpc": "2.0",
"result": {
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"blockHash":
—"0x10bfdcle97901led22ccl8al26d3ebb8125717¢c2438£61d84602£f997959¢c631fa",

"blockNumber": "Ox1",

"contractAddress": "0x0000000000000000000000000000000000000000™",

"from": "0x6bc952a2e4db9c0c86a368d83e9df0c6ab481102",

"gasUsed": "0x64d8",

"input":

—"0xebf3b24£00000000000000000000000000000000000000000000000000000000000000600000000

o
— ",

"logs": [ 1,

"logsBloom":
—"0x0000000000000000000000000000000000000000000000000000000000000000000000000000000

"status": "0x0",

"to": "Oxd6f1la71052366dbae2f7ab2d5d5845e77965cf£0d",

"transactionHash":
—"0x7536cf1286b5ce6cl110cd4fea5c891467884240c9af366d678eb4191elc31cof",

"transactionIndex": "0xO0"

11.19 getPendingTransactions
REFHT RIS E R

11.19.1 &%

* groupID: unsigned int - #ZHID

11.19.2 R [E/{H

* object: - HITHWRXHELE, EFEMT:
— from: string- RIEFE AR
- gas: string- ﬂiiﬁ%‘%ﬁﬂ"]gas
— gasPrice: string- ﬁii%‘%@i%gasﬂ/‘]m%
— hash: string- TG F
- input: string- X ZHEHIA
- nonce: string - 2% HnonceflE
- to: string - HHCERMEE, AEELIS S RIZE Fnull
— value: string- BRE
. F0)

// Request
curl -X POST --data '{"jsonrpc":"2.0","method":"getPendingTransactions", "params
—":[1],"id":1}" http://127.0.0.1:8545 |jqgq

// Result

{
"id": 1,
"jsonrpc": "2.0",
"result": {
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"from": "Ox6bc952a2e4db9c0c86a368d83e9df0c6ab481102",

"gas": "0x9184e729fff",

"gasPrice": "0x174876e7f£f",

"hash":
—"0x7536cf1286b5ce6cll0cd4feabc891467884240c%9af366d678eb4191elc31cht",

"input":
—"0x48£85bce000000000000000000000000000000000000000000000000000000000000001bf5bd8a%¢7ba8b936ea770

‘—‘"l
"nonce":
—"0x65f0d06e39dc3c08e32acl10a5070858962bc6c0f5760baca823£f2d5582d03£f",
"to": "0xd6f1la71052366dbae2f7ab2d5d5845e77965cf0d",

"value": "0x0"

11.20 getPendingTxSize
BT BRI 55
11.20.1 28

e groupID: unsigned int - BE4HID

11.20.2 R [E/{H

* string: - FHTERR 5EE
o

// Request
curl -X POST --data '{"jsonrpc":"2.0", "method":"getPendingTxSize", "params":[1],"id

":1}' http://127.0.0.1:8545 |iq

// Result

{
"id": 1,
"Jsonrpc": "2.0",
"result": "Ox1"

11.21 getCode
IR [ER AR A A R R 1R A LR

11.21.1 %

e grouplD: unsigned int - BE4HID
e address: string - SZHHE
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11.21.2 ;R EH{E
s string: - AXEURE
o

// Request

curl —-X POST —--data '{"jsonrpc":"2.0","method":"getCode", "params":[1,
—"0xa94f5374fce5edbc8e2a8697¢15331677e6ebf0b"],"id":1}"' http://127.0.0.1:8545 |Jjg

// Result
{

"id": 1,

"Jjsonrpc": "2.0",

"result":
—"0x60606040523415600b57fe5b5060928061001a6000396000£30060606040526000357c010000000

"
—

}

11.22 getTotalTransactionCount
IR [ 24 i 52 5 Sl BRI R e

11.22.1 &%

* groupID: unsigned int - #ZHID

11.22.2 R [E/{H

* object: - YHIZ G EHMXREEFELE, HFBIT:
— blockNumber: string - X R =
— failedTxSum: string- KIMFIAE 5 IS EL
— txSum: string- T 5 B EL

* R

// Request
curl -X POST --data '{"jsonrpc":"2.0", "method":"getTotalTransactionCount", "params
—":[1],"id":1}" http://127.0.0.1:8545 |jq

// Result
{
"id": 1,
"Jsonrpc": "2.0",
"result": {
"blockNumber": "Ox1",
"failedTxSum": "0OxO0",
"txSum": "0Ox1"

11.23 getSystemConfigByKey

R B R PEkey (H & 8 value(H
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11.23.1 &%

* groupID: unsigned int - #ZHID

* key: string - X FFtx_count_limitFltx_gas_limit

11.23.2 R [E{H

* string - valuefH

* f

// Request
curl -X POST --data '{"jsonrpc":"2.0", "method":"getSystemConfigByKey", "params":[1,
—"tx_count_limit"],"id":1}' http://127.0.0.1:8545 |jg

// Result

{
"id": 1,
"jsonrpc": "2.0",
"result": "1000"

}

11.24 call

BT — AT LS BB AB L AR, ToARIX e 3

11.24.1 2%

* groupID: unsigned int - #ZHID
s object: - EKIER, HFEEWT:
— from: string- KL L
to: string- P ik
- value: string - (A]%)EBHIE
data: string - (AIE)RIBHFISEL, HRIBHTES % Ethereum Contract ABI

11.24.2 ;R [E/{H

* string- HUTRILE 3R
o Rl

// Request

curl -X POST —--data '{"jsonrpc":"2.0", "method":"call","params":[1, {"from":
—"0x6bc952a2e4db9c0c86a368d83e9df0c6bab481102", "to":
—~"0xd6fla71052366dbae2f7ab2d5d5845e77965cf0d", "value":"0x1", "data":"0x3"}],"id":1}
<" http://127.0.0.1:8545 |jqg

// Result
{
"id": 1,
"jsonrpc": "2.0",
"result": {
"currentBlockNumber": "Ox1",
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"output": "Ox"

11.25 sendRawTransaction
BT — 2195, FER SRR

11.25.1 &%

e groupID: unsigned int - F£4HID

e rlp: string- Z AW Ty AR

11.25.2 R [A]{H

i string—?ﬁ%ﬂ/ﬁ}fﬁ
N

// RC1 Request

curl -X POST --data '{"jsonrpc":"2.0", "method":"sendRawTransaction", "params":[1,
—"f8ef9f65f0d06e39dc3c08e32acl0a5070858962bc6c0£5760bacal823£2d5582d03£85174876e7££8
—"],"id":1}"' http://127.0.0.1:8545 |jg

// RC1 Result
{

llid": l,
"Jsonrpc": "2.0",
"result": "0x7536cf1286b5ce6cll10cd4fea5c891467884240c9%9af366d678eb4191elc31cht"

// RC2 Request

curl -X POST --data '{"jsonrpc":"2.0", "method":"sendRawTransaction", "params":[1,
—"f8d3a003922ee720bb7445e3a914d8ab8£507d1a647296d563100e49548d83£d98865c8411e1a30084
—"],"id":1}" http://127.0.0.1:8545 |jqgq

// RC2 Result
{

"id": 1,
"Jsonrpc": "2.0",
"result": "0x0accad4228274b0d78939£48149767883a6€99c95941baa950156e926f1c96ba"

}

// FISCO BCOSXTFETHEIL, R EBEIEN X IREEE KA<H

// RC1l Request

curl -X POST --data '{"jsonrpc":"2.0","method":"sendRawTransaction", "params":[1,
—"f8ef9f65f0d06e39dc3c08e32acl0a5070858962bc6c0£5760baca823£2d5582d03£85174876e7££8
—"],"id":1}" http://127.0.0.1:8545 |ijqg

// RC2 Request

curl -X POST --data '{"jsonrpc":"2.0", "method":"sendRawTransaction", "params":[1,
—"f90114a003eebc46c9c0e3b84799097c5a6ccd6657a9295¢11270407707366d0750£cd598411e1a30
—~"],"id":1}"' http://127.0.0.1:8545 |iqg

b09184e729fff

111123008201

$09184e729fff

84b2d05e0082

11.25. sendRawTransaction 309
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11.26 (EiAEHRHA

11.26.1 RPC iR

L —PRPCY B EERAS, IR BN RO G 6 & error Bl IR GG R 7By, LT BUH TR SEL
o code: EHBUEFR LR T R IRFRL, DATHEEL -
* message: X 1ZEE 17 I E] B A AT B
o data: B &R TEHIRMINGE RARERRI LM RER, ZA AT -

AR R A ST RS, B2 ISON-RPCHEEE IR IGATFISCO BCOS RPCHE IR -

JSON-RPCHRUERE 1R 1S

PREEERR S S H T R A& IR -

FISCO BCOS RPCHEiZHY

FISCO BCOS RPCHE [ 51505 J Howf N & LR

11.26.2 A5 EHCRA

11.26.3 Precompiled Service API #5315
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CHAPTER 12

D[R]

12.1 FRASHE %

[7]: FISCO BCOS 2.0/ A& 5 Z BIMRAE WL As1L? 218 251X H .

[A]: 7 & A 5FISCO BCOSF &2 H? & FISCO BCOSIRMEZ M £ ESFEX BRI E., ZEW
.

» FISCO BCOS 2.0 A HEISON-RPCH: [, HARiE 2% H .

* FISCO BCOS 2.0/ A& HtWeb3SDKHF B - & & Pl SN A, BARkiE 27550 H .

+ FISCO BCOS 2.0 A F& {42 ] & 45 B F P PRy T g FHFISCO BCOS, BifiF 2 %X i .
[F]: FISCO BCOS 2.0RUA AN #4 722 % FISCO BCOS XL Mg 7=, HHAAE:

* build_chain.sh: J&&FF 4 FH AL < MHAFISCO BCOSHRA4E, HikiE 2% X H .

* FISCO-Generator: {#FHd\LHFHRE - 4E77FISCO BCOSHA R BE, B iAiE 2% 01 .

[A]: FISCO BCOS 2.0l A& IR GE &N 5 Z Bl AR G BT 4 ANE, A A2 25 FISCO BCOS 2.0
KR EcHTSolidity 52,  [RIEFHGAN T precompile 54y, BARiE 275X H .

] ] R X RS ) [X B0 5 R EE 2 [E B MFISCO BCOSH 28 5 % & W6 % « p2pMI &5« 17 4
HEE . BIRR AN TSR EER B EE RS RN E TR E . FNERFERAE, EH, EEmN
%, solidityZfiEjava, Web3SDKTH F [E B A EEMAERE X 7, BAE 27505

Al BB M3 5T R 2. 0R AR & AN F -

12.2 BHlE

] TEH GRS XD RNEE? & Ko KRNE, 4 RE2Lh, HELLRMtabth &< .

[A]: I AFL IR R e 2255 K75, nodelD is not in network, N4 2 7 SN AL IRF| R EE
HIFWITT AR E B peer InodeIDZ| 32 B [ A AL A -

ml: B BR Y SR AEREE . nodelD is not in group peers, NAT 4 & A M BR AR A BT AL 0
7 getGroupPeers H [H 2 7R ] group Hipeers «
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A WA (GERFAT A 2] LUR P eroupFUdR? & R T A5 5 groupN IR « [R5 F1 H
0, T A LUEE##] S addSealer/addObserverfii 4 v LUK IR H AT S 0000 2 H R8T
i)

B]: F35 S T AR Migroup, & A IR AN Z groupfF R - & ATLL, TEHAERIGHT, MANEE
% HgrouplID: /start [groupID]

12.3 FISCO BCOS/#

] 2. OMUASUE B AERR L AE A2 & B S UL F Ui 0
[A]: 20MASE S5 F BRI 7 B ? & 1B % L L

l: RGACE - FHARE . YAREDHTETA? & AREERTET Al EH — LRIk AIIGE, I
AT AORMECET . AR ERT ATEORANMEXEE, TANE M HEAE R RE -
T REC BRI A ECE T -

[]: L ACE R W] LIS B MEC BT & AT EUAEE, 0

o WEERBIEMOIHRENFEEFBEI . XRECERE T group.x.genesis I, HFxFRAHRT,
LBEME—

o JEE R B EBCE T IR A N — 2R

s BMEBREXMHE, THEBERN . XERMENE Toroup.x.ini 3. FAMRENE
BB BRI A B &, nodeX/conf N Higroup. «.ini X4, BERBER . H NELE D
H[tx_pooll.limit (X FthZ &) , [consensus].ttl(77 5155 & %]) -

(m]: BELEACE R P ml DADAO D SR Ee e B 2 SR n BB B o R e L B T i &
o HHFNACE: 2AENET SAER, HIREERL . [consensus].max_trans_num,[consensus].node.X,[tx].gas_limit -
o FLAMACE: group.x.ini XA, BEUFEBERL, ST 5 . BLEDUE [tx_pool]limit -

(m]: FEHA NPT A E T e Bk &Y B AR A E AT LOE S ] S B . IR AL E T )
BT ESIGSN, L0 OB RPCE OEN, BAE 275X .
* [consensus].max_trans_num, [tx].gas_limit{¥ F £ [setSystemConfigByKey® £ , X T Y B & il
HNitx_count_limit, tx_gas_limito Ef&Z: i setSystemConfigByKey -h -
s [consensus]l.node. XFY) B % W & # T oA B #H O, B #H & B O W X
FladdSealer, addObserver, removeNode, Ef&Z% (7 HGEH) -
(A]: BELEMLERTT SR ST 24 RKAI? 2 M SRR RAERTE, BEARS5HIA . AT A
brT BEMEENIR, £55H1H.
[B]: AT RF A LT ACNSEH? % FEE AL, WHCNSELHED, 4% name - version - address(&
S5 NCNSFEH -

[B]: G B G 2ICNSFE? & il it Web3SDKIZEH £ 1< &, EITERIE G Iname &) -

12.4 Web3SDK

[A]:  Web3SDKXfJavahil A& H Z kK 15?2  2Z: ZKIDKSHL LI CentOSH)yum: & AJOpen]DKH T it
/DJCE(Java Cryptography Extension), 5 Z{Web3SDKIE % IE # % 2 X B BE 17 55, 7E 1 FHCentOS#E1E R
Gil, 7 MOpenIDKM 2, BT T . Z3ei5m

[A]: Web3SDKELE SERY, Ai1E75 5 RMERE 24 % applicationContext.xmlH Hip ~ %M ~ F4H S
ER L E 2 /DT S fca.crt ~ node.crtflnode.key 3CAF

T 1) B

e
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design/protocol_description.html#rlp
https://openjdk.java.net/
https://openjdk.java.net/install/index.html
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125 MV FERE TR

(] bl 2R 2 T A A H IR A Epip
& AR EE TR MHipython pip, LU & 223

$ python -m pip install

[]: Ak kS T B AR B

Traceback (most recent call last):
File "./generator", line 19, in <module>
from pys.build import config
File "/data/asherli/generator/pys/build/config.py", line 25, in <module>
import configparse

% RAYiik/Dpython configparserfiii, 1ETZ MR LI ap & L5

$ pip install configparser

12.5. DMK ETHE 313
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cHAPTER 13

X

FISCO BCOSZE A ML E ST & -« SHAMFR - 2R b R ek EEREF 5 - HamXREE
AVERE RI) (AR &8E) MOLRTFR TAEANMETE, TIFAMAEFEEERE . £ &
UEIE RS IOARER] S B BURERAT - IRERSIETS SRS S R R R AL -

13.1 FISCO BCOS¥% %1%

* Github= T

o BRI

o REERENT R E
o TTAACAED

o J5tiA]

« DIFHZRBISE
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13.2 JII AFISCO BCOS#t[X

KEDRS

FEHIRE | Hdsh | ERAE

FISCO BCOSFftL X

S25ME81e

BT AR ERIFMAE
BcueitiFicueit

iM{ZID: fiscobcosfan
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